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| NTRODUCTI ONS, OPENI NG REMARKS AND WELCOME

RUTH DAY

At | ast year’s conference Ron Plesser said he felt like
he had just gone through the Epcot Center where, for

t hose of you who've been to Disney Wrld, you get on a
train and you go whi pping by a vignette of countries,
one by one, by one, by one, and he thought | ast year
that we had a panel that was the Epcot Center of
Internet and e-Conmerce Law. It's a good concept
actually and this norning we have anot her outstandi ng
tour in that each of these gentlenen is going to give
us a short presentation on all we need to know about e-
Commerce initiatives in their respective jurisdictions.
Mta Mtra fromBritish Telecomw Il run the panel.

MTA M TRA

Hel l o, very pleased to welconme you all to the opening
session of the second day. As Ruth announced, we've
got a very distingui shed panel to tal k about the
practicalities of howthe legal rules differ in
different jurisdictions and countries. It will be
foll owed by a practical perspective on handling

di fferent national rules.
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Il will get straight in with our first presenter because
we're running |late, Takashi Kume, fromthe Mnistry of
I nternational Trade and Industry of Japan.

PERSPECTI VES ON JURI SDI CTI ON AND CROSS BORDER E
COVMERCE

TAKASHI KUVE

Thank you very nuch. Good norning, Ladies and
Gentlenen, it is indeed a great privilege and pl easure
for me to be here invited by the Internet Law and
Policy Forumtoday. And | want to say thank you for
all the people who support this conference.

| know the tine given to us in this session is kind of
limted, and | would like to focus ny points mainly on
a brief introduction of the Japanese jurisdictional
system MTI's views on e-Comrerce in the gl oba

mar ket, and then provi de sonme proposals on jurisdiction
in e-Conmmerce taking into account of The Hague Draft
Convention which was al ready di scussed yesterday, but |
hope | can add sonmething nore. 1'd also touch upon the
situations concerning ADR in Japan.

Before getting started, | have to say sone disclainer
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that views | will present here don't necessarily
reflect those of the institution to which | bel ong or
any institution in Japan, but are totally my personal
Vi ews.

Whenever | present sonething out of the governnent, |
tend to say this kind of disclainer in a routine way,
but this is literally true on the issue | wll dea

wi th today because, as you know, those issues are
extrenely difficult. But | think it's very useful to
exchange views, even if not mature enough and that's
why |'m here today.

First of all, I1'd like to briefly introduce Japanese
general rules on international jurisdiction. Japanese
rul es concerning international jurisdiction in general
are governed by case law. A |eading Suprenme Court case
that dealt with this issue was the Ml aysian Airlines
System case in 1981. This case presented sone general
rules on international jurisdiction with regard to
civil and commercial matters which is..., there are no
explicit statutory provisions on international
jurisdiction in Japan. Therefore, international
jurisdiction has to be decided in accordance with
princi ples of justice which should require that
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fairness be nmaintai ned between parties and that proper
and pronpt trial be secured.

The provisions on distribution of the venue anong the

| ocal courts as established in the Cvil Procedure Code
reflects those principles although those are not
necessarily concerned with international jurisdiction
itself. Therefore, a defendant should be subject to
the jurisdiction of the forumwhen the conditions neet
the provisions for venue set forth in the Gvil
Procedure Code. Although there have been m nor
variations in | ower courts judgnents since this case
was rul ed, roughly speaking this judgenent still can be
called case |aw on international jurisdiction.

Secondly, I'd like to introduce MTI's points of view
towards e-Conmerce. The MTI's proposal for WO e-
Conmerce initiative is available on the above Wb site
which we are now in the process of getting revised, and
we are now working hard to present a second proposal
after having received quite a few responses to the
first draft fromall over the world.

In that proposal, we have presented a basic idea to the
effect that e-Commerce is and will becone nore vital,
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not only to business, but also to society itself

t hroughout the world. The confidence of ordinary
peopl e as well as business towards activities on the
Internet is our comon public goal. E-Conmerce
presents opportunity for all consuners and snal

busi ness to obtain easy access to the world nmarket via
the Internet.

In the past, the world market was readily accessible
only to large gl obal conpanies |ocated in devel oped
countries. But now, e-Conmerce is a new and powerful
medi um whi ch can help close the Digital Divide anong
countries and achi eve global equality in the new world
econony. This can only be acconplished if countries

t ake bal anced steps between consuners and busi ness, now
and in the future. 1In undertaking this initiative, a
country shoul d take into consideration the viewpoints
of both consuners and industries and the quality of
|ife of every person in the information society is
surely based on reliable and stable | egal systens.

To ensure reliable and stable | egal systens that
sustain the fruits of e-Commerce for both consumers and
the industries, what can be done by jurisdiction, which
is our present issue to be discussed?
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As all of you are aware, jurisdiction is a matter of
choice of forum at least in a civil procedure. You
may ot herwi se think that harnoni zi ng substantive | aws
woul d be a nore direct way for striking the bal ance
bet ween consumers and industries. But as all of you
are aware, in many cases harnoni zi ng substantive | aws
must be a | ong and wi nding road which may not have the

destination after all. Therefore, adopting a set of
uniformrules on jurisdiction nmust make sense in that
predictability in international comrerce will be

i mproved which | eads to sound devel opnment of e-
Conmmer ce.

In addition to that, | think it's also inportant to
ensure predictable and reasonable extraterritori al
application of public or adm nistrative | aws such as
antitrust |aws or consuner protection |aws or financi al
regul ations, which is related to prescriptive
jurisdiction or enforcenent jurisdiction to sone
extent. I'mafraid that | won't have tinme to deal wth
this issue today, but | have to say that Japan has been
too shy on this matter and nowis the tine to
reconsi der reasonabl e ways of extraterritorial
application of these rules.

But | must add hastily that we are quite doubtful of

JR/I b/ sg



| LPF - Annual Conference
- 9 - Sept. 12, 2000

unil ateral application of a state public lawin foreign
countries w thout any agreenent, especially on
enforcenment, in advance. One of the practical ways is
to enter into a bilateral agreenent which was already
made for exanple with the U S. governnment on antitrust

i npl enent ati on.

Some peopl e understand that nothing has really changed
in the way you deal with legal issues related to cross-
border transactions due to the advent of the Internet.
They say that problens posed by the Internet to
conflict of laws or jurisdictions should not be viewed
as a difference in kind but as that in degree.
Basically, | agree with this idea in the sense that
nost of the legal issues or problens arising from
transactions using the Internet could have happened
even without the Internet. But | still believe sone
probl ens would be really new issues in kind.

In order to understand what is really a new problem we
have to go back to the nature of the Internet. 1In

ot her words, we have to figure out what are uni que

el enents to e-Conmerce conpared to ordinary
transactions without using the Internet. In sum

think a digital processing systemand the openness of
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the network are the core el enents that distinguish
Internet fromother mediuns. Because of these
features, information is readily accessible

simul taneously and i medi ately, irrespective of the
territorial location. Therefore, it is inherently and
instantly global. As a result, issues of jurisdiction
and conflict of laws are nore likely to arise. The
concept of "place" in the traditional sense m ght not
be very inportant. However, what | think is very
inportant is we still have to use the conventi onal
framework of conflict of laws or jurisdictions rather
than create a brand new system from scratch

In the context of the conventional framework, | think
it's inmportant and useful to review the Hague Draft
Conventi on whi ch has been intensively discussed since
yesterday and will be discussed today as well. Anmong
others, I will deal with four issues which are:
contracts, consuner contracts, branches and tort. And
| want you to think about what is really a unique issue
to the Internet, and if any, what can be a desirable
solution to these new i ssues.

Firstly, I'd like to deal with contracts. Genera
rules on contracts in the current Draft is to provide a
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jurisdiction those states, such as; a state where goods
were supplied in whole or in part; a state where
services were provided in whole or in part; and with
regard to matters relating to, both to goods and
service, a state where performance of the principa
obligation took place in whole or in part. | basically
have no objection to this Draft as far as it deals with
conventional contracts. However, | want you to think
about a new type of contract that was nade avail abl e
only by the Internet, and whether controversi al

under standing i s adequate or not.

For exanple, let's think about contracts on-Iline
delivery of digital contents such as nusic or software
which, | think, rem nds you of the brilliant |uncheon
speech yesterday. First of all, there's a problem
where the digital contents should be regarded as goods
or services. | don't intend to deal with this issue
ri ght now, but the conclusion should be the sane,
whether it is considered to be goods or service. |If
you treat digital contents as goods, the problemis
where they were supplied; if you treat digital contents
as services, the problemis where they were provided;
and if you think of it as a m xture of goods and
services, the problemis where performance of the
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princi pal obligation took place.

In this context, | think basically jurisdiction should
be provided in a state where the receivers of the
contents were habitually resident. |If the country or
originis a place where jurisdiction is provided, |'m
afraid that race to the bottommght follow. On the
ot her hand, however, from practical points of view, it
may be difficult in sone cases to identify where the
receivers of digital contents were habitually resident,
which will harmthe predictability of sellers of
digital contents. Therefore, | think it necessary to
introduce a disclaimer in this article, and I wll
explain you in nore details later on how discl ai nmer
shoul d be done.

Next, I'mdealing with consunmers’ contracts which is
dealt with in the Article 7 in the Draft Convention

whi ch was al ready di scussed intensively at the |ast
panel yesterday. As was introduced there, in the
Draft, consuners may bring a claimin a court of the
state in which it is habitually resident, if the

concl usi on of the consumer contract related to trade or
prof essional activities that the defendant has engaged
inor directed to that state, and the consuner has
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taken the steps necessary for the conclusion of the
contract in that state.

And choi ce of court can be nmade by an agreenent of the
parties only if such agreenment is entered into after
the dispute has arisen, or to the extent only that
al l ows the consunmer to bring proceeding in another

court. | think the gist of this provisionis howto
interpret the phrase "defendant has engaged in or
directed to that state”. In other words, by referring

to this phrase, is a conpany pernmtted to use a
disclaimer claimng that they intend to do business
only inlimted countries that they designated in
advance?

Let's assunme what would follow if the answer is no. |If
the answer is no, any consuner is allowed to bring
suit, whether the conpanies intended to do business
with those consunmers or not. And the industries have
only two choices: one is selling all over the world at
the risk of getting sued anywhere in the world, whether
they like it or not; or never using the Internet. This
"all or nothing" solution will discourage especially
smal | busi nesses fromusing the Internet for business.
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Conmpani es may find thensel ves having to appear before a
foreign court that they have never expected. Snal

busi nesses may be forced to withdraw fromthe market,
whi ch may deprive the consuners of opportunities at the
end of the day. | don't think the balance is very
appropriate. Therefore, | believe disclainmer should be
permtted, the next question is how?

| think it useful for us to | ook at the project which
is currently being made in the WPQO, concerning
protection of industrial property rights in relation to
the use of signs on the Internet. Article 10 of the
current Draft stipulates that condition in order for a
disclaimer to be effective. For exanple, the statenent
shoul d be contained on the Wb site. The statenent
should be witten in the | anguage used in the Wb site
and in the state disclainmd. The user should request

t he address of custoners before the delivery of the
goods or services, and the statenent has to say that
the user refuses delivery to custonmers who have
indicated that they are based in that state. Although
further study and scrutiny is necessary, | think the
way of presenting a disclainmer proposed here, basically
can be used for consuner contracts handling and in

ot her situations such as tort.
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Let's go on to the next topic. Article 9 of the Draft
reads as follows, and although there seens to have been
serious discussions in incorporating the phrase,
"regular commercial activities" that many of you are
aware, | think the point of this article is howto
interpret whether the dispute relates directly to the
activity of that branch, agency or establishment, or to
that regular comrercial activity. | believe this
sentence must allow a conpany to use the sane type of

di sclaimer that | showed you before, and to the extent
t hat di sclainmer can be accepted |I think the essence of
the current draft will work out.

The next topic is Tort. 1In the current Draft, a
plaintiff may bring an action in tort in the courts of:

A state where the act or om ssion that caused
injury occurred, or where the injury arose,
unl ess the defendant establishes that the
person clained to be responsible could not

reasonably have foreseen that the act or

om ssion could result in an injury of the

sane nature in that State.

In the context of e-Comrerce, | think the point of this
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article is foreseeability for the person clained to be
responsi ble. In other words, under what circunstances
and conditions he can claimthat injury was

unf oreseeabl e? | believe one of the facts that has to
be taken into account is whether he presented a
disclaimer or not, and if so, by what neans? Again, as
| mentioned before, in contracts, a disclainer that
nmeets certain requirenents should make a conpany free
fromgetting sued in the country where it had never
expected to do business.

The summary of ny proposal so far is: disclainer should
be permtted if they neet certain requirenents and
conditions as | showed you before. Even w thout new
provision, it is possible to allow conpanies to use the
disclaimers in interpreting the rel evant provisions.
However, on its face, it is not very clear whether ny
interpretation will be adopted in every country or not
which will harmthe predictability.

If you have to go to court to nake sure this
interpretation is correct or not regardl ess of whether
the court has jurisdiction in the end or not, you stil
need tine and noney, and the situation can't be
inmproved at all. Therefore, |I think it nust be useful
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and necessary to incorporate a horizontal provision
whi ch applies to the Articles 6, 7, 9 and 10 in the
context of e-Comrerce stipulating the requirenents and
the effects of a disclainer.

Last but not least, I'd |ike to touch upon Japanese
probl ens that nake ADR not readily available. W
expect various types of disputes will arise in the

field of e-Comrerce, and as many peopl e have al ready
menti oned since yesterday, it will get nore and nore
important to provide flexible venues to settle the
di sputes, not only in the court but also out of the
court, depending on the nature of cases.

In this context, we think it is inportant to facilitate
utilisation of ADR as M. Kuner reported yesterday.
However, there's at | east one obstacle in Japan, that
is Attorney's Law which allows | awers exclusively to
represent parties, even for ADR. Attorney's Law,
Article 72 reads:

Concerning legal matters, those who are not

| awyers are prohibited fromdealing with

| egal issues such as agency, arbitration etc.
for the purpose of nmaking profits.
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ADR institutions in Japan have to be established by

| awyers or other institutions whose purpose is not to
make profits, due to this provision in Attorney's Law,
"' m sceptical whether such institutions can provide
good service. W believe sone flexibility should be
introduced into this area so that cost and speed for
di spute settlenents be reduced dramatically. And the
M Tl is now eager to seek possible ways for qualified
non-|l awers to get actively involved in ADR procedures
whi ch, we believe, are necessary for the sound

devel opnent of e- Comrerce.

That's the end of ny presentation. |If you have any
guestions, please get in touch with ne by this e-nai
address. Thank you very nuch for your attention.

MTA M TRA

| present to you now M. Mauricio Devoto, who will
consolidate sone of the issues we heard yesterday on
Latin Anerica, and al so give nore of a perspective on
what is or is not happening there, and his personal

vi ew of the reasons why.
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MAURI CI O DEVOTO

Well good norning. First of all, | would like to thank
the ILPF for having invited ne to the debate, to this
forum because that's a way of incorporating Latin
Anerica to the debate of the | aw of cyberspace.

I"mfrom Buenos Aires, Argentina, |I'ma |lawer, a
notary public, a Latin systemnotary |ike European
notaries. |I'mdirector and co-founder of ITCenit, a

Research Center on Information Technol ogy that was
established in 1996 with the aimof exploring the

i npacts of the digital revolution upon the |aw,
econony, as well as upon education and society as a
whol e.

The Latin American perspective and jurisdiction was
expl ai ned yesterday by Mariana Silveira fromthe
Nati onal Law Center for Inter-Anmerica Free Trade and

Ronal do Lenos fromBrazil. So I'mnot going to talk
now about prescriptive jurisdiction or adjucative or
enforcement jurisdiction, I will give you a different

and a gl obal perspective of what is going on in Latin
Aneri ca.

Just as the rest of Latin American countries, Argentina
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is receiving the first rays of this new era or digital
revolution. And just as the rest of Latin Anerican
countries, it's adopting a passive stance, |like a
person lying in the sun on the beach, w thout realizing
the econom c future of the country, that the econom c
future of the country may depend on the attitude he
assumnes.

Latin Anerica will attain future significance as an
energing market in ternms of expansion of e-Conmerce,
both in the USA and the European Union. W are already
W tnessing the pressure put upon nany sectors, nostly
by the USA, in order to soften or reduce the |egal

har dness that could hinder e-Conmmerce. But in genera
very few are aware of Latin American society's
involvenent in the digital era. |In nmany instances,
this ignorance | eads to the choosing of an incorrect
approach, an approach that does not allow governnents
and foreign conpanies to achi eve successful results.

When | prepared this work | gave a |lot of thought to

t he best way of maeki ng good use of these few m nutes
and this is why | decided to offer you a general
overview of what is going on in Latin America. And the
mai n i ssues have been briefly summari zed as foll ows:
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what governnents are not doing; what business conpanies
and NGO s are not doing; the academ c sector and the
"Canpus Syndrone"; the need for an interdisciplinary
approach; and the debating about definition and
regul ati on of the Internet.

One of the critical points | want to draw attention to
is the lack of national and regional initiatives in the
fields of information technology. Qur nain actors,
potential users and consuners still do not seemto
realize they have entered a new era that will transform
their lives, nor do our authorities and | eaders of the
private sectors.

Governnents have an inportant role to play in this
respect. There are nmany neasures that can and shoul d
be taken so as to | ead our countries towards this new
society. These neasures are of varied types and
degrees of inportance, and should be discussed as a
whol e. But before investing time and noney in the
study and inplenentation of some specific nmeasure it is
essential that we discuss its aimand design the
necessary plan. | think that w thout an overall plan,
Wi thout a strategy, no nmeasure per se will allowus to
achi eve the proposed aim
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Let me stress ny point: the lack of this type of

general initiatives in the national and regional |evels
is leading to isolated and uncoordinated efforts, which
nmeans we are addressing in a separate way issues that
are closely connected. Short-term probl ens prevent
governments to realize the inportant role they should
play in the devel opnent of this kind of initiatives.

But | also notice that the private sector, the business
conpani es and the academ c sectors and NGOs as well are
drifting astray.

The visible face of digital econony in Latin Anmerica
are the "dot cons". Confusion is w despread.

Everybody tal ks about e-Commerce and dot cons, but few
peopl e have gone beyond what they read in the
newspapers about billions and trillions of dollars that
will be negotiated in the future. Everybody talks
about portals, but few admt they have never surfed and
do not even know what portals are for. People m stake
NASDAQ for digital econony. NASDAQ s rises and falls
only add to this confusion. Ow ng to the sl uggi shness
of governments and the academ c sector in setting up
standards, it is the business conpanies thensel ves who
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explain the pros and the | egal problens the could
derive fromthe use of new technol ogies, and they do so
at the same tine they try to sell their products.

Thi s, understandably, makes peopl e suspi ci ous.

| said governnent has a decisive role to play, but |et
me add that the private sector also has to take the
initiative. It should try to direct all new ideas
pertaining to e-Conmerce towards one comobn center.
Busi ness conpanies nmust join forces in order to set up
comon policies that allow themto anticipate those
issues and try to define their own codes of conduct,
while offering alternatives capable of | essening the
effects of a sure state regulation

The academ c sector does not understand the
inplications of the digital era. The nbst noteworthy
universities do no carry out research activities. They
are busy building their canpuses, while in other parts
of the world, they are already asking thensel ves what
to do with them And worse yet, they are ignorant of
what is going on in the world. Thus they do not get

i nvol ved in discussions regarding |eading issues.

This is especially noticeable in MBA and postgraduate

JR/I b/ sg



| LPF - Annual Conference
- 24 - Sept. 12, 2000

courses syl labuses at schools of Law. Those school s,
however, are witnessing the timd appearance of sone
academ c courses that deal with the birth and

devel opnment of the dot cons.

Several problens have not been anticipated: those
pertaining to security, privacy, confidentiality of

i nformation, what nay beconme of the practice of
retrieving and using personal data, as well as crucial
topi cs associated with Internet and its regul ation.

A general debate on these issues is still mssing. And
these matters should be given priority in countries
such as ours, where the processes of deregul ati on and
privatization carried out these |last years have led to
a great inflow of foreign capital

The idea of convergence is |lacking in governnent,

busi ness and academ c sectors. There is no
interdisciplinary research. Governnments regard digital
revolution as a technol ogical issue. Engineers and
techni ci ans work on their own, designing and devel opi ng
products in the belief they will be used in an ideal
free world, a world wi thout rules and regul ations.
Econom sts are wholly ignorant of the far-reaching
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effects of digital econony. The nost advanced anong
t hem prepare estinates about e-Comrerce, a type of
comer ce whose inplications they fail to recogni ze.

Let me focus now on | awers. Lawers do not see beyond
their eyes. The idea of convergence has not touched
them They still have their specializations: experts
in constitutional |aw business |aw,
t el econmuni cati ons, patents and trademarks, copyright,
adm nistrative law, maritinme |aw and international
private law. They focus their attention only on
specific topics. Faced with new challenges that arise
fromthe Internet, they look for solutions within the
traditional regulatory franmework, or try to apply, by
t he sane token, the solution arrived at in former court
deci sions. Throughout Latin Anerica, the associations
of |awyers, notaries public and CPA's have established
conput er science conmmttees in order to identify and
study these issues as they arise. The fact of their
bei ng called "conputer science conmttees"” gives you an
i dea of the degree of devel opnent of their parent
associ ations. Instead of delegating the
responsibilities for these topics, they relegate them
Owi ng to the backwardness of the associations, and the
scant nunber of people involved, they have not been
able to create
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subconm ttees specially oriented to the study of each
particular issue, as is a standard practice in the ABA
W have, however, one thing in comon: their
commttees, as well as ours, are exclusively conposed
of | awyers.

This is true, | believe, of the rest of the world.

Each sector analyzes the digital phenonmenon fromits
standpoint. Neither do universities or other

i ndependent institutions affirmthe need to create
interdisciplinary centers forned by engi neers, |awers,
econoni sts, phil osophers, business adm nistration,
journalists, experts on comuni cation sciences. As
regards jurisdiction, a prevalent idea is that "one of
the things that may be new about the Internet and its
relationship with jurisdiction is the role that private
ordering, private self-regulation, may play in
conjunction with a governnental framework to deal with
sonme of the uncertainties of applying traditional
jurisdictional concepts to this new nediunt. | agree
with that. However, the result is that each different
sector prepares its own private project, which is

| ooked upon suspiciously by the rest. Private
initiative loses its strength when institutions are
conposed of experts trained in the isolation typical of
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their specialization. Let us consider, then, how

val uabl e interdisciplinary conmmttees could prove to be
in this respect. This, | believe, will be the
chal |l enge of the future.

Latin Anerica has not yet given thought to the crucial
need for defining the nature of cyberspace. However,
we, just as much as the European Union, |ove

regul ation. Thus, we rush to regul ate throughout

| egi sl ati on what ever cones first to our attention, that
is, e-Cormmerce or electronic or digital signatures.

Nobody t hi nks about the distinguishing features of the
world in which the activities to be regulated are
performed. Nobody ask thensel ves what cyberspace is.
Nobody thinks if, when we are there, we are in sone

ot her place altogether, or are still here, or else,

whet her we are here and there, in tw different places
at the same tine. Legislators and jurists apply
criteria fromthe real world in order to regul ate these
new realities w thout asking thensel ves whet her they
shoul d be | ooking for a different approach. Lawyers
and |l awers and nore | awers, that is what | see.

Sorry for that. There is an intention of solving the
very few cases about jurisdiction, for exanple, raising
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in Argentina by applying to themthe traditiona
interpretation criteria. | can't say too nuch, but we
have a case now that involves Argentina and is rel ated
to the fees she pays to the reservation system Amadeus.

But we have, we don't have e-Conmerce, we really don't
have e- Commerce and we don't have cases.

Let me tell you sone of the questions we should be

aski ng ourselves. Was this space, as nany peopl e say,

born conpletely free, not bound by any rules or |aws?
If this were so, should it be kept free of regulation?
Is this possible or even desirable? Are there any

ot her forms of regulation besides law? Isn't the very

architecture of the Internet a formof regulation? |Is

it advisable to avoid governnent regulation? Can we

| eave everything to be determ ned by nmarket |aws, by

t he val ues that sonme people decide to invest cyberspace

wi th? Does the non-intervention governnent policy

guarantee that cyberspace will always be free of
regul ati on?

| think that not finding the answers to these questions
can be the cause of certain issues losing their

i nportance, and one of them can be that of
jurisdiction. As long as the Internet keeps losing its
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original values or principles, its open source software
or end-to-end architecture, as long as the battle of
the distribution of contents is |ost to patents and
copyrights, we will witness a stronger tendency towards
the zonification of space in order to allow for the
application of l|ocal |aws.

But it's true that when we are there we are still here,
here we still have traditional analysis nethods that
may be hel pful in order to decide on the necessity,
conveni ence and opportunity of regulation.

And the "Checklisten" technique can be useful for us in
this respect. Renenber the Checklisten is a techni que

Wi t hout a purpose of its own. |Its aimis, in any case,
to help the | aw becone feasible, whether it belongs to
the citizens or the state. | will only rem nd you the

ten sinple issues proposed by German federal

governnment: Is it really necessary to do sonething?

Whi ch are the alternatives? Should the federation have
a hand in this? Should a |aw be drawn up? 1Is it
necessary to take sone neasure now? Should | egislation
cover the foreseen scope? Can the licensing period be
restricted? Does |egislation share the sane mnd with
citizens' opinions? |Is legislation feasible? 1Is the
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cost-benefit ratio reasonable? And |let us | ook now at
the range of alternatives: Wiat costs will the affected
peopl e incur? Can you inpose a financial burden such
as this on affected people? Wat additional costs
woul d be created in national, provincial and |ocal
budgets? Were any studi es nade about the cost-benefit
rati o? Wiich were the results? After this | aw becones
effective, howw Il we nmeasure its effectiveness and
secondary costs?

And for conclusion, in Latin America, we do not have
clearly defined policies that join together the
different elenents related to the Internet and the
digital revolution. Wthout this type of initiatives,
wi t hout a consistent debate, w thout an

i nterdisciplinary approach to the subject, e-Comrerce
as well as all related legal matters will remain as
undet erm ned and vague as they are today, and this wll
adversely affect e-Comrerce in this region.

By the beginning of this year, the ITCenit, backed by
the American Enbassy in Argentina submtted a proposal
for the designing of a conprehensive initiative on IT
to the Argentine governnent. This initiative was

called the Argentina Digital, and it contains the ains
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that the governnent should pursue in this matter. And
t he governnent has adopted sonme of our proposals, so we
hope we are beginning to head in the right direction.
But there's still a lot of work to be done.

Wl |l thank you for your attention, and let ne rem nd
you that Latin Arerica is part and a parcel of Anmerica,
and | hope that this newworld or this new old world
hel ps create the union of the continents. Thank you.

MTA M TRA

Pl eased to introduce now, after that very provoking
talk, JJ Disini to talk about devel opnents in the

Phi | i ppi nes. M. Disini has been involved in drafting
the inplenenting | aws and regul ati ons on the e- Commerce
Act that's been enacted there.

JJ DI SI NI

Good norning. First of all, I'd like to thank the
Internet Law and Policy Forumfor the invitation to
speak today on the Philippines perspective on
Jurisdiction and Cross Border e-Commerce. | guess we
have a limted time so I'Il just run through ny slides.

And the first thing | want to discuss is the,

JR/I b/ sg



| LPF - Annual Conference
- 32 - Sept. 12, 2000

suppose, the first and the biggest today cross border
e- Commer ce event that has happened fromthe Philippines

value that billions of dollars depending on which
report you believe, and |I'mtal king about the "I |ove
you" virus which allegedly originated fromthe

Philippines. As | put up there, this event has put the
Philippines on the map and as | like to say, put us on
t he wong nap.

But | think, the inportant thing to renmenber, and I'd
like to say this now because few people know this, that
al t hough the virus was rel eased fromthe Phili ppines,
or allegedly released fromthe Philippines, what is
certain is that the cure did come fromthe Philippines,
and the nane of the conpany is Trend Mcro, and | have
it up there, and this is the conpany that cane up with
the anti-virus, | believe within 24 hours after the
virus had been... or the announcenent of the rel ease
had been di scovered.

And the "I love you" virus brought about sone
interesting multi-jurisdictional issues primrily
related to the application of the Conputer Fraud and
Abuse Act which is an American Federal statute, and in
fact, FBI agents were involved extensively in the
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investigation by the Philippines authorities. And |
believe the doctrine which allows the U S. governnent
to apply that law, which is a foreign law, to acts done
exclusively within the Philippines is the effects
doctrine, which is that if the acts are done in one
jurisdiction and the effects are felt in another, then
the jurisdiction in which the effects are felt may be
exerci sed over the accused.

Anot her issue that arose was the application of the
U S Extradition Treaty with the Philippines, and the
fact that it did not apply largely because, for the
extradition to be allowed, the act nmust be a crimnal
of fense in both countries. And since there was no | aw
at that tinme in the Philippines with respect to
crimnalizing hacking or the rel ease of viruses, the
extradition could not be effected by the United States.
There were however private efforts of extradition.
This took the formof job offers for the accused, which
is quite interesting, because |I think sone of them
believe these to be authentic job offers. |, on the
ot her hand, saw this as an opportunity for a foreign
government to arrest themupon their arrival.

Anot her interesting devel opnment is the old departure
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order which was issued by our Secretary of Justice,
interestingly enough, in violation of our own
regul ati ons on the issuance of hold departure orders.
Usual |y an accused may be held within the Philippines
t hrough a hold departure order issued by the Secretary
of Justice only after a case has been filed in court.
But in this case, even before information was filed
with the court, the Secretary of Justice issued the
hol d departure order, and | thought it was a little
silly because insofar as cybercrimnals were concerned,
the Philippines was considered a haven, and this
accused had no, there was no notivation for themto

| eave the Philippines because the risk of arrest in a
different country was there.

Anyway, the provision on hacking was included in the
El ectroni ¢ Conmerce Act which was passed and signed
into law in June 14, 2000, which does include a
provi si on on hacki ng, which penalizes the rel ease of
viruses. And | think to the credit of our senate,
whi ch approved on third reading its version on Apri
2000, a full nmonth before the "I |ove you" virus
incident, there was, the provision on the rel ease of
viruses was al ready included.
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The interesting thing about the provision, and about
the provision on crimnalizing hacking is the provision
on the penalty. There's a nandatory inprisonnent from
6 months to 2 years. However, there is also a penalty
of a fine which is a mninumof a 100,000 pesos and a
maxi num commensurate to the damage caused, whi ch neans
that if this |law had been passed at the tinme the "

| ove you" virus incident happened, then the fine would
be sonewhere in the vicinity of, dependi ng on which
report you believe, 9 billion U S. dollars to what, 16
billion U S. dollars. So, | think that what woul d
happen is that provision is there to be attacked as
bei ng a cruel and unusual punishnment.

So just noving on to sone of the other provisions of
the e-Conmerce articulating to jurisdiction, the source
of our Electronic Conmerce Act is the UNCI TRAL Mode
Law on e- Conmerce whi ch was passed in Decenber, or was
it, I"'msorry, in 1996 and Si ngapore's El ectronic
Transacti ons Act.

The first thing to renenber about the Philippines e-
Commerce Act is that there's a limted recognition of
el ectronic signatures. In this respect, we' ve veered
away fromthe general recognition
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of electronic signatures contained in the UNCI TRAL
Model Law and in the Singapore's Electronic
Transactions Act, and instead cane up with a criteria,
four criteria for validating el ectronic signatures
which, if you read through it, it's quite confusing,
but the only thing which we see which qualifies are
digital signatures. So, in the Philippines, no

el ectroni ¢ docunent is considered signed unless it is
signed through a digital signature.

One of the other provisions which caused sone concern
at the House and at the Senate was the provision of
notarization. Notarized docunents are public docunents
in the Philippines and can be admtted directly into
court without further authentication. However, given
t he probl ens associated with notarization, which
under stand was di scussed at the pre-conference event
here, the issue was passed on by the House and the
Senate under the law to the Suprene Court of the

Phi li ppines which will issue or is nandated to issue
rules on electronic notarization.

In an attenpt to put in sone jurisdictional rules in

the El ectronic Conmerce Act, we have a Tax Situs Rule
whi ch was i ncorporated in the Mddel Law provision
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relating to the place of dispatch and recei pt of data
nmessages. This is an interesting provision because it
nerely states the place and recei pt of data nessages,
and the rule is that, what's put into the Mddel Law, to
ny under st andi ng, because servers can be pl aced
anywhere, in other words, the mail server of the sender
and the receiver may nove fromplace to place. And in
order to have sone sort of certainty as to the place,

it was deened inportant to peg the place, the place of
di spatch and recei pt of data nmessages to the place of
busi ness of the sender or receiver. And | suppose when
the legislators read the rule as witten under UNCI TRAL
Model Law, they thought it was a provision on
jurisdiction, and so they placed that the rules on Tax
Situs will be determ ned by that rule.

However, the interesting thing is that the provision,

at least to ny mnd, does not determ ne Tax Situs
because the rule will always determne or will always
give out two places, the place of receipt and the place
of dispatch. And so, if a Filipino is purchasing

sonet hing from Anazon.com then the place of dispatch
woul d, say, be the Philippines and the place of receipt
will be Seattle, and that doesn't tell us anything
about the Tax Situs. So that was, | think, a dead
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| etter provision in the Electronic Conmerce Act.

Anot her point on the Philippines with respect to
personal jurisdiction, this relates to the renedy of a
foreign defendant. And this is just to differentiate
the rules in the Philippines and in the United States.

| believe under U.S. law, if one is sued in a court in
the United States, you can resist jurisdiction, even
t hough sumrmons have been served upon you. In the
Phi |'i ppi nes however, and | think that this arises
because of our | ack of experience in handling multi-
jurisdictional disputes, if a foreign defendant is
served summons by a | ocal court, there is no renedy
under our rules to resist jurisdiction although,
because we take Anerican jurisprudence persuasively and
we cite themin Philippines courts, the defenses under
Anerican |law may apply to the Philippines. However,
under the current state of law in the Philippines,
t hose defenses are not currently avail abl e.

So, the issues noving forward in the Philippines on

mul ti-jurisdictional disputes, first as | said earlier,
there is a lack of statutes and jurisprudence to settle
jurisdictional issues. However, | guess in our favour,
we could cite U S. jurisprudence as nentioned yesterday
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by Dean Perritt, the Zi ppo case can be cited in the
Phi |'i ppi nes, also the cases of ConpuServe versus Luni,
for exanpl e.

There's also a | ack of experience in resolving
cyberspace jurisdictional issues, and there's a great
concern right now that | awers thensel ves are not

equi pped to handle this issue, what nore judiciary.

So, | think what's going to happen is that there's
going to be a resort to alternative nodes of disputes
resolution in the Philippines insofar as these disputes
ari se.

Finally, fromthe standpoint of |egislation, our

| egi slators are not used to harnonizing |laws with
international |aws, and so therefore what | foresee is
that many of the laws that are going to conme out of our
congress may be inconsistent with foreign | aws on
cyberspace. This is sonething that we will have to be
vigil ant about, and we'll have to keep track of what

| aws and bills have been passed. Since the Electronic
Commerce Act was passed in June, there's been a sl ew of
cybercrine bills that have conme up, have been filed in
t he House, in both Houses of Congress.
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And the nore interesting one is the one related to
cybersquatting, and although it may.. the rules are
simlar to that, or simlar to the UDRP, the difference
is that cybersquatting is nowa, well it's proposed to
be a crinme in the Philippines. And after sone

di scussion in the local mailing |ist about the

provi sion on cybersquatting, it was determ ned that
since the | aw can be applied only to Filipino citizens,
it was believed that only Filipinos will go to jail for
cybersquatting, and in effect gives foreigners an
advantage in that they can cause the incarceration of a
Filipino cybersquatter whereas the reverse would not be
true.

So, | think the passage or the filing of that bil

rai sed sone issues as to the ignorance of sone of our

| egi slators and the people assisting themin the
drafting of this bill on the devel opnents that have
been com ng out relating to | CANN and what | cal
network rules. And | think that the issue of
jurisdiction insofar as we are discussing it today in
the context of the Internet, really arises and becones
a gl obal issue because of the gl obal nature of the
network and the gl obal access to that network, and what
arises is an unprecedented interaction between
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peopl e and different fornms of transactions as well,
whereas before transactions were tangible in nature,
now t here are transacti ons which are intangible.

And as di scussed yesterday by our |uncheon speaker,
when it comes to intangi ble or Internet goods and
services, the issue of jurisdiction really cones to a
head. And I was | ooking at the slides of M. Kune
earlier on The Hague Convention, and it seens that the
performance of a service which is done online is not,
cannot adequately be addressed by The Hague Conventi on
because the problemis that, where is the service
rendered? |Is it the place where the conpany is |ocated
or the place where the servers are located in the case
of an online service?

So there's an increasing inportance of network rul es,
and |I'mtal ki ng about protocols or what Lawence Lessig
calls Code insofar as the passage of laws is concerned
or consideration of laws. And | think that, as | said,
our |legislators should be concerned about these

devel opnent s.

And one of the nobst inportant devel opnment with respect
to network rules is, with respect to the Internet, is
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the fact that network rules or protocols are created
by, and | have their acronyns up there, all of them
that's the Internet Architecture Board; the Internet
Soci ety; the Internet Engineering Task Force; and the
I nt ernet Engi neering Standards Group. And the reason
have them up there is because |I've read about what they
do, and I"'mstill confused as to who does what with
respect to the setting of standards. But | do
understand that they are coming up with IPV6 or it's
al ready out there and it's being tested, and | think
that it's an inportant devel opnent. And what | see is
that, in the case of the Philippines, is that we are
not involved in this process.

And we are also not involved, as far as | know, in

| CANN, and | think that we should be, and it's, as |
put up there, it's an experinent in Internet
governance. Yesterday norning, M. Qurry discussed
jurisdiction in three aspects, the jurisdiction to
prescri be, adjudicate and enforce. And when you take
the context of ICANN in relation to UDRP, | think that
all of that is pressing. |In other words, | CANN
prescri bes UDRP, there's an adjudication process,

whi ch, al though | CANN does not take on a person
directly, it has authorized third parties to do so and
| CANN t hus has
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the authority to enforce those judgnents.

And where did this jurisdiction derive, and it is ny
opinion that that jurisdiction or the power of ICANN is
really related or linked to the network rule which says
that there nust be sonebody or an entity or a person
whi ch nust nmanage the donai n nanme system

So the issues that arise with respect to network rul es,
are that since they apply equally throughout the
network, network rules are global in nature in the case
of the Internet, since there is global access to the
Internet. And to the extent that they are global in
nat ure, they inpinge upon the political power of
governnments as nentioned yesterday by M. Qurry, the
exercise of the jurisdiction is not only a

determ nation of law, or choice of law, or choice of
courts, but an exercise of political power.

An interesting thing about the UDRP is that it does not
determ ne the choice of law to be applied to each
cyberspace or cybersquatting dispute. |In fact, the
panels are left to their own devices to apply whichever
| aw they see fit to any cyberspace or cyberquatting

di sput e.
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And anot her interesting point about the UDRP is the
recognition of foreign judgnments. The UDRP states that
"The Registrar will conply with the orders of a court
of conpetent jurisdiction.” Now |l guess the question
that arises is: what is a court of conpetent
jurisdiction? which | eads us to the next topic which is
"Network Rules and Politics".

Because if a court of a country which is considered,
say, politically, what's the word, or if the courts of
a particular country do not enjoy the faith of the

i nternational conmmunity, then does the Registrar have
the option of saying that that is not a court of
conpetent jurisdiction? And or alternatively, could

| CANN say that an illegitinmate governnent will not be
al l oned to make changes to certain domain nanmes issued
by their country top |level domain registry?

So these issues are inportant, and | think that from
the Phili ppines perspective, we need to get involved in
the process, both in ICANN and in the 1SCC, |AB, |ETF,
process of comng up with network rules, and | think
that is the next step that we need to take, we need to
get involved. And | think it's inmportant to renenber
that all, both of those organizations, | CANN and | SCC
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are denocratic in nature, and they do wel cone the

participation of foreign countries, and | think that in
that respect it behooves us, the Filipinos at least, to
get involved and be a part of that, of those processes.

And thank you for your attention.

MTA M TRA
| now introduce to you, Jon Eichel berger who has been
based for a long tinme, working in China, and will give

his insight into devel opnents in China.

JON ElI CHELBERGER

Good norning, I'd like to thank the Internet Law and
Policy Forumfor inviting nme to speak here today. [|'m
an Anerican | awyer who has lived in China for nore than
12 years, and |'ve been working as a |lawer in Beijing
for about the past eight years. So mnmy perspective is
per haps not precisely a Chinese perspective but the
perspective of a foreign | awer working there.

I"d like to talk with you this norning generally about
foreign investnment in the Internet and e- Conmerce
sector in China. I'mnot going to talk very nuch
about
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jurisdiction and sone of the reasons for that, | think,
illustrate somet hing about the state of Internet and e-
Commerce in China today. The Internet / e-Comrerce

mar ket and the legal franmework for it are both in very
early stages of devel opnent. Moreover, at least in the
B2C context, there is relatively little cross border e-
Commerce as yet, and the biggest reason for that has to
do with foreign exchange control. There are actually
very few consunmers in China other than expatriates who
have access to foreign currency, who have foreign
credit cards that they can use for online transactions.

Anot her reason why the jurisdictional issue has not
becone acute as yet is that in the B2B context,
followi ng traditional practice, alnost all contracts
provide for arbitration, often in Beijing, sonetines
out si de of Chi na.

| think the last factor is that generally speaking,
foreign court judgnents are not recognized in China,
and very often Chinese court judgnents are not
recogni zed in other countries. Not precisely a
jurisdictional point but related to it.

| think maybe ny | ast conment on jurisdiction would be
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that when China does finally begin to have to address
that issue, presunably after its currency becones
convertible, based on, for exanple, the experience with
choice of law rules, we can expect that they will adopt
a very protectioni st approach, both protective of
consuners and of business groups in China.

I'"d like to turn now to sone nore general issues for
foreign investors contenplating e-Commerce in China. A
prelimnary point is that nost foreign conpani es going
to China are | ooking at actually investing there,
setting up operations in China rather than operating
cross border.

If we ook at the historical perspective, we're really
at the point of starting what's often referred to as
the third wave of investnent into China. The first
wave really lasted throughout the 1980's up until 1989,
and was characterized by a | ot of ups and downs, but it
had a primary focus on manufacturing. The second wave,
from 1992 to 1997 saw a trenendous diversification of
foreign investnment activities in China, out of

manuf acturing into services, real estate and ot her
areas. The third wave is really going to gain nonentum
next year after China accedes to WIO, and anong ot her
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things, Internet and e-Commerce should play a major
role in that third wave of investnent.

There's sone common experiences fromthe first two
waves that | think new investors going to China would
benefit fromlooking at. First, there's been a
tendency on the part of investors to overestimate the
size of the Chinese market. Second, foreign investors
have tended to underestinate the vastly different

per spectives of business people and gover nnent

regul ators in China about fundanental business
transactions. | think a point to renmenber there is
that nost of the people in power in governnent today,
and many business | eaders as well were raised in a
socialist system they were raised in a planned econony
and while they've been living through a transition to
mar ket economics, that transition is not conplete.

And finally, there's been a tendency on the part of
foreign investors to ignore or not pay enough attention
to customary due diligence before making investnent
decisions. |It's as if the enthusiasm about investing

i n China sonehow affects people's judgnent.

Just looking very briefly at the size of the market,
it's certainly not 1.2 billion people in terns of
actual market. A much nore interesting statistic is
that Internet users, according to official statistics,
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grew from8.9 mllion to 16.9 mllion in the first half
of 2000. That's a nunber that's been rising very
rapidly over the past year and half or so. However, it
is expected that it will begin to level off sinply
because they aren't that many people yet who can afford
conputers, who can afford to pay where there are stil
relatively high access charges in China. Mst of those
people are in an energing mddle class in the three
maj or cities in China.

Anot her aspect of the market, there's thought to be

great potential for nmobile Internet. | read recently
that the nunber of nobile phones in China is now
nearing a 100 mllion. So many investors are focusing

on that in China.

And finally, as | noted earlier, at least in the B2B' s
context, the cross border market is very limted
because of foreign exchange control

It's when we | ook at the regulatory framework for
Internet / e-Conmerce in China, | think it's really
where you start to see the difference in perspective
that I was tal king about earlier. The Chinese
governnment's approach to e-Commerce is really a blend
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of encouragenent and control. There's been a clear
recognition that e-Commerce and the Internet is going
to be very inportant to econom c devel opnent in China
to reform state-owned enterprises, to increase econonic
efficiency. But at the sanme tinme, there's trenmendous
concern on the part of the government about the
uncontrol | ed di ssem nation of information that the
Internet represents. In particular, that's focused on
state secrets, a badly defined termin Chinese |aw, and
al so, of course, on wanting to limt political dissent.

On the encouragenent side, we've seen |egislation |ast
year addressing, at |east guiding principles for

el ectronic contracts, although there's not as yet been
any inplementation of rules in the area of authenticity
or authentication of signatures. A donain nane

regi stration system has been created over the past
three years. There are currently some pilot projects
for online advertising being conducted in Beijing,
Shanghai and Guangzhou. And finally, there are a

| ar ge number of governnent sponsored research
commttees | ooking at |egal issues and regul atory
issues for the Internet. | believe China participated
in the discussions for the UNCI TRAL Mbdel Law, and |
understand was at | east present at sonme of the

di scussions for the Draft Hague Conventi on.
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On the control side, legislation dealing with Internet
access, in theory at |east under Chinese |aw, al
Internet users in China access the Internet through a
central gateway which is controlled by the Mnistry of
Information Industry and its subsidiary conpany. Last
year again there were new | aws on state secrecy naking
Wb site operators responsible for any divul gence of
state secrets over their Wb sites. Again that termis
not very well-defined, and so there's a | ot of
uncertainty as to the scope of that law. Again |ast
year, there was a ban issued on the use and sal e of
forei gn-nmade encryption products in China. This
produced an outcry fromboth foreign and sone donestic
conpanies. W, at the tine, actually had to trudge
down to a local bureau in person and register our

I nternet Expl orer software because it contains foreign-
made encryption products. There's been some backi ng
away fromthe inplenentation of that law, and it
remains to be seen how that will devel op.

And now we're al so starting to see licensing

requi renents for online sales of audiovisual products,
online sal es of books, those really enphasize the focus
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on uphol ding the censorship | aws, censorship rules.

Moving on to the regul ations of foreign investnent,

Chi nese policy-makers and Chinese regulators tend to
divide the world into ISP's, a term which | think
everyone is famliar with, and I1CP's, Internet Content
Providers, a termwhich is nmuch | ess well-defined even
in China. It's quite clear that foreign investnent in
| SP"s is banned at present under a general ban on
foreign involvenent in tel ecormunication networks. But
on the ICP side it's a nuch |less clear picture. Val ue
added tel ecommuni cations services are al so banned under
the tel ecom ban, but the definition of those is very
poor, and at |east sone regulators, the Mnistry of
Information Industry in particular seens to be trying
to force all Wb site operators that provide any kind
of information and content on their Wb site, which of
course is everyone, into that rubric, so that foreign

i nvestnment is also banned. That however, that
definition has not yet becone |aw.

e-Commerce al so faces restrictions. Foreign investnent
in e-Conmerce is restricted in the areas of foreign
trade, domestic commerce, conm ssion sal es,
advertising, publishing, in other words, alnost all of
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t he neans by which Wb site operators generate revenue
are restricted for foreign investnent. The restriction
nmeans that central governnment approval is required for
any foreign investnent, those approvals are not
generally forthcom ng or are only very rarely
forthcom ng.

The result of all of this regulation has actually not
been to deter foreign investnment. Foreign investnent
has been pouring into the Internet / e-Comerce sector
in China over the past 18 nonths, but it has led to
foreign investors adopting creative, if you wll,
structures, structures however that are often
irrational froma business standpoint, and quite often
run the risk at |east of being legally invalid for

t heir businesses in China.

Just finally a brief word about the inpact of WO
China is expected to accede to WIOin 2001. In
principle that is going to lift the ban on

t el econmruni cati ons for exanple, although there wll

remai n foreign ownership caps. It is also going to
| oosen or elimnate the restrictions in foreign trade,
commer ce, advertising, publishing, et cetera. | think

that's all a very positive step forward. One thing to
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remenber however is that the inplenmentation process for
WOis likely to be very slow and narked by a fair
degree of confusion. And | think we're also going to
see attenpts on the part of regulators to claw back
controls to try and keep restrictions in place that
arguably may conply with the letter of WIQ, but
certainly don't conmply with its spirit.

As a closing note, the ILPF has graciously agreed to
publish on its Wb site an article that a coll eague and
| have witten on the inpact of WO on e-Conmerce and
Internet in China. So you'll be able to take a | ook at
that there. Thank you very nuch.

MTA M TRA

| would Iike now to introduce the speak on the

Mal aysi an perspective, Azman bin G hman Luk, who works
for alaw firmin Ml aysia.

AZNVAN BI N OTHVAN LUK

Good norning. First of all 1'd like to thank ILPF and
especially Ruth Day for giving me the opportunity to
speak today. |It's a great honour.

As Mta said, I'll be speaking on the Ml aysi an
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perspective on jurisdictional issues in the e-Comerce
today, and if I may I will start with the usual
disclaimer. The views | express today are definitely
not those of ny governnent. In the tine-honoured
tradition of PowerPoint Rangers everywhere. | think
"1l start by giving you sonme absol utely neaningl ess
statistics, so here we go [refers to screen].

Now, I"mnot going to go into those [statistics] in
detail, but you can see basically we're a snmall country
with an even snall er E-econony, so you' re probably
wonderi ng what sort of insight Ml aysia could possibly
give into jurisdictional issues of e-Comrerce. Let ne
just give you a little bit of background into our e-
Conmerce initiative.

In the late 1990's, our governnent enbarked on a very
anbi ti ous and sone m ght say audaci ous plan, to kick
start our entry into the digital era. Basically, this
plan is neant to help us to | eap ahead of the

i ndustrialized nations and make us into a world and
regi onal |eader in technology and comruni cati ons, as
well as e-Commerce. And as a starting point, the

Mal aysi an governnment has created what we call the

Mul ti medi a Super Corridor which has
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been touted as Malaysia's gift to the world. As you
can see, it's actually a green field corridor, physical
tract of land, 15 kilonmetres by 50 kilonetres, situated
in and outside Kuala Lunmpur. It will house two "worl d-
first” smart cities, Putrajaya, which is the new seat
of government and Cyberjay, an intelligent city for the
mul ti medi a i ndustry.

The governnent has actually touted the MSC as, and |
quot e:

A multimedia utopia offering a productive
intelligent environnment in which a multinedia
val ue chain of goods and services will be

of fered across the gl obe.

To chanpi on the cause of the MSC, the governnent has
set up the Miultinmedi a Devel opment Corporation, which
has been given a kitty of 10 U.S. billion to oversee
the three projected phases of the MSC.

W are currently at Phase 1. You can see that [the
object of this Phase] is to successfully create the MsSC
and attract a core group of world-class conpanies.
Currently we have 362
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conpani es, including people like Mcrosoft, et cetera,
in the MSC. Cyberjaya and Putrajaya have been
establ i shed, and Mal aysia has put into place a
framewor k of cyberlaws. Phase 2, you will note,

envi sages, anongst other things, the chanpi oning of
cyberlaws in the gl obal society. And Phase 3 is
particularly interesting especially in the context of
t he di scussi on on borderl ess ADR which was di scussed
yesterday. Malaysia is expected to beconme a know edge
society and | quote:

The platformfor the International Cybercourt
of Justi ce.

Really, that's a big title, but basically [the
I nternational Cybercourt of Justice] is supposed to be
an online dispute resolution forum

So what are the 7 Flagship Applications [of the MSC|?
They're listed up there [refers to screen]. | don't
propose to go into themin detail apart fromthe | ast
one which is relevant to us today, that is Borderless
Mar ket i ng.

Quite sinply, Borderless Marketing covers the

followi ng: Telemarketing;, Online Information Services;
Digital Broadcasting; and e-Commerce in general. And
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this is a quote taken directly fromthe MSC Wb site:

"...(conmpanies) wll find a conducive

regul atory environnment in the MsSC as a
conprehensi ve framework of cyberlaws, |ed by
the Digital Signature Act is being drafted to
facilitate the gromh of electronic
commer ce. "

So you can see there's a huge enphasis in this entire
schenme, on |l aw being used as a vehicle for grow h.

What exactly are the |aws that Ml aysia has put into
place to try and junp start the E econony? Basically
they're divided into two [categories]. You have a
Digital Convergence Law which is our Conmuni cations and
Mul ti media Act 1998; then you have the so-called

Cyber| aws specifically designed for the E econony. The
Digital Signature Act is the nost inportant [of these
Cyberlaws] and 1'I|l be discussing that later. And of
course, in inplenenting these | aws, the Ml aysi an
governnment has had to deal with the issues of
jurisdiction as have other countries. Just how
successful we have been, I'll let you decide that for
your sel f.
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Let nme first touch on the Digital Convergence Law.
Previously, our multinmedia and conmuni cations industry
was regulated in tw very distinct spheres, the
traditional fields of broadcasting and

t el econmuni cation services. In 1999, on the 1st April,
and | mght add, not a very auspicious day to enact new
| egi sl ation, these two acts were repeal ed and repl aced
by a digital convergence Act, the Communications and

Mul tinmedia Act of 1998, which has been described as:

"An Act to... regulate the converging
communi cations and nul ti media i ndustries..."

Unusual ly for Ml aysia, this Act actually has
extraterritorial jurisdiction. Now this concept is
rather alien to us, this goes against the grain of
Mal aysi an jurisprudence in general. |It's alnost as
t hough, for exanple, the US | egislature had passed a
| aw banni ng the carryi ng of handguns, it goes that
deeply agai nst our |egal nakeup.

Section 4(1) provides that the Act applies both within
and outside Mal aysia. Section 4(2) goes even further:

"notwi t hst andi ng subsection (1)", the Act applies to
“any person beyond the geographi cal boundaries of
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Mal aysia... if such person is a |licensee under the Act,
or provides or will provide relevant facilities or

services under the Act in a place within Ml aysia”.

Now |'ve actually put it up on the board [refers to
screen] because |I'mreally hoping that sonebody will
explain to nme what it neans, because | nyself am not
sure.

So what are the activities which are regul ated by the
Act for which you need a license? WlIl, the Act has
been touted as "technol ogy neutral”. So the

| egi sl ators have actually put the [regul at ed]
activities into four distinct categories. The first
two are pretty self-explanatory [refers to screen]. The
second two | believe cover the question which was
raised by JJ Disini of the Philippines just now, as to
online services [refers to screen]. Wat is an
“Application Service”? Essentially a service provided
by neans of network facilities, and this covers

el ectronic transaction services such as e-Commerce,

I nternet banking. A “Content Application Service” is
basically an application service which provides, well,
content. And that covers online information services,
vi deo- on-demand and ot her services |ike that.
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Content is defined as:

sound, text, still picture...

basi cal | y anyt hi ng:

whi ch is capabl e of being created,
mani pul at ed. . .

et cetera:

el ectronically.

So if you have been following the trend here, you wl|
see that in theory, this licensing reginme applies to
every Wb site on earth which you can reach from

Mal aysi a. So what happens now i f you conduct an
activity for which a license is required?. Wll, the
framework of the Act is such that you nmust get the

| icense, no matter where you are, otherwise [refers to
screen showi ng i nage of punitive action] this wll
happen to you.

Now, the Mal aysian governnent quickly realized it

didn't have global reach. It’s difficult enough as it
is to protect tourists on island resorts, |et
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al one, go bonb sonmewhere el se. And even nore
inmportantly, they realized they had no clue how t hey
woul d actual ly inplenent the |icensing regime which was
set up under the Act and was actually in force.

So, they did the next best thing to issuing |icenses,

t hey enployed what | call the "startled rabbit” reflex
and basically froze everything. They declared a one-
year noratoriumon |licensing. So you had a very
strange, al nost surreal series of events where the

Mal aysi an government was pronoting e-Commerce with al
the force it could, but you could not get a license to
carry out your business legitimtely even if you were
willing to sell your grandnother for it,.. And the
Mal aysi an governnment basically turned a blind eye to
the e-conmmerce activities that were bei ng undertaken.

So they then had to re-l1ook at the issues. And after
havi ng paid foreign consultants an obscene anount of
noney to cone up with the Act in the first place, they
had to pay an equally obscene anobunt of noney to a
second batch of foreign consultants to, to tell them
how to inplenent the Act. And that led to the
Exenption Order of the 1st April 2000 which
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cane into force one year later. And you will note that
the activities now exenpt fromlicensing are:
“electronic transaction service; interactive
transaction service; network advertising boards and

ci neplex”; and surprise, surprise: “any Internet
content applications service”.

So basically the war was over: the rest of the world 1,
Mal aysia nil.

But you have to bear in mnd that the other provisions
of the Communi cations and Multinmedia Act still apply to
any Wb site, no matter where it is.

Ri ght, so much for the Communications and Miltinmedi a
Act. 1'd like to nove now to the Digital Signatures
Act. | nust say that Ml aysia displayed conmendabl e
foresight in being one of the first few countries in
the world in 1996, to actually try and enact Digital
Signature legislation. And in doing so, it adopted
what | call the “Rank Xerox” School of draftmanship.
Basically they went to Utah and photocopied the bill
and everywhere it said Uah, they used, white-out to
change it. Wich led to sone unfortunate devel opnents.
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The Act basically provides that a:

docunent signed with a digital signature
in accordance with the Act is legally binding
as if signed by hand...

Unfortunately:

Proof of digital signature is by way of
certificate issued by a licensed certifying
authority.

So what are the shortcom ngs of the Act? Basically it's
not technol ogy neutral, it's specific to PKI-type
digital signatures, there's no provision for
recognition of electronic signatures in general, (as
opposed to the Electronic Transactions Act of Singapore
whi ch was nmentioned by JJ Disini earlier or Australia),
and only digital signatures issued and verified by a

| i censed certification authority are recogni zed. Now
the thing is, despite the Ml aysian's governnment push
toward borderless marketing, it has so far steadfastly
refused to issue any [certification] |icenses except to
two Mal aysi an conpani es whom | would warrant very few
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people in this room have heard of before, Digicert Sdn
Bhd, and Cybersign Sdn Bhd.

Now | was interested yesterday at the enphasis that was
pl aced on the expectations of consunmers as opposed to
the requirenents of governnent. And | think the
Digital Signatures Act here actually indicates how
governnments can go very wong when they don't take into
account the nmarket realities. Basically only Digicert
is in operation and since its inception, only 20,000

pl us signatures have been issued. That's a drop in the
ocean, even for Mal aysi an e-Comrerce. So basically, the
Digital Signatures Act has not provided the boost to e-
Commerce the governnent thought it woul d.

"1l just nmove quickly onto contracting online.

Mal aysi a has chosen not to enact specific electronic
transaction |l egislation (unlike Singapore and
Australia). There seens to be a view that existing
contract laws are sufficient, though that may be
changi ng. And Ml aysi a | eaves the choice of |aw and
jurisdiction solely up to the individual concerned, so
it"s up to you to choose. . And strangely enough, in
order to pronote e-Conmerce, they've actually exenpted
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el ectroni ¢ business fromthe scope of the Consuner
Protection Act 1998, for now.

So how has the Ml aysi an governnent actually dealt with
jurisdictional issues in practice, seeing that the acts
weren't too successful [in dealing with these issues]?

Vell, | was hoping to give you sone case studies on
the SC, the Securities Comm ssion experience. Because
of lack of time I'll just nmention that, in fact, what

they' ve done in practice is to rely on the approach
whi ch Barbara Wellbery, | think, referred to as
“negative selection”. For the purposes of online
offers of securities in Malaysia, it's not sufficient
that you do not target Mal aysians, you nust actually
specify that you will not contract w th Ml aysi ans.
How far that reginme is going to hold up, we've yet to
see.

Anot her thing which is peculiar, given Ml aysia's push
towards e-Commerce, is its reluctance actually to be
involved in arbitration proceedings or a borderl ess
ADR. An exanple of this can be found in the way we
treat domain nanes. MYNIC has steadfastly refused to
accede to the 1CANN UDRP, and | think this is for the
reason whi ch was nmentioned by JJ Disini earlier.
Basically | think the government feels that it's an
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i mpi ngenent on their political power, their ability to
deci de basically who will get a ". MW" domai n nane.

MYNI C has actually set up a sinple adm nistrative
procedure to prevent cybersquatting, eg. you have to be
Mal aysi an, your server has to be up and running for
connection to the MYNIC server within seven days. How
effective has it been? Well, let ne just give you a
hypot heti cal exanple. You take ny nanme, “Aznman O hnman
Luk”, take ny initials AOL. AOL.com in Ml aysia you
could register it. 1'll |eave you to draw your own
concl usi ons.

kay, thank you, that's all | have.

MTA M TRA

I"d just like to say, reiterate it's a fantastic
quality panel. | just couldn't interrupt, it brought

t oget her thenmes from yesterday, absolutely denonstrated
audaci ous thinking, provocative thinking, clear sights
in so many things, I"'mjust really privileged to be
here, to hear what you' ve produced and expl ai ned to us.
What 1'd like to ask is whether people would like to
ask questions, they're welconed to. Shortly,
thereafter there will be a break and we will have the
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presentation from Tom Bell on practical applications to
cope with the differences in national |aws.

DAVE WEI TSEL

Coul d you all take, give us a perspective on each of
your regions in, we've been tal king about self-

regul ati on and how self-regulation on the Internet is
viewed. | know that nmany of you touched on that, but
if we could have a quick overvi ew?

TAKASHI KUVE

Actual ly the neaning of self-regulation as we discussed
yesterday nay be broad, and it depends on the
definition of self-regulation. Fromny point of view,
as a person who inplenented El ectronic Signatures Law
in Japan, | fell we are actually conpeting with
“market” in terms of how to resolve disputes. 1In the
case of authentication, for exanple, if the required
standards for the accredited certification authority is
too high, nobody wants to apply to it, even when they
expect some disputes will arise in the future. They
could still go to court in order to resolve the

di sputes i nstead of being subject to regulations. So
in ternms of that, the governnment regulation should be
reasonabl e from the market perspective.

And it al so depends on to whom you are
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targeting your policy because if you are just concerned
Wi th business people, | think it's nore likely for you
to be able to get it solved by market. But if you are
concerned with consumers, probably it's nore |ikely for
a governnent to show sone guidelines including

regul ati ons. And it al so depends on the kinds of

di sputes. Various aspects should be considered.

MAURI CI O DEVOTO

I"mgoing to be very short. In Argentina and Latin
Anerica, | don't think we're going to have too much
self-regulation and I think that the governnent
regulation is what we're going to have for the future
and in related issues for Internet.

JJ DI SI NI

For the Philippines, there is currently as we said, as
| said earlier, the lawis quite new, it is only, it
only took effect at the end of June. The inplenenting
rules are in place, but largely we're in a stage of
self-regulation, but | agree with Maurici o Devoto that

| think in the future we will see a | ot of regulation
in the Philippines, |I think there's a denmand fromthe
peopl e involved in information technol ogy that there be
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regul ati ons issued by different governnent agencies
covering... For now, the call is for regulations for
certificate authorities.

JON ElI CHELBERGER

| think the issue of self-regulation doesn't really
seemto be on the agenda nuch yet in China. It does
cut agai nst the dom nant phil osophy that the governnent
shoul d regul ate everything. It's hard to tell | think
in the future as the e-Commerce | egal framework does
take shape. |It's possible that areas will, you know,
open up for self-regulation, but I think that's several
years away at | east.

AZMAN BI N OTHVAN LUK

The Ml aysi an Communi cations and Miultimedi a Act
actual ly does provide for recognition of voluntary
codes which are issued by industry, and these codes are
given effect in law in that conpliance with the codes
is a legal defense. So although we haven't actually
seen any codes which have been registered yet under the
Act, | think it's only a matter of tine. So self-
regulation is a big thing in Ml aysia, and we're

| ooking to see nore of it.
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BOB OSWELL

Two of you are from ASEAN countries, could you talk a
little bit about any sort of ASEAN wide initiatives e-
ASEAN initiatives and any sort of attenpt to harnonize
ei ther consuner protection [aws or any other |aws that
are inplementing the e-Conmerce?

AZMAN Bl N OTHVAN LUK

Wl |, actually, although, you know, there m ght have
been di scussions at sone | evel on harnonization
initiative, actually there's been very little inpact.
So | don't think I've got nmuch to add actually. JJ?

JJ DI SI NI

| understand there's sonme an eASEAN task force, they're
supposed to (inaudible), | believe, in an agreenent
anong ASEAN nation nenber states. | al so understand
that there were sonme discussion on Digital Signature

| egi slation to be undertaken | suppose. |'m not

famliar exactly with what projects the eASEAN i s
currently undertaking. They were proposed recently by
the Philippines office of the eASEAN and t hey were
asking for proposals for projects to undertake. So |
guess we're still a bit in the dark on as to what
specific initiatives are we going to take fromthe
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Phi |'i ppi nes si de.

PHI LI PPA LAWSON

Hi, Pippa Lawson fromthe Public Interest Advocacy
Center. Azman nentioned that the Ml aysian gover nnment
want ed Mal aysia to beconme a center for online dispute
resolution I think, aml wong?

AZMAN BI N OTHVAN LUK

Wl l, actually they were envisaging not so such of a
private body as an international court, |ike the

I nternational Court of Justice in The Hague. But
basically it woul d decide di sputes online, disputes
woul d be submitted to it online, and deci sions wuld be
made onl i ne.

PHI LI PPA LAWSON
Can you provide anynore el aboration besides that?

AZMAN Bl N OTHVAN LUK

Actually I wi sh they would provide ne with nore
information on that point, |'ve got no further idea
[ about the set-up of the Court] apart fromthat.

PHI LI PPA LAWSON
Ckay, and it's still just an idea?
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AZMAN Bl N OTHVAN LUK
Correct, yes.
PHI LI PPA LAWSON
Thanks.
MTA M TRA
If there are no further questions now, |I'd like to
conclude this part of this norning's session. And Tom
Bell will address the floor now.
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MANAG NG CROSS BORDER LEGAL RI SKS
"Private" Harnonization: Practical Strategies for
Cross Border e Busi ness

THOVAS BELL

It's a pleasure to be here today. | was going to
invite people to go ahead and feel free to get up and
take a break. Wile | started talking, | see people

have al ready done that, which is fine.

| actually want to share a couple of quick stories.
Rut h asked ne to speak in Montreal at the |ILPF session
| ast year, the first tinme we tal ked about jurisdiction.
| got there, and first of all, you have to understand a
little bit about my practice. |I'mvery nuch a
practical practicing lawer. And | got there and she's
got this programright in front of ne, and it's just a
| um nary body, including Chairman Pitofsky fromthe
FTC. So the roomis packed, there's press everywhere,
peopl e are taking pictures, you know, the TV caneras
are rolling, and | felt, | thought a little bit about
an environnental conference where, you know, you have
the | eaders of industry tal king about resource,
managenent and recycling and everybody is |istening
intently, and then | get up and tal k about
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how t o take the garbage out.

But | feel like | took the garbage out well |ast year
because she asked ne to do it again this year, and so |
wore ny uniformtoday, this is the uniformof an
Internet |lawer, there's a difference between policy-
makers and | awers in ny practice area. And so I'm
going to stick to my guns this year and tal k again very
practically. But I want to first do another flashback
to 1995 when, in Seattle, we hosted, we co-hosted with
M crosoft and Netscape a conference called Internet Law
and e-Comrerce, very well attended. And at that
conference we passed out sheets of paper and said:

"You know, there's a group of people who are interested
in starting sonething that we'll likely be called the
Internet Law and Policy Forum™ and a nunber of people
si gned up.

And so what 1'd like to do today, fromny practica
perspective, is talk a little bit about a report card
from 1995 to today. | think in that period of tineg,
technol ogy on the web has progressed dramatically. The
ot her thing that has happened is we have nunerous new
busi ness nodels, they continue to |aunch every day a
few that | just saw recently, one was an online energy
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exchange, the wireless Internet applications technol ogy
i s exploding, and the conpani es continue to nove very
qui ckly. There's a quote from Jeff (inaudible) where

he said: "I always run through the office, | nean,
physically I'ma little bit hyperkinetic, that's why |
like this environment." it noves very very quickly

So the question becones, since 1995, what of the | aw,
what has happened? One of the goals that we tal ked
about back in 1995 was public harnonization, sonething
we' ve seen today the need for and tal ked about as we
have di sparate | aws throughout different jurisdictions,
both within the United States where | have to deal on a
daily basis, and throughout the world as people
struggle with the same i ssues, and whet her or not they
can publicly harnonize their laws. And in sone ways |
feel like we've got nore statutory di ssonance goi ng on
ri ght now than public harnonization.

Now, that's not to say that | don't believe in the

i nportance of public harnonization. Two critical areas
where we in industry are struggling [inaudible] stil

in digital or electronic signatures and privacy, areas
where it would be very helpful to us and our clients if
the | aws were harnoni zed, but they're not there yet,

JR/I b/ sg



| LPF - Annual Conference
- 77 - Sept. 12, 2000

and it takes tine.

So what are we left to deal with practically on a day-
t o-day basi s?

Right now we're left to deal with two different sets of
laws. One is what | call legacy |aws that may or may
not apply to an online business nodel. The other issue
that we're left to deal with today in particular is a
proliferation of laws targeted at the Internet,
sonething that I wouldn't have said two years ago, and
certainly wouldn't even have thought about in 1995.

First of all, what's a legacy |law? Legacy lawis a
termwe nade up that really refers back to sonething
called like a | egacy system a |egacy software system
a |l egacy hardware system and | define |egacy to nean
any | aw passed prior to the creation of the Internet or
any | aw passed after creation of the Internet but

Wi thout any intent to regulate it. Mbst |aws governing
the Internet today are legacy laws. Now, |I'mnot to
say |legacy |laws are good or bad, they're just not
intended to govern the Internet but they do.

The other thing I want to nention quickly is statutory
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proliferation which is sonething that has accel erated
dramatically over the last 18 nonths in particul ar.
First of all, the principal laws typically |Iag behind
technol ogy in business. That's been true for the | ast
five years, but it's changing dramatically, again I
think particularly in the last 18 nonths. Here's a
coupl e of exanpl es.

Last year in the California State Legislature, there
were 13 | aws that were proposed to govern Internet

i ssues. This year, already there are over 230 | aws

t hat have been proposed. In the United States, we have
21 different privacy |laws pending before the U S
Congress. Maybe we'll get one this year, but 20

pendi ng, 20 different states have different bills
pendi ng; in New York alone there are 20 different
bills; in California there are 9. | venture to guess
that in nost of your countries and jurisdictions, you
have at | east one or nore bills dealing with privacy
that you passed in the last five years that you're
struggling with now.

Now, in the face of these issues, one concept that |

call statutory dissonance, or these public |laws that we
have yet to harnoni ze, what can a conpany do that is
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depl oyi ng a busi ness nodel across nultiple
jurisdictions, and | think that what we advise is that
they really have three choices.

The first is that they Iimt their product offering or
business. This is not acceptable in nost cases to an
aggressive entrepreneur. They don't like this advice
fromus: "Sorry, you just can't do it in that
jurisdiction.” okay. Wen they limt their product

of fering of business, they usually have two choi ces:
they have to revise the business nodel, which neans

t hey have to change their business plan; or they have
to revise the scope of geographic deploynent, which in
essence neans that they reject the jurisdictions where
they don't feel like the business nodel can be
tolerated. This is the least attractive of the options
to the entrepreneurs.

The second option they have, and this is sinply stated,
it is to version the site. 1In other words, their

busi ness nodel is reflected on their Wb site. In
order to do business in a certain jurisdiction, they're
required to do a different version of their business by
doing a different version of the site.
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The third is a concept that | call "Private

Har noni zation", and what | mean, and | think we all do
this every day as practicing | awers, well |'ve just
have given it this term we privately harnoni ze the
busi ness nodel to conply with the conflicting | aws, and
"1l talk alittle bit |ater about how that actually
works. 1'll talk alittle bit nore about what
versioning the site neans.

Versioning the site in some ways is consistent with the
wor | d because throughout the world we have different

| anguages, different currencies, there are differences
in markets. And so, providing a different product
offering to a jurisdiction in sone ways i s consi stent
wi th how business is done. It may al so be consi stent
with the distribution nodel, and by distribution nodel
" mtal ki ng about, physical products are usually

di stributed geographically, that's why conpanies put a
distribution plant. Even if they're are an online
business in the United States, they've got plants in
different jurisdictions because it's easier and cheaper
to ship products a short distance.

However, it's nore expensive. Anytinme you have to do
di fferent versions of your product for different
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jurisdictions, both the start-up costs and the

mai nt enance costs are higher. And in sone ways it's

i nconsistent with the prom se of the Internet, the
prom se that you nmake to sone snmall conpany in |owa,
that they can do business in China and conpete with
very |l arge Fortune 100 conpani es because when you
require themto do different versions of their business
nodel, in sonme ways you're favouring the |arge conpany
over the small.

This is an exanple of versioning a site in a very

sinple way. You'll see up here, towards the upper
| eft-hand corner, Del has asked you to choose a
country. In this case, | chose Taiwan. Now you'd have

to go through the whole site to see the differences,
but let nme point out one versioning issue on this site.
These are the site ternms, again this is the stuff of
| awyers, these are the site terns for Del's page if |
select Taiwan. And if you | ook down here in Section
13.5 it says it's governed by and construed in
accordance with the laws of Singapore. Del in this
case has taken a regi onal approach to versioning their
site legally. If I were on the U S. page it would say
that it was governed by the |laws of the State of Texas.
They' ve taken a regional approach where Del Asia, al
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of their online contracts in this case are governed by
the |l aws of Singapore. So, this is an exanple of
versioning a site legally to deploy a business nodel.

Now, what about the notion of private harnonization?
First off, it's a nethodology, and | et ne go through
the steps real quickly. The first thing that you do is
you identify the applicable | aws across the
jurisdictions. The second thing is you try to cone up
with a standard that you can conply with, and what |
say is to conply with the highest acceptabl e conmon
denom nator, so you |l ook across the laws, you find the
common factors, and you conply to the extent that
you're willing to. Wat ends up happening is, sone of
the | aws, the business nodel will not tolerate, and in
that case, what you do is, you exclude the
jurisdictions with the laws, the product or business
nodel will not tolerate, or you exclude products.
That' s the net hodol ogy of private harnonization.

This is interesting and this is sonething we've | earned
over the last two or three years in helping our clients
depl oy these business nodels. |f the requirenent of
the law is a disclosure, and private harnonization
generally works, you can on one Wb site deploy the
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busi ness nodel w thout having to version dramatically.

However, if the requirenent is a |icensing requirenent,

and | note the next panel will talk about |icensing, so
this will be interesting to put in context. |If the
requirenent is licensing, private harnoni zation nmay or
may not work, it depends, and |I'I|l show you sone

exanpl es, and versioning of a site may be necessary.

If the requirement is content or jurisdiction-specific,
and jurisdiction-specific usually neans a product, but
if it's content or jurisdiction-specific, versioning is
usually required. So if it's one of those, for

i nstance taxes is a good exanple, data segregation is
anot her, that usually requires that a site be versioned
for a specific jurisdiction.

Let nme give you an exanple. Disclosure. So again,
we're in private harnonization and | posited that if
the requirenent is disclosure, versioning is usually
not necessary, you can privately harnonize fairly
easily. Take the United States as an exanple, this is
true throughout the world. This is very sinple, |I'm
tal ki ng about consuner coupons, okay. In the United
States nearly all 50 states have a consuner coupon | aw,
nost foreign countries have themas well. The consuner
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coupon | aws require disclosure of cash value, and if
you have a coupon in your pocket, take it out, you'l
see it there, a mnimmredenpti on anobunt whi ch ranges
fromnothing to, in sonme cases a nickel and as high a
one dollar, and it requires an expiration date and sone
speci fied | anguage. Sone jurisdictions have | anguage
they want you to put on it. Okay, three jurisdictions
of the U.S. 50 prohibit them altogether, they say:

"You cannot do them"™ Now how do you privately

har noni ze t hat?

Vell, if you look at the coupon that's in your pocket,
or the next tinme you pick one up at McDonald's, you'l
see that it includes a cash value, and usually it's a
very, very, very, very small anount because they don't
want to give you cash for their coupons. That's why,
when you see on the coupons, one twentieth of one cent,
it's always such a | ow anmobunt because it has to have a
cash value. A mninumredenption anmount of at | east
one dollar, and it's usually one dollar because that's
t he hi ghest common denom nat or anong the range of those
jurisdictions, and it has an expiration date and |isted
| anguage for any specific jurisdiction.

And there's al nost always a | egend that says: "Void
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where prohibited.” WIIl why is that? Because there's
three jurisdictions in the United States that prohibit
coupons.

So that's an exanple of how a sinple disclosure issue
can be deployed on a Wb site across multiple
jurisdiction and they're not necessarily harnonized

| aws.

Let's take the next step which was: what if the
requirenent is licensing, can you privately harnonize
or does the site have to be versioned?

| took in this case auctions and exchanges because the
busi ness nodel to ne is very interesting, and there's
been sone very interesting recent devel opnents,
particularly here in California. This is a licensing
regi me, which nmeans that sonmeone has to register
Sonmebody usually has to sign up and it’s either a
conpany or an individual. | think the applicability of
these statutes to the online auction nodel or the
onl i ne exchange nodel is very very uncl ear

Now a lot of that is historical, this is the California
Cvil Code and 1'Il read just parts of this with you.
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It says:
It's a sale transaction..
First of all, think about eBay for a mnute, it's a

sal e transaction and eBay hasn't done a sale:

conducted by neans of oral or witten
exchanges between an aucti oneer. ..

so it contenplates at | east an auctioneer that's an
entity or a person, probably a person:

and nenbers of his or her audi ence which
exchanges consist of a series of invitations
for offers for purchase made by the
auctioneer and the offers to purchase.

Vell, is eBay an auctioneer; does this |icensing
requi renent even apply to the business nodel ?

Anot her exanple, a very interesting one. This is New
Zeal and statute, and note the date, 1928, nobst of the
auction laws in the United States and nany in other
countries were passed prior to 1950, and they were
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dealing with itinerant auctioneers that would go pl ace
to place in the United States, state to state, and set
up an auction, and in some cases they were conmtting

fraud, and so the statutes required that they be

| icensed so the State knew who they were. Now this is
interesting in New Zeal and:

The selling...

again it's a sale, is the auctioneer selling it or is
t he person who brought the goods selling it:

of property of any kind or interest and
supposed interest in any property.

Here's an interesting part:
By outcry...
by the auctioneer saying: "I'Il take.":
and comrenci ng at a higher figure and
going to a lower figure by what is known as a

Dut ch auction, knocking down of hammer,
candle, lot, parcel, instrunment, machine, or
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any ot her node...

Vel | does that include software? This is eBay’' s hone
page.

Now, if | had asked you what eBay's busi ness nodel was,
you woul d have replied: "It's an auction.” Do you see
the word auction any place on this page? This is their
hone page; the answer is no. Here are their terns and
conditions, this is a |l egal agreenent that you
passively agree to every tine you go on the site.

don't represent eBay by the way, so | can tal k about

this one. | like this, 3.1 overview. "Qur site acts
as the venue for sellers to list itens, and buyers to
bid on itenms.” You | ook through this page, again you

have a hard tinme finding the word “auction” or
“auctioneer”.

In fact, there's a recent case here in California, it's
going on right now, it's over the California Sports
Menorabilia Act, where eBay and ot hers have been sued
for failing to conply with the Sports Menorabilia Act
that says, if you're selling or if you're a dealer or
auctioneer of Sports Menorabilia, you're required to
provide a certificate of authenticity, and al so that
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you're negligent if you don't react to fraud occurring
Wi t hin your auction.

Here's eBay's position in its pleadings. "eBay operates
a person-to-person trading conmunity over the worl dw de
web through its Internet site. Through this comunity,

mllions of users have listed for sale tens of mllions
of items from books to pink panther PEZ di spensers.™
This is in pleadings, | really like this actually.

"eBay provides a venue, you see the venue word again
for these transactions, but it does not participate in

the transaction itself."” The fact, eBay discl oses
right here, up front, as plaintiffs' acknow edge in
their 16 paragraphs. "eBay al so does not possess or

exanmne the itens listed on the site, rather it sinply
enpowers willing buyers and sellers to find each other
and trade directly. Thus eBay is in a very real sense
the nodern incarnation of the traditional newspaper
classified adverti senent, automated and accel erated for
the 21st Century."

Now, when you have eBay or sone ot her auction conpany
knocki ng at the doors of your country to set up shop,

is it required to register as an aucti oneer under your
auction laws? | think the answer is very unclear, and
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if it is, it will, if it is required to register, it
will alnmost surely require that the site and the

busi ness nodel be versioned to conply with the | aws of
your jurisdiction.

Now | et's nove on to... the third category was Content.
And in Content, | said that generally speaking
versioning the site is required, and pharnaci es provide
a very interesting exanple how |licensing and content
both cone into, I'll go through this one quickly. 1In
the United States, state national |icensing regine for
pharmaci es and pharmacists, it's, the applicability of
this business nodel is not in doubt, it's not |ike
auctions. Pharmacies are pharnmacies. You have a
prescription, you fulfil it with the drug, you're
operating a pharnmacy in the jurisdiction. So there's
no question about the applicability of the licensing
regine. Alittle nore difficult to privately harnonize
t he content-based requirenments, so there nay be sone
ver si oni ng required.

Let nme take a sinple exanple. Mdtrin is the generic
drug that was sold under the name Advil. Tylenol is,
what is it, acetam nophen, | think is what it is. So
the generics are a |ow cost alternative. Take the
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United States, here are the | aws that have to be
privately harnoni zed to come up with one business
nodel. N ne jurisdictions require patient approval for
the substitution of a drug, of a generic drug; seven
jurisdictions require notice of a | ower cost
alternative, so you have to tell people if you got a

| ower cost generic; five jurisdictions require a notice
and opportunity to object, so you have to give the
consuner an opportunity to say: "I don't want that";
and then four allow the patient to request the generic
drug but don't do any of the things that those nine,
seven and five jurisdictions require. So what do you
do? You version the site internally with a different
web page for different custoners, it's too expensive.
It's too expensive to do this person by person. O you
privately harnmonize it with a box on the page that

all ows the custonmer to authorize substitution of a

| ower cost alternative. That's the practical solution.

But there's sonme questions there, and it's stil

uncl ear, is that adequate consent since it's not
product-specific, it doesn't talk about that drug, it
just says: "Yes, | authorize substitution of the |ower
cost alternative.”" 1Is it adequate notice of a price
difference, to just say it's lower; or do | have to
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say: "It's 14 cents lower."” in order to conply with
those statutes. |It's unclear. So not necessarily
easy, particularly in the content area to do a quick
private harnoni zation

Let's talk a little bit nore about content regulation
real quick, because | said when content regulation is
at issue, generally speaking, versioning is required,
and here's a couple of good exanpl es.

Prohi bited products. In the United States, it's
illegal to sell nobst Cuban products. A client cane to
us: "W want to sell Cuban cigars.™
can't do it, you have to exclude that product from your
US. offering, and if you really want to do it, you
could forum shop and have one of your offshore
subsidiaries.” Probably even that doesn't work because
when they ook to the parent in the enbargo | aws.
Ganbling is a better exanpl e because in that case you
can generally forumshop to set up your online ganbling
operation is sonme other jurisdiction.

we said: "You

Witten content is one that al so demands versioni ng of
a site. Let nme show you an exanple, this was in the
paper. |Is Professor Ceist here yet, do you see

M chael , |

JR/I b/ sg



| LPF - Annual Conference
- 93 - Sept. 12, 2000

don't see him Yes, he was actually quoted in the
paper, and this is an interesting one. A professor in
Germany went on to the Amazon.com U. S. Wb site, and he
ordered the book "Mein Kanpf" which is prohibited
literature in Germany, and it nmade great press in the
United States how Amazon went way too far and it

shi pped this book to his German address, so it shipped
the book to Germany. Amazon as you m ght guess, took
the position: "Now wait a mnute, he cane to the U S
site. It's |like you wal ked into a bookstore in New
York, you can buy "Mein Kanpf" there and you can take
it hone, we just sold hima book." GCkay, it's the
country of origin versus the country of receipt
argunment. And Amazon's further argunent was that if
you go to our German | anguage site operated in Gernmany,
this is the U S site by the way, and you can buy "Mein
Kanpf" there for our price $14.40, you can see a nunber
of other selections below that, sone of which would be
considered hate literature in Germany. This is the
German site, on this site you cannot, you can see the
book "Mein Kanpf" but you cannot ship it to a Gernan
address. This is a site that is versioned to conply

wi th that content-based | aw

Data protection and privacy are two ot her areas where
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there are content specific laws that are causing us to
have to version sites, in sone case back ends of sites,
which is even nore expensive.

Until we are conpletely worked out between the U S. and
the EU on privacy, in sonme cases the EU privacy
directive requires that we version back ends of sites,
because we have to segregate data, which is expensive.

U.S. and other pharmacy | aws do the sane thing because
they require that custonmer data bases that have nedica
information be kept separate and apart from data bases
that do not contain that information. That underm nes
t he val ue of the data.

A coupl e of quick observations then I'Il close. 1've
tal ked today about the short termor the mcro | evel of
the application of the laws that you are passing or
considering. And what we do on a daily basis is we
privately harnoni ze those | aws, page by page, product
by product. Now the problemis there's an incredible
proliferation of laws, and it's getting nore difficult,
not less difficult, to do this.

So what does it nean for the long termor at the nacro
level? 1 think it means that if nmarket forces prevail,
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and | believe that they will, business flows to
jurisdictions with tolerable | aws, and busi ness avoi ds
jurisdictions with laws the product or the business
nodel cannot tolerate. And understanding that conmrent
or that posit would be ny entreaty to the policy-nakers
here today. Thank you very much.

| don't knowif we have tine for questions or not, |
can take one.

RAJESH SREENI VASAN

H Thomas, ny nanme is Rajesh. [|I’mfrom Rajah & Tann
in Singapore. A straightforward question actually on
the issue of harnonization. | noticed you nentioned

objective tests such as to try and reach m ni num base

| ines, for exanple dollar values for coupons. Now how
woul d you take that froma strategy standpoint when
you're dealing with subjective issues such as you

menti oned, content regulations, how do you draw m ni num
base lines there?

THOVAS BELL
Ckay. I'mgoing to restate that because I'mnot quite
sure | understand. Now, it's an observation I'll give

you, not a question. The question was:

JR/I b/ sg



| LPF - Annual Conference
- 96 - Sept. 12, 2000

how do you draw the distinction when you' ve got

subj ective tests, like a content regulation versus an
objective test like a dollar value. For instance,
literature is anot her good exanple...is an easy one
again. Let's say hate literature, okay. The answer
is, froma practical perspective, if we're noving too

fast, we don't, 1I'Il be honest, if there's any
uncertainty then it's a matter of how nuch busi ness
risk the clients are willing to take on the subjective

tests; if they're absolutely commtted to the
jurisdiction then they spend nore tinme and we dig down
deep; if they're not absolutely conmtted to the
jurisdiction, it beconmes second-tier.

So for instance, this is a good exanple. Wen we're
sitting down with an entrepreneur that has a site, and
they want to take to 10 different countries. They'l
identify the countries that they' re the nost interested
in, we'll do a quick overview of the law, for instance
of the auction laws in advance to the business nodel
bei ng deployed. And if there are substantive
regul ati ons of what the auctioneer can or can't do,
must or mnust not do, what the site nust or mnust not
say, that goes into the decision about whether or not
they' re going to depl oy.
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So, |'ve dodged your question a little bit, because
what happens if the busi ness nodel s depl oy quickly and
there's too nmuch uncertainty, there's too nuch risk
involved in the business nodel, or we can't give them
or you in your country can't give thema cl ean opinion
that they' |l be okay, or they have to dramatically
change their business nodel, they just won't go there.
It's back nore to the macro level. The jurisdiction
just doesn't allowthemto tolerate the risk until the
| aw cat ches up and nmekes it nore clear. So, the nore
subj ective the standard, the less likely, | think, they
are willing to take any legal risk. |If the legal risk
is very low, all they have to do is post the $50 bond
and conply, they'll do it.

So | hate to tell you that, but it's in sone ways a
very very practical answer, how big is the risk? |If
the risk is big and the standard is objective, they

won't do it. If the risk is small and the standard is
subj ective, they'll do it. Thank you very nuch.
RUTH DAY

Actually | think the inpact on business is one of the
nost inportant considerations that policy-nakers face,
so Tom thank you. Are you staying for lunchtine,
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there'll be a table set aside in your honour, and
perhaps you'll have a chance to talk to people nore and

answer their questions, because there probably are many
guestions about the valuable information you' ve given
us.

Short break. W have, on the next panel we have a
speaker that has to catch a plane, so if you all would
be back in 10 mnutes, we'd really appreciate it, thank
you.

BREAK
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ANl TA RAMASASTRY
Qur next panel is on issues with respect to |licensing
and regul ation in cross border Internet financial

services. W have a small, but | hope interesting
panel for you, and we are... and up there is no
noderator. W are actually a self-regul ated panel with
no chair. So | was asked to step in. I'mAnita
Ramasastry, |'m an assistant professor at the

Uni versity of Washington, and the Associate Director of
the University Center for Law, Comerce and Technol ogy.

Il will introduce both of our other two speakers, and

| et themget started. Qur first speaker is Brian
Smth, and his resune is indeed inpressive. He has had
nore than 28 years of experience, as his resune
mentions, in financial services, as a partner, a senior
federal regulator, and a senior corporate officer of a
mul ti nati onal financial services conpany. So he really
has a breath of experience and depth as well.

He is going to speak to you today and give you a case
study on issues of global interoperability in retai
financi al services, |ooking at both | ending and paynent
systens, and | think his practical and real-life
experience will be very interesting.
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He will be followed by a European col | eague, Dr.
Em | i os Avgoul eas who is both an academi c, a |lecturer
inlaw at the University of Manchester, and someone who
is working on cutting edge financial services work in
Europe with Linklaters, one of the top international
law firns in this field. And one of his nost recent
projects that he has worked on, the Merrill HSBC

| nt er net Bank. He will have the European perspective
on these issues.

| will hand over the mke first to Brian.
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LI CENSI NG AND PRESCRI PTI VE REGULATI ON OF CROSS BORDER
FI NANCI AL SERVI CES

BRI AN SM TH
Thank you, Anita.

When | checked into the hotel, |I said to the
registration clerk, that I was here for the |ILPF
council neeting, and they said: "Oh, sure, that's the
international |egal group specializing in personal and
famly law" | said: "Well, |I don't think so.”™ And
then he said: "You're the fellow who has booked the

romance package in the hotel, aren't you?" You know, |
conme from Washi ngton, DC. Booking the romance package
opens up all kinds of possibilities, none good! For

t hose of you that may be nmenorialising this
presentation, and for the benefit of nmy wife, | did not
accept the romance package.
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This famly law thing carried on when | realized that |
was divorced from ny PowerPoint presentation. One of
ny partners is sitting in Dallas, Texas with the
presentation that's geared for this conference. | was
going to do it all over again because the staff said:
"This is easy, we can do it for you in record tine."
And then | listened to the presentation yesterday, and
| decided that | was better off painting word pictures
t han usi ng ny pl anned Power Poi nt because nuch of what |
want to say to you today is in reaction to what | heard
yest er day.

Rut h has been fond of saying that this panel, and
actually nost of today is geared to the reality behind
how I nternet conmerce actually works. And 1'd like to
think that. 1'd like to think that | participate in
the reality of it.

| would Iike to start off by saying a couple of things.

First, there is a gross difference between the
vocabul ary that we use in deciding public policy

JR/I b/ sg



| LPF - Annual Conference
- 103 - Sept. 12, 2000

i ssues and in tal king about fram ng | egislative changes
in the world of electronic commerce on the one hand and
the practical problens of achieving e-business on the
other. It is not possible, in ny view, to separate
issues |ike jurisdiction fromapplicable law in the
practical world. The vocabul ary that we nust use
differs when we take a microscope to Internet comrerce,
and the m croscope includes the application of these

| aws, those that exist and those that we contenpl ate,
to specific industries. And ny specific industry is
financial services.

I"mhere to tell you that what we've said in nmuch of
our conference is underm ned by the actual (sub rosa if
you will) existing law in nost countries, and the
gl obal changes that we're advocating will not alter
these other existing statutes unless we're careful to
consciously do so. I'mgoing to elaborate on this
point by offering a case study, a real-life case study.
Il won't tell you the client, and I will hide a | ot of
the other details, but the scope of the project was for
a non-financial technol ogy conpany, devel opi ng an
I nternet based paynents and | ending system The first
product is a virtual only, that is, Internet based
retail |ending product, in other words an open-end
revolving credit account. You mght say fromny 30
years of practice, it's like a virtual credit card.
Some countries don't even have open-ended
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credit, revolving credit.

The second product was a virtual-only, consuner-to-
consuner and consumner -t o-busi ness paynments nechani sm

| use the word paynents nechani sm not paynents
account, too many of the technol ogists use that word,
and Anita is only, I"msure, too glad to tell you how
you tripped over that in the law and how the law is
evol ving, but part of this was a virtual instrunent, a
prepai d i nstrunent where you would top it up, you know,

fill it upif you will, with an ACH draft (in the
United States), or using a credit card. And the other
part of it was a real-live electronic draft simlar to

using the ACH where | cause noney to be noved from ny
account at my bank to your account at your bank, wth
no intermediary stop in sone non-banking conmpany. Both
wer e supposed to have virtual applications on the
Internet. You applied for it on the Internet, you
contracted for it on the Internet, you signed the
contract by digital signature via the Internet. As
soon as you were approved for the credit and your
account was opened, you could use it on the Internet,
and only on the Internet. The sponsoring conmpany was
provi di ng authentication of your identity to the

mer chant so that
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when | use ny account at the nerchant, they would say:
"Yes, that really is Brian, and yes, he has enough
noney to use it."

As you can readily see, we are tal king about a | ending,
a banking, traditional banking function and a paynent
system And these are two heavily regul ated busi ness
activities. | would offer the observation, unlike sone
of the other business activities that we were |istening
to over the last two days, these are activities that
raise the ire, the public policy concern of national
governments. It doesn't nmke any difference whether
it's the physical or the virtual world, there is a

vi sceral reaction when a national governnment recognizes
t hat sonebody wants to do a banking-Iike business in
their country or is sonmehow contenplating offering a
paynent systemin their country.

So what do we do? W |ooked at the applicable laws in
10 countries, including sone in Europe, North Anmerica,
Latin Anerica, Asia-Pacific. As an aside, | think you
ought to also know that we had a separate but simlar

study for another client which overlaps sonme of these

countries, and al so added five nore, so we have 15

JR/I b/ sg



| LPF - Annual Conference
- 106 - Sept. 12, 2000

countries experience now. This separate product
expanded this inquiry into the commercial banking, that
is, coomercial lending and paynents. So it validated
what |'mabout to tell you inretail and went a little
further in commercial financial services.

What were our objectives? First, to identify the
country specific legal issues, the inpedinents, the
requi renments which would affect the final product

devel opnent and t hen product inplenentation; to devel op
the best practices and strategies designed to snooth
out the |legal bunps country to country, the
differences; to bridge the gaps where there were no

| aws that would protect us or at |east partially cover
us in sone jurisdictions. Qur objective was gl obal
interoperability. My prem se is that |egal gl obal

i nteroperability conplenents and inpacts technol ogy

gl obal interoperability. W're |ooking for a seanl ess
product worldw de, with very little variation, very
little versioning so that there can be a comon | evel
of expectation that the brand on these products stands
for a mninmum |l evel of experience and expectation for
both the nerchants and the consuners who partici pate.

Now renmenber, this product is designed to conpete in
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the Internet space with sone very |ong established
brand nanes, Anerican Express, Visa, MsterCard cone
imrediately to mind for this revolving open-end credit
product. This nmeans the consuners and nerchants or

busi nesses wit |arge nust agree to participate and to
subscribe to the business risk associated with
participation. Indeed the brand name is intended to
put a mnimm|level of operating rules and expectations
for the consuners who use the product, and the

mer chants who accept it.

Now | was there at al nost the begi nning of MasterCard.

| joined themin 1972, they were found in 1966, they
were operational in '67, we had 2,500 banks when
joined, when | left they were darn close to 20,000. 1In
1977 we went electronic. |1'malso from New York, which
you can probably hear in my speech, and | have what the
speech therapist call an intrusive R, so | have to
spell certain words so you' Il know the difference.
Irrespective of all the L-O-R E that you hear about how
MasterCard and Visa were founded and revi sioni st
history, the L-A-Wof it is, that there was not a | ot
of established L-A-Wanywhere on these subjects. This
product was in a virtual open field, and it was much
after the fact that nations started to react to it.
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The MasterCard and Visa, and i ndeed Anerican Express
nodel s, you can find Anerican Express exceptions to
national |aws on their various products.

And yesterday we heard that sonehow t he charge-back
systens of MasterCard and Visa are a hybrid system yes
they are, but they were in existence 12 years before
the | aw was enacted to nake it a hybrid.

Ckay, that's the backdrop, what are our findings?

Vell, let ne re-enphasize that it is potentially

m sl eading, if not dangerous, for the dial ogue on
Internet jurisdiction to proceed w thout giving
specific thought to the way actual comerce in certain
i ndustries takes place, and how it is regulated. Too
broad a stroke will kill it; too narroww || direct it,
and that's not what the Internet's all about.
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Second, the peculiar requirenents of financial

servi ces, banking, lending and their rel ated

busi nesses, as well as the paynent systens dramatically
affect the scope of the decisions as to what | aw nust
be applied and what should be nodified. So it is a
broad statement but | think it's a correct one to say
that each and every country that we exam ned, closely
regul ates who may provide financial services in their
country; how the services may be provided; the nmanner,
i ndeed the | anguage and terns that must be used in

of fering those products; the inplication for |ocal
country authority, for exanple, bank supervi sion,
capital requirenents, exam nation over the providers of
t hose products, and the requirenents of |ocal |aw

Now, in the United States, if you just take the exanple
of a home equity loan, as a national bank you can offer
hone equity loans in 51 jurisdictions, 50 states and
the District of Colunbia, no problem no |icensing,
except that in just about all of those jurisdictions,
there is a variation on the disclosure and contract
terms. Miltiply that experience worl dw de.

And why is that? Because the countries are
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concerned about what their consuners are contracting
for and how they are treated, and they are very
concerned about national treatnent in regulation. Wen
| was a regulator at the office of the Controller of
the Currency as their chief counsel, and we were very
concerned as the regul ator of the National Banking
Systemw th national treatnment. You treat ny banks a
certain way, and |I'll treat your banks a certain way,
country to country.

Dealing with the nore general rules wthout the
specifics has the potential for frustrating the effect
of the general law. [I'mgoing to give you sone
exanples. But | think there's a nore insidious
possibility here, and that is, you can force a
structure, you can force a business nodel and

i nternational rel ationships anong financial service
providers by the law, and that'|Il affect trade and
conpetition in financial services. For exanple, there
are sonme countries, all countries say: "You can't do
it here unless you are licensed here.” Wat does it
take to be licensed there? Wat do | have to do to be
| i censed and regul ated and be able to offer products in
a particular
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country? Now, if you're an international technol ogy
firmthat hopes to offer financial products, you are
not a financial institution, but by definition, to
offer themin the United States and virtually anywhere
el se, you nust becone one and be |licensed to provide

t hese servi ces.

So what it nmeans is, unless you are prepared to be

| icensed to do business in nmultiple jurisdictions,

subj ect yourself to the exam nation, supervision,

regul ation, capital requirenents, et cetera, et cetera,
et cetera, you need to find local partners. So when we
tal k about electronic comrerce and we tal k about
selling and shi ppi ng goods, or even eBay-li ke auctions,
it's a very different nodel than when we tal k about
financial services. | can sit in Seattle and sel

books, virtually anywhere, but | can't nmake a | oan to
you unless I'mregulated in those places. So it means
that | either beconme a regulated and |icensed entity or
| find local partners. And it pushes a framework, a
structure, a business nodel of a consortia, if you
will, of |local partners.

Now just take this client for exanple. W were going
to conpete
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agai nst MasterCard and Visa on the basis that
MasterCard and Visa can't act fast. They have 20, 000 -
pl us banks, they can't do anything until everybody is
virtually ready to do it. The Justice Departnent has
anot her view on that subject, but the reality of it is,
it'"s like turning a battleship in a bathtub, they have
billions of dollars of |egacy systens, 40 years of way
of doing things, it's not easy for themto adapt

qui ckly to new circunst ances.

This client conmpany said: "W can adapt overni ght,
Internet, no problem we're in business. W've got a
great business nodel, we've got venture capitalists
punpi ng the noney in, we can be everywhere, we can act
quickly.” Well, not if the local |aws force consortia
on you because then you wind up with |ocal partners,
and while you may not have 20,000 of them (and i ndeed
the Justice Departnent's conplaint wuld suggest
there's only a couple of dozen that really matter in
MasterCard and Visa) we would wind up with a coupl e of
dozen, and a less facile, |ess adaptabl e business
nodel .

So let's ook at just a couple of issues. Can this

product and service be offered? Well, alnost uniformy
banki ng services may not be offered wi thout some kind
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of license or simlar approval, with all the

conconmi tant supervision. Licensing requires a direct
regul at ory nexus between the country and the |licensed
entity, which is not the typical Internet nodel. The
conpliance burden is great and not contenplated by an
over focus on jurisdiction. The conpliance burden for a
conpany in financial services is predicated on the
joining of jurisdiction and applicable |aw.

So if you create a business nodel with |local in-country
partners, you can avoid sonme of the conpliance burdens
directly, it's not your direct burden, but you've
changed your nodel. Indeed in sone of the countries
that we examined, if | apply on the Internet for a

| oan, but it's open credit, revolving credit, and |I'm

accepted, I"'mnot really applying to the conpany
sponsoring the Internet site. I"mapplying in effect to
the local partner. Doing so through a third-party — ny
client - is called |loan brokering in sonme of the
countries we exam ned, and in several of those, it's
not only illegal, it's punishable by jail.

Now, in the United States, we don't typically call that
| oan brokering. Loan brokering only really arises if
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we have nore than one opportunity. |If 1've got a
direct link for you to apply to the | ender and the
docunents are clear, and the site disclosure is clear
|"ve actually applied directly to that |ending conpany.

What about the utility of electronic signatures on

el ectronic contracts? Well, even as we were conducting
this work over a long period of tine, and we engaged

t he assi stance of local |egal experts in sone of the
countries in which we did not have offices in order to
render concl usive judgnents, the | aws were novi ng and
generally they're noving in the right direction,

recogni zing the legal enforceability of electronic
contracts and electronic signatures. But there are
gaps in certain country | aws.

For exanple, one of the leading lights in western
jurisprudence has a |aw that requires a physical
signature on a physical contract for consumer credit,
but has a law allowing for an electronic contract and
el ectronic signature but they forgot to link the two.
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Anot her country says: "You can sign on for this, but
you have two weeks to repudiate it." Now think about
that, | have just allowed you to get an open-ended |ine

of credit, you' ve used it, and you're going to
repudiate it two weeks later? Think about that in the
context of a securities purchase, all of a sudden now I
don't like the way the nmarket nmoved and I'mgoing to
repudiate it? These rules sound great in theory. They
sound |i ke consunmer protection, but often they have no
basis in reality when you apply themto certain

speci fic business propositions. |'mnot saying that

t hese protections should be rejected, but they nust be
carefully exam ned and appli ed.

Consuner protection laws, the form the content, the
intent, the manner of the necessary disclosures, the
ability to avoid contracts are all heavily regul at ed,
and none of themare consistent. So it doesn't really
do you a whole lot of good to say: "W're going to
have a broad based e- Cormerce Law, and we'll debate for
the next three years over the proper jurisdictional

rul es because our clients, the practicing | awers
clients, aren't waiting." W are not waiting, we are
actually doing financial e coomerce, we are doing it

t hrough best practices, we're devel opi ng conmon
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standards, we are devel opi ng private codes of conduct.
And | go back to ny MasterCard and Vi sa experience as
proof it works that way.

In 1965 for Visa, and in 1966 for MasterCard, banks sat
down in hotel roons and drafted a private code which
repl aced the uniformcomercial code in the United
States, set up the relationships anong the banks,
stated the rules for the banks to deal with their
custoners, the rules for the banks to deal with the
merchants, and then left to those banks in foreign
countries, outside the United States to conply with
their local law. And in the absence of specific
statutory law, the private code worked real well. But
you know, our policy nakers got a little carried away,
they inproved on all of this, passed |lots of |aws, and
now we're in the danger of preenpting e conmerce’s

nat ural devel opnent.

So in conclusion. There's an artichoke approach here.
You have to peel back every one of the | eaves to get

to the heart of the artichoke. W cannot |ook at the
artichoke and say: "That is not a prickly pear."”

that's not enough, because when we apply this to

financial services wit |arge, banking, securities,

i nsurance,
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paynent systens, we have to keep pulling these | eaves
off, we have to find the worns, if there are any, and
each one of these layers is multiplied by the countries
in which we propose to do business. And it is not an
easy task, and it's great work for |awers, and
thankfully there's not too many of us doing this.

Secondly, it's difficult I've said before, if not

i npossi ble, to separate the discussion of jurisdiction
fromthe discussion of applicable lawin this industry,
and then fromthe need to protect consuners perhaps by
private codes of conduct.

And third, best practices. Don't |egislate now what
you don't even understand. None of us conpletely grasp
what’s at work here. W do not know where e conmerce
is going, we don't know who's going to be in it, how

t he business will be conducted or what the problens
are. W are bringing physical world nodels and
problens to a virtual world that we haven't even
focused on yet. W don't know what it neans, it's in
constant flux. So to |egislate consuner protection, to
| egislate ADR, to | egislate many nany of these subjects
wi thout really knowing how it all truly works, and
what's possible with the technology...is, a very
dangerous course to set.

JR/I b/ sg



| LPF - Annual Conference
- 118 - Sept. 12, 2000

You know, in some respects, truth-in-Ilending was
necessary because banks generated ei ght-page, smal

type contracts for credit. Nobody reads them anyway, |
know t hat, everybody knows that, but at least if you
put the contract out in the formas prescribed by the
regul ators, you have a defense: "W gave all the

di scl osures.” The technology of the Internet allows us
to make cl ear meani ngful disclosures. | don't need

ei ght-page contracts. |'ve got vibrating type,

di fferent col ours, pop-up screens, you can't nove from
one screen to another until you click on the button
that reads: "Yes, | read the dammed thing." There's
lots we can do with the Internet and technol ogy that we
weren't able to do in the physical world.

And so | urge you policy-makers to give us room G ve
us just a little bit of roomto run. Pass the m ni num
statutes necessary but give us roomto run with clear
gui delines as to how you want the business to be
treated, and the penalties for not treating it that
way. But then stand back, give it three to five years
to figure out whether we did a decent job before
tightening the belt.

Thank you very much for your kind attention.
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ANl TA RAMASASTRY

| think nowis a wonderful tinme to switch to the

Eur opean perspective on the hows, the why's and the
when's, and Em |ios Avgoul eas will speak to us about
t hat .

EM LI CS AVGOULEAS
First of all, I would Iike to thank the I PLF for
inviting nme to speak before you here today.

A The reqgul atory | andscape for provision of

financial services in the EU
The Internet as a channel for the distribution of
financial services is a very serious issue for the EU
as well. M perspective is the perspective of the
academ c and the practising |lawer. The perspective of
the practising | awer is business efficiency, the
perspective of the academ c is consuner protection, and
Il will try to explore with you today how the EU is
trying to achi eve both ains.

But first we have to see what are the main problens
that a provider of investment services through the
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Internet is encountering in the 15 EU countries.

An Internet financial services provider in the EU needs
first to be licensed in one of the Menber States.
Secondly, it has to conply with conduct of business

rul es such as conflict of interest, fair disclosure,
best execution and segregation of client noney and
client assets rules. Thirdly, in case that the
provider is offering the investnent product to the
public at large, it will probably have to conply with
public offer of securities rules, that neans
publication of a prospectus. Fourthly our provider wll
need to conply investnent advertisenent rules when it

i ssues its pronotional material.

And then there's the problemthat nostly concerns this
forum inplenentation and enforcenent of contracts
that are concluded over the Internet, and how the
choice of law in the contract is not going to be
frustrated by the intervention of the |aw of the
custoner’s jurisdiction.

O course, licensing rules in the EU are largely
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har noni zed both for banks and investnment firns, and
nore recently for insurance conpanies. So a US provider
can conme to the UK and submit an application to the

rel evant regul ator to becone an authorised entity.

I f the kind of business that our provider does is a

core investnment service, it will obtain the passport of
the Investnent Services Directive by notifying the hone
country regulator. This will allow it to conduct the

same kind of investnent services in the other 14
jurisdictions. The sane procedure nmay apply to an EU
aut hori sed bank under the Banking directives. That's
the EU passport. It enables banks and investnent firns
to offer investnent services branch into another Menber
State either through the establishnment of a branch or
cross border which is nostly a matter of concern for

I nternet investnent service providers.

Now, what kind of investnent services may an |nternet
financi al services providers offer throughout the EU,
provi ded that has been licensed in at |east one
jurisdiction? It can offer brokerage services, dealing
in securities, or nmanage and nmarket fund products; or
conduct nmultiple PO s as a sponsor, underwiter or

di stributor; or depending on the nature of its |icence
it my offer to take deposits from depositors fromthe
other 14 countries or offer |l oans to custonmers in the
ot her 14 jurisdictions.
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However, there is a catch here, not all investnent
services can be passported. If the provider is a pure
corporate finance firm if it only offers investnent
advice for instance, it needs to obtain a license in
all jurisdictions that this activity is |icensable,
there is no passport for provision of advice. You
need to do sonething nore than that, there is no
passport for the provision of custodial services and so
forth.

The ot her problem very big problemfor you, the
representatives of the non-EU financial services

provi ders and banking institutions, is that the
passport doesn't apply to you unless you' re authorised
in one of the Menber States. If you do not wish to
obtain a full authorisation, for reasons of cost

i ncluding regul atory cost, e.g. capital adequacy

requi renents, the threat of consolidated supervision,
and just operate as an authorised branch, the
restrictions to offer services cross border will be
enornmous. And the approach of the donestic regulators
is very arbitrary and, in fact, | would dare say,

di scrimnatory.

So, for US financial service providers, there is a
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serious issue how they have to conply with the
regul atory framework for the provision of financial
services in the EU

First of all, let's see what is the situation for a
broker |ike Wt Capital, that has a Wb site in New
York and deals regularly with EU investors facilitating
securities trading through that Website. |f that
Website is accessible for instance to UK investors,

that nmeans if by neans of a PC and a nouse a WK
custoner can go to the Wb site and effect the
transaction, the provider is in breach of the UK public
of fer of securities regulations. The fact that the
site may have disclainers, not intended for UK
custoners, the fact that the site nay have strong
war ni ngs nmeans nothing to the FSA, unless the site is
passport-protected for UK custoners. If the offer
exceeds the nunber of 50 persons, or it's not intended
only to professionals, you' re in breach of the UK s
public offer rules.

If on the other hand, you issue a prospectus in one of
the Menber States which will be subjected to the

scrutiny of one of the Menber States regulators, then
t hat prospectus can be used to effect the public offer
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to the other 14 jurisdictions, subject to translation
and inclusion of provisions on |ocal tax rules.

Now t hi s sounds very good in ternms of business
efficiency, but it doesn't work that way in practice.

The local regulator will always find sonething in
addition, will ask sonething in addition, will have a
definition of security that will marginally diverge

fromthe definition of security in the jurisdiction
that the prospectus has been offered. So in practice,
underwiters and offerors, who conduct cross border

of fer of securities in the EU may encounter problens
even if they are in possession of an approved
prospect us.

Al so, the public offer of securities prospectus
directive is quite vague in its exenptions when it
cones to professionals. So in sone jurisdictions, high
net worth individuals may fall into the professional
exenption, and sonme others not. Which neans, in sone
jurisdiction you may offer securities, funds and al

ki nds of investnent products that fall into the
definition of investnent instruments into the directive
to high net worth individuals, benefiting fromthe

prof essi onal exenptions, to others you can’t.
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Anot her serious issue for financial service providers
over the Internet is the application of conduct of
busi ness rul es. Conduct of business rules have not
been harnonized in the EU, as this is a serious
political issue. Menber States regulators could not
find a consensus: a) Wat is a conduct of business
rul e, b) What should be the applicable conduct of

busi ness rules. So Article 11.1 of the Investnent
Service Directive provides a very general framework,
and what falls in the between is every financi al
service provider's nightrmare. The divergence between
different sets of conduct of business rules is the

bi ggest obstacle that financial services providers
encounter in offering investnment services cross border
in the EU.

Someti mes, and very deliberately, because if there is
equi val ence and symmetry between the honme and the host
state rule, you can carry the hone state regul atory
framework with you as a matter of general principle of
the EU law. Country regulators, draft conduct of

busi ness rules that are conpletely asymetrical with

t he conduct of business rules in other jurisdictions.
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So in principle, the general principles are in
conpliance with the general principles of the
Directive, in practice however the detailed rules
differ wwdely and that applies to regulatory nonitoring

and enforcenent as well. It is highly likely that the
Fi nni sh and the Dani sh regulators will never ascertain
jurisdiction on an investnent service provider that
offers the service or the product cross border. |It's
nost unlikely that the French of the Italian regulators
wi |l not ascertain jurisdiction.

Conduct of business rules in sone jurisdictions are
rul es of universal application, jurisdictions |ike
France, Italy. In other jurisdictions as the UK

prof essionals can drop out fromthe protective regine.
The exenption may cover even high net worth

i ndi vi dual s provided that they have consented to

wai ving the protection of the conduct of business
rules. In the majority of EU Menber States that's not
possi bl e.

Anot her problemis investnment advertisenents. Wat is

an i nvestnent advertisenent? An investnent
advertisenent is all kinds of statenents that are
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calculated to lead to the conclusion of an investnment
contract, a very wi de definition indeed. Al so, under
the new Financial Pronotions reginme in the UK which
will replace existing rules on investnent
advertisenments and unsolicited calls, which will be
effective following the comng into force of the

Fi nanci al Services and Markets Act 2000, if you operate
a Website that provides description of investnent
products or investnent services and this can be
accessed by UK investors you're in breach of the WK

i nvest ment advertisenent rules.

" m focusing on the UK regul ati ons because if you do
not provide the site in Italian, apparently you do not
target Italian investors, and you're not in breach of
the Italian investnment advertisenment rules. But since
English is the | anguage of the Internet, it's a very
maj or i ssue whet her a non-EU financial service provider
is falling, falling afoul or not of the UK I nvestnent
Servi ces Law.

A suggested solution is the construction of passport
protected sites and restricted access. Now what is
happening in theory is not exactly happening in
practice. The FSA will not start issuing
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wits against Internet financial service providers
based outside of the UK that publish infornmation about
their investnment products in English. They nust truly
target UK investors. But that's arbitrary as well.

The difficulty is of course that you cannot really, for
reasons of cost, and that's another exanple where
consuner protection conflicts with what we call

busi ness efficiency, to have al ways passport protected
sites, especially for the advertisenent of the products
that the Internet financial service provider offers.

Now as regard the rest of the EU Menber States, there

is no definition of investnment advertisenent anywhere
in the EU financial services |egislation.
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The definition of investnent advertisenents differs
wi dely, and enforcenent of relevant rules varies.
Whereas in the UK the provider can utilize the

prof essional s’ exenption that's often inpossible in
ot her Menber States. And the solution is again
licensing. You're authorised in one of the
jurisdictions in order to be able to issue the sane
advertisenment through a Wb site in New York, as an
aut hori sed passported person. That neans that you have
to encounter all the costs of |icensing, including

| awyers' fees, and to be subjected to consoli dated
supervi sion by the Menber States regul ators whi chever
Menber State you have opted to establish and be

| i censed.

It's an unresolved problemand it's a problemthat may
potentially expl ode dependi ng on how wi sely EU Menber
State regulators will use their enforcenment power
because of course they do not have any real authority
in ternms of enforcenent on a broker that is publishing
i nvest ment advertisenents in Florida unless they ask
the SEC s cooperation, in which case they have to
provide the SEC with solid evidence that there has
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been a breach of their investnent advertisenent | aws.

The other very major problemfor providers of Internet
financial services is the legal validity of contractua
arrangenents conducted and concl uded over the Internet,
and their enforceability. This is a nassive problemin
the EU, which is traditionally a pro-consuner
jurisdiction. It's not only the naize of financial
services regulations that is applicable in this case, a
massi ve web of consuner protection laws is al so
applicable. Mst of those rules are equally of a
private |law and public |aw nature. Some of them fal
within the anmbit of the EU s power to |legislate, sone
of themfall outside because of the principle
proportionality, which neans that the EU has a serious
problemw th the regulation of contracts concluded via
t he di stance marketing of financial services?

To give you an idea of the extent of the problem

Fi nanci al services are not included either in the e-
Commerce Directive, or in the Distance Marketing
Directive. So what we have come up since 1999, is this
docunment which in ny latest e-mail with EU officials is
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going to the council again soon, that's a new
directive, a directive on the Di stance Mrketing of
Consuner Financial Services in specific which provides
14 to 30 days cancell ation periods. That neans that
once you have concluded a contract, you have 14 to 30
days dependi ng of the investnent product to w thdraw.

Thi s docunent sets a nassive anount of obligations for
provi ders of financial services by distant neans. And
| read to you what a di stance contract neans in the

directive in order to give you an idea how wide is the
scope of this directive and its protective provisions:

Di stance contract means any contract
concerning financial services concl uded

bet ween the supplier and the consunmer at an
organi zed di stance sal es or service provision
schenme, run by the supplier, who for the

pur pose of that contract nakes excl usive use
of nmeans of di stance conmunication up to and
including the tine at which the contract is
concl uded.

That means that financial services providers that use

fax or tel ephone neans are caught by this directive,
nobi | e communi cati on neans
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What financial service nmeans under the draft directive?
It means any banki ng, insurance investnent or paynent
service. And in addition, the directive is catching
all kinds of provision of real estate credit such as
nortgages, real estate nutual funds and so forth. Yet,
this docunment is a massive advancenent to what we
currently have in the EU, which neans 15 wi dely
differing consunmer protection regines, 15 widely
di fferent regines.

B. Recomendat i ons

| would Iike nowto share with you a few propositions
for the resolution of this problem |['ve heard from

t he previous speaker, M. Smith, who has very w de
experience in this area, howit wuld be better to

| eave everything to the private sector to harnonise it.

In my hunble view, that's not conpletely possible any
nore because you don't have only two nmgjor players,
e.g. Visa and MasterCard who in the context of

ol i gopolistic interdependence agree a code of conduct,
a code of ethics or a code of practice. That's
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not possible in today's financial services |andscape.
We currently have dozens of Internet financial service
providers. |'mnot so sure whether the interest of
Morgan Stanley, or Merrill Lynch coincides with the
interest of start up stockbrokers based in Florida or
San Francisco. So ny view from practical experience is
that 1 do not really know how, even soft harnoni sation
is possible in this field, unless regulators becone

i nvol ved.

One nodel that, however informal, may be useful, is the
nodel of the Basel Committee, which eventually led to
convergence of the banking regulatory laws in the field
of Prudential supervision globally through the dicta of
ten wise nen conmttee, that of the governors of the
ten biggest central banks who were neeting initially
for social purposes in Basel. Maybe that's a preferable
sol ution than conti nuous negoti ati ons between fornal
bodi es or waiting informal bodies to come up with

vi abl e solutions to find a nodus operandi.
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| nvest nent advertisenents. That's another area that
industry input is invaluable. 1 think that the
regul ators are very unclear, at least in the EU, what
is investnent advertisenent and what it is not.

Personally, | would like it to be nore connected to the
conclusion of the contract itself. Even in terns of
time, | would |ike these announcenents to be far cl oser

to the tinme that the contract, the investnment contract
i s concluded rather than general announcenents on a Wb
site anywhere in the world.

Contract enforceability: the draft distance marketing
directive is a massive |eap forward despite its

i nadequacies in ternms of business efficiency for the
EU? For the first tine in the area of financi al
services, and exactly because our consuner |aws are so
di vergent, EU legislators talk in ternms of nmaxi num and
not m ni mum har noni zati on.

Since 1985, all financial services |legislation on an EU
level is on a mnimumlevel. That neans that if the

| ocal regulators want to take stricter provisions, want
to adopt stricter provisions, want to inplenent

stricter restrictions, they were free to do so. 1In
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this context, the EU prefers that the | ocal |egislators
do not nmeddle with the enforceability and the |egal
validity of distance contracts for a marketing and
provi sion of financial services. Because if they do, we
will again go full circle and return to the current
regime which is absolute uncertainty of law. Thank you
very much.
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ANl TA RAMASASTRY
W have heard two excellent presentations. | know that
everyone is anxious to have a little bit of tinme to
stretch their legs, so |l will try and be brief.

| would Iike to thank the ILPF as well for inviting ne.
" m both an acadenmic and a forner regulator, so again
you'l | hear a cross-pollinated perspective. Ruth Day
asked me to just give a little overview and to talk
about licensing in the broader context.

Thi s panel was industry specific, but it was neant al so
to provoke sonme thought and di scussi on about how
licensing as a jurisdictional mechanism m ght work in
the Internet context nore broadly. And I wll also
talk a little bit about el ectronic noney, an area where
| have spent sone tinme and actually worked on the

| egislative front, at least in the United States.

In general, with |icensing and financial services, it
is the regulatory oversight that conmes with
prescriptive licensing that is inportant. W' ve tal ked
a |lot about jurisdiction, we've tal ked a | ot about
codes of conduct and self-regulation. And this panel
is really about regulatory jurisdiction and
prescriptive licensing, where the
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regul ator conmes in and gets jurisdiction by virtue of
granting a license to a business entity. And | would
like to rem nd people that licensing is nore than just
creation of burdens. It is the creation for the
consuner of the regulatory trust mark. W heard a | ot
about trust marks and brands, and what is the best
trust mark for a consuner? |It's a regulatory body
actually going in and licensing sonething. The
consuner knows that the regul ator has conducted an
eval uation of the entity. And an exanple, it's not
quite licensing per se, but think of the FDIC |l ogo if
you're an Anmerican when you go into a bank. You know
what it nmeans, it's very small, but it stands for
sonething that instills great confidence in you when
you actually access your bank account.

What does |icensing achieve? It creates a primry
regul atory structure for a particular entity. |If
soneone has oversight and they can ensure, at least in
the financial services context, the safety and
soundness of a financial institution. And there are
ot her industries and service providers where |icensing
provi des that sane kind of role, and I know Tom Bel |,
for exanple, gave you an exanple earlier of online
pharmaci es. And again, licensing could and does play
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an inportant role for certain types of activities,
where wel | -bei ng, safety, soundness or finance are
i ssues. Licensing gives a business entity the ability
to engage in certain permtted activities as well.

So licensing gives a consumer confidence, but it also
gi ves the business clear understanding that they are
permtted to engage in a range of activities. By
applying for the license, you know here are the five
things that you are enabled to do. And in the
financial services context, it also inposes certain
obligations and restrictions on an entity. You can do
X, you can provide things, you can | oan, you can accept
deposits, but you can't engage, at least until recently
in the United States, in securities activities if you
were a financial institution. So privileges as well as
obl i gati ons.

But the nost inportant thing for the regulator, and I
think we sonetines forget that -- is that |icensing
provides a jurisdictional hook. And that isn't going
to go away. If you are licensed, you are regul ated, you
can be supervised, and your books and records are open
to exam nation. On the other hand, if you are
unlicensed, you are now engaging (in a given
jurisdiction) in an unauthorized activity. That of
itself gives the
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regulator the ability to begin civil or crimnal
prosecution. So it's a jurisdictional hook in both
ways. You can do sonething by virtue of a license, if
you don't have a |license then suddenly you are subject
to that jurisdiction's enforcenent authority, and
that's why it is an inportant tool in the financial
services context. Sonebody is online, they are
engaging in an illegal pyram d schene, there's a
problemw th fraud;the jurisdiction is able to actually
go in, and theoretically, although again with the
Internet it's difficult, to bring you to court.

So again to rem nd you, why licensing in the banking
context? W're talking about prudential regul ation.
Banks are hol ding consuners' noney, and as Brian Smith
menti oned, non-banks are now hol di ng consuners' noney.
But when soneone is holding that noney, there's a risk
for the individual consuner, which we nmust not forget,
but there is also sonething that's what we cal
system c risk. And bank failure poses a risk to the
financial sector as a whole. Each physi cal
jurisdiction has an interest in protecting the
depositors and the consuners and the investors in their
part of the world, for marshalling the assets if there
is a failure, but also preventing fraud and protecting
i ndi vi dual deposits.
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So licensing can be seen as a conpeting set of
regul atory burdens. W' ve tal ked about that before.
You are licensed in 15 jurisdictions, that is what you
have to do now, it creates a burden. Wth Internet
banki ng and financial services, there is the
possibility that you have to conply with nmultiple
regi nes. The other option, as Em |ios Avgoul eas
mentioned, is you just prohibit access in the
jurisdictions where you don't want to obtain a |icense.
You bl ock access to the website, you pose terns and
conditions that exclude custoners, you password protect
the site.

But while it's a burden, at the sane tinme, and | think
that is what this panel wants you to think about is,
that it can be a useful tool in the extent that you
har noni ze standards. The EU has achieved that with
respect with banking and passporting. The Basle
Conmittee with its standards is able to do that, so

t hat even though you have to obtain a banking |icense
in the United States and in Europe, the prudential,
nmeani ng the safety and soundness standards are sim|lar
vis-a-vis the burden of conplying and applying for the
license isn't that difficult. You can submt the sane
ki nd of paperwork and what you need to do is pretty
standard. In the EU reciprocity is based on a hone
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country licensing systemand therefore again, because
of reciprocity, one license in one EU jurisdiction
gi ves you a passport.

So again, licensing with creative harnoni zati on can
work in the EUwith respect to banking and financi al
services, and passporting is a real exanple, | think,
t hat people need to pay attention to.

VWhat | will talk about nowis actually again ny real
wor | d experience with el ectronic noney. Licensing does
create burdens, but they are inportant burdens and we
need to renmenber that regulators, when it cones to
certain issues with respect to the safety and soundness
of consuners, will not give up that jurisdictional hook
they have. They are not going to give it up, and as
the two panellists have nentioned, right nowthere is a
mul tiple | evel of conpliance that these nultinational
financi al service providers have to conply wth.

But we also need to worry, not about the established
financial institutions and banks, but about the so-
called “mce”that are there. Soneone nentioned the
el ephants are always regul ated. Banks know t hat when

JR/I b/ sg



| LPF - Annual Conference
- 142 - Sept. 12, 2000

they’'re entering a new jurisdiction in the brick-and-
nortar world, and now in the Internet world, they need
totalk to the regulator and to get a license, it's not
a problem There are costs associated with it, it's a
headache, they' Il try to nove towards standardisation,
but they know what to do.

But in the Internet world, it's the new conpany, it's

t he technol ogy conpanies, it's the auction sites, it is
anyone who wants an easy paynment platformthat wants to
operate globally, that think they can do it quick and
fast, that are a) running afoul of these |icensing
regimes, and b) are the ones that we need to be
concerned about because they don't have years of
experience, they don't know what prudential regulation
is, they don't know how to conply, and they don't very
often have the financial assets) to deal with that.

So a) licensing can be used creatively; and b) it is
because of dem se and because of the start-up
conpani es, and because for exanple paynents are so
essential to the Internet, that licensing isn't going
to go away. So E-noney is an exanple of where licensing
provi des a useful nechani sm and where harnoni zati on of
standards and notions of reciprocity may need to

evol ve.
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My specializationis with respect to mcro paynents. |
work on issues with respect to Internet funds
transfers. Many of you have heard of conpanies |ike
PayPal that “beans” noney over the Internet, PayPal is
not a bank, and takes noney as if it were a bank, but
yet does not have that same inprimtur, no FDI C | ogo on
its Wb site.

Prepaid gift certificates, another exanple of mcro
paynents. Some of you may have heard of beenz or

fl ooz, you can buy these gift certificates, give them
to people, Rocket-Cash is sonething that's an Internet
al l omance for kids also referred to by commentators as
Internet “Scrip.” There are e-coins -- you can buy
coins to shop on the web. These are all mcro
paynents. Very often they involve a third party that
is not a bank, and that's what | want to underscore,
that hol ds consumers' noney as if it were, and since
taking a deposit fromyou but wthout those prudential
safety net in place. No deposit insurance, no
regul at or | ooking over the payment service providers
shoul der.

So that' is the key issue for regulators. There is an
expl osion of mcro paynent systens and providers out
there, but who' is the lead regulator? And on a daily
basi s,
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t hese conpanies are starting and taking consuners
noney because, again, all of these e-commerce conpanies
need paynent vehicl es.

So the problemis the non-bank providers, the "m ce".
Many of these entities have no idea that they are
required to be licensed, and | tal ked to many of the
law firns that represent these conpanies or these
ventures, and they don't know that there m ght be
existing licensing regines in the United States or in
Europe that apply, so they start taking the consuners
noney. And traditional financial institutions, and

al so brick-and-nortar conpanies, |ike Western Union,
al ready are subject to prudential regulations of a
certain type, and they start to say: "Wt a mnute,

isn't there a level playing field?"

Il will give you an exanple of one mcro paynent

conpany. | don't know if any of you have heard of e-
gold. e-gold is popular anong certain patriot groups
in the United States. |[|If you want to use, you don't
|ike fiat currency, you don't like United States
dollars, you don't |ike any governnent currency, e-gold
is the product for you. [It's an electronic currency

i ssued by e-gold Limted, a Nevis corporation, 100%
backed by the gold bullion.
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You' re buyi ng warehouse recei pts when you transact over
the Internet with e-gold. And e-gold has advertised, |
lifted this off on their Wb site, it's integrated into
an account - based paynment systemthat enpowers people to
use gold as noney. The e-gold paynent system enabl es
peopl e to spend specified weights of gold to other e-
gold accounts. Only the ownership changes and the gold
remains in a vault.

Vell, I don't know if you're really buying gold when
you use e-gold to transact, you can buy |ots of things,
frompolitical diaries to wonderful T-shirts, with
different mlitia groups on them but when you use e-

gold as a consuner, you're still prepaying, you are
using either a cheque, a credit card, sonething, to
give this conpany your noney and that company will hold

your mnoney until you want to spend it or send it to
anot her friend who' is part of e-gold paynents network
You think this conpany is |licensed anywhere in the
worl d? No. Look at their Wb site, is there any
restriction as to where they can do business, is it
limted to United States custonmers? Absolutely not.
And e-gold is just one of many many different mcro
paynent services that are flourishing.
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So, there's a strong incentive to regul ate these

entities. In the United States, there is no federal
regul ation at the nonent. However, non-bank e-noney
i ssuers or providers, like e-gold, may be subject to

wi dely different noney transm ssion and paynent
instrument laws in 40 states. Wstern Union is
licensed in all these states, it's not a bank, but it
sends noney. It takes people's noney and wires it for
them Moneygram, it sells noney orders, all of these
peopl e have to be |icensed under state noney

transm ssion | aws, and e-gold again, because it is
hol di ng sonebody' s noney, probably needs to be |licensed
t 0o.

There is a nove in the United States towards uniformty
inthis area, again licensing in all of the states, but
using a uniformstandard. And | work as the reporter
for an act known as the Uniform Money Services Act,

whi ch the Uniform Law Conference, (the UCC peopl e)
adopted this sumer as an attenpt to create that
uniformty, but recognizing that |icensing was an

i mportant recipe for dealing with mcro paynents.

The European approach is a little bit different. So
again, not only do you have licensing for these
conpani es, but also you have a slightly different
appr oach.
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In the EU, there' is the definition that's been
proposed in electronic noney institution, not treated
exactly like a financial institution, exenpt froma | ot
of the provisions of the first and second banki ng
directives, but still required to have certain m ninal
capital subject to supervision and licensing. And if
you're on a small schene, again you are selling snal
stored val ue cards, you m ght be exenpt in a |oca
jurisdiction that chooses to exenpt you. O her
jurisdictions require that only financial institutions
can offer Internet paynment services. |If you are in
Hong Kong, you have got to be a bank, so you can't be
e-gold, and that is what Brian Smth was tal king about.

So |l will just end by saying, | hope that many of you
who are the jurisdictional gurus out here, think a
little bit about the fact that licensing isn't going

to go away, and there are inportant reasons for that.
You heard fromthe consuner peopl e yesterday, but the
regul ators that deal with certain industry sectors who
want prescriptive licensing want it for a reason,
consuners as well as for exanple in financial services,
econom c stability. Harnonization of standards as
Emilios has nentioned with the Basle Commttee for
exanple, may be the third way or the m ddl e way of
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dealing with this, or creating passporting, or at |east
a way of allow ng regulators to have confidence from
jurisdiction to another, so that |icensing neans
filling out one formand sending it to 50 regul ators,

| i censi ng becones |ight touch at that point. But the
regulator still has the ability to exam ne, to take
enforcenment actions, et cetera.

And why it's inportant is not because of the el ephant,
it is inportant, and this will not go away, we don't
have as many mice in the roomtoday, but it is because
of these new conpani es entering traditional sectors.
They don not know that there is a |licensing requirenent
very often, yet it is precisely because they don't know
that we want to make sure that they conply, because
again, they're the ones that are hol ding consuners
assets. Thank you very much

| think we should just nove on to the next panel
because we ran overtinme. So thanks.
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TORTS OVER GLOBAL NETWORKS

Facing d obal Liabilities, Pursuing Renote Defendants:
The Draft Hague Convention

STEWART BAKER

Vell, it's been pointed out that every tine I'm

schedul ed to chair a panel, the prior speakers do their

best to spare you fromnuch tinme devoted to our panel
But in this case the organi zers have extended the tine

for lunch, and lunch will now begin at one o' clock, so

we Wi ll run until just a bit before one o' cl ock.

W' ve got an excellent panel to talk about tort
liability under the Convention. To ny inmediate right
is Elizabeth Banker who's Corporate Counsel for Yahoo!
(recording mssing) the issues arising fromlitigation
surroundi ng Yahoo's users and the torts, the many torts
that they are accused of. Prior to that she had a

di stingui shed career at Steptoe and Johnson.

Next to her is Lawence G eenberg. Lawence G eenberg
is the... nost of us would call himthe general counsel
of the Motley Fool, but his formal title is Chief Legal
Fool. The Mdtley Fool for those of you who are not
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famliar with it is an investnent forum where

shar ehol ders and investors give each other advice and
comment on the successes and nore often the failures of
conpani es that they' ve invested in, and not
surprisingly, there are a nunber of |egal issues that
arise fromthose comrents.

Next is Marc Pearl, fornmerly the General Counsel of the
I nformati on Technol ogy Associ ation of Anerica, now
partner and in charge of the e-Commerce practice at
Shaw Pi tt man

And finally next to himis Perry Viscounty who is with
Lat ham and Watkins in Orange County and who has handl ed
a wde variety of intellectual property and other e-
Conmmrer ce i ssues.

I"mgoing to just handle this as a kind of conversation
anong the panelists, but I"'mgoing to ask Marc to start
us out by giving a kind of overview of the Convention
and Article 10.
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MARC PEARL

As best | can, thank you, and it's a pleasure to be
before the ILPF. The work of this group and its input
and perspectives have been very nuch appreciated within
the entire community and it's inportant that this
conference builds on that. And certainly for those of
us who have been very concerned about certain aspects
of the Convention, the thoughtful ness and the substance
of the speakers and the materials, |I think, will help
nove this dial ogue al ong.

The Article 10 which I think for those of you who were
here earlier this norning, was in effect put up on one
of the speaker's PowerPoint, goes to the issue of the
tort aspects and very sinply that:

A plaintiff may bring an action in tort in
the courts of the state A) in which the act
or om ssion that caused the injury occurred;
or B) in which the injury arose unless the
def endant establishes that the person clained
to be responsible could not reasonably have
foreseen that the act or the om ssion could
result in an injury in the same nature in
that state.
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There's an exception in terns of an antitrust violation
and then there's also an additional sub-text that the
plaintiff can bring the action in accordance with this
par agraph that | just read:

when the act or omission or the injury
may occur.

The readi ng of the e-Commerce conmunity, and that's the
only aspect that |I'm presenting here, having been
active in and trying to, in essence, coordinate the
views of a nunber of conpani es and associ ati ons,
primarily U S., but international input as well in the
ki nd of overview of Article 10 and all of the articles,
is that the general consensus is that the | anguage t hat
is contained in this article can at best be termed as
vague, which for those of you who are nore expert in
transactional and interpretation of |anguage of any
treaty can in essence see through even nore so than |
and that many have deened it, after analysis, to be at
wor se damaging to the | egal systemand certainly
current |egal precedent in the U S..

There are a nunber of questions raised just by the
| anguage itself which we can, you know, go into.

JR/I b/ sg



| LPF - Annual Conference
- 153 - Sept. 12, 2000

Suffice it to say |I think it's inportant to put forward
an overall general statenent.

Earlier this sumer, the United States Council on

I nternational Business and the Information Technol ogy
Associ ation of Anmerica, before |I left, sent out an

i nformal survey to many conpani es around the United
States who either had focused or who had yet to focus
on the proposed convention and the results have not
been distilled in a formal data point way. But | wll
tell you that in general, the feeling of those who are
ei ther brick-and-nortar noving into the click-and-
nortar, or who started fromthe beginning as click-and-
nortar conpani es have deened the overall convention
and particularly the problens that are surrounding the
| anguage of Article 10, to the conclusion that the
benefits do not outweigh the burdens.

And therefore, how we in essence either resolved the
draft that's there article by article, or approach it
in a nore systematic way fromthe begi nning are things
that | think have been alluded to throughout the course
of the last couple of days. But Article 10 is,

think, just synbolic of the overall problens of

| anguage and approach in the context of a treaty that
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started in 1992 and now has to confront the e-Commerce
comunity and the arena of what in fact e-Commerce is
and wi ||l becone.
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STEWART BAKER

Vel |, maybe what we should do, | think what m ght be
useful is to start asking ourselves, what kinds of
torts are likely to energe fromthe Internet, frome-
Commerce. And what | propose to do here is just ask
El i zabeth and then Law ence, what kinds of torts
they're actually seeing, what kinds of accusations of
tort they're seeing in the sort of litigation that
appears before them as counsels to e-Comrerce
conpani es. Elizabeth.

ELI ZABETH BANKER

Sure. | think one of the places to start is to
understand that a | ot of the things we see happening in
terms of tort litigation involving the Internet is not
only disputes that individuals may have w th ot her

I nternet users, conpanies nay have with Internet users,
but there are al so di sputes between conpani es about
busi ness practices. There have been cases where

I nternet service providers have actually sued their
users. One exanple of that, that's an interesting case,
is where a conpany sued one of their users for using
the maiil systemto send out SPAM the result being that
t he conpany was put on the black hole Iist, damaging
their reputation.
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But the nore typical cases are the ones where suits are
brought agai nst a user. Those typically conme out of
nmessage board scenarios or places where the users are
free to post content about their opinions which often
are not favourable. W have a site called Ceocities,
where users can create honme pages. One of the popular
activities is creating anti-whatever conpany sites. In
t hose cases, the conpany may decide that they don't

| i ke the way their name is being used or the things
that are being said about them and they may file suit
agai nst the user. W also have finance nmessage boards
for discussion about publicly traded stocks. Again,
that's a scenario where you nay see defamation cl ai ns
in addition to a number of other clains.

As for other types of torts on the Internet -- SPAM has
been an area where there has been sone tort based
litigation.

A VO CE
But what's the tort theory there other than the harmto
reputation theory...

ELI ZABETH BANKER
There are a couple different ones. It can be trespass,

JR/I b/ sg



| LPF - Annual Conference
- 157 - Sept. 12, 2000

fraud, or mi srepresentation. M srepresentation or
fraud clains may be appropriate if headers have been
forged, which is a popular activity in connection with
SPAM Lawyers are getting creative about how t hey
frame tort clains.

There have been privacy suits as well. There was one
filed agai nst Yahoo! by a user on the basis that we
handed out their user information in response to a
civil subpoena wi thout providing notice in advance.
That suit was dism ssed, but the tort basis there (in
addition to statutory clainms and a California
constitutional claim) was a claimof negligent

m srepresentati on because we didn't advise the user in
the privacy policy explicitly that responding to
subpoenas was sonet hing we were going to do.

| think what we see in Internet cases are tort clains
in areas where there is not an appropriate statutory
framewor k under which people may bring a claim People
are very creative and use the torts that are avail abl e
to fashion a claim | think we see this particularly
in the conpany di sputes about marketing practices,

crawl ing or scraping Wb sites, those types of

rel ati onshi ps bet ween conpetitive conpani es.
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STEWART BAKER
Lawr ence, what do you think?

LAVWRENCE T. GREENBERG

Vell, we generally see what Yahoo! sees only snaller
because we're significantly smaller ourselves. But in
addition to that, there are suits that arise, not just
on nessage boards but fromthe activities or the
abilities that the Internet gives to people. For
exanpl e, one of the nost common that we're concerned
about as a nedia conpany is the m sappropriation of our
material. It's not very difficult for someone in any
jurisdiction to copy an article off The Mdtley Fool and
either post it on their Wb site because they |ove us
and think it's so good, or because they wish it to be
their owmn. Substantively or legally, there's not nuch
difference there. 1In fact, we view that people who

|l ove us with a ot nore gentleness. And they typically
are nore responsive to our concerns.

Additionally, as Elizabeth noted, for us as a conpany
that wites about securities and has, and provides a
forumfor individuals to share their thoughts on
securities, there is always the possibility of
securities fraud liability for sonmebody. So far in
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the United States, nost of the securities fraud
litigation that has arisen out of Internet activity has
i nvol ved SEC enforcenent actions for individuals
violating either the straightforward 10b-5 antifraud
provi sions, or the provisions that regulate the ability
of individuals to pronote investnents for conpensation
whil e not disclosing that pronotion. And the SEC has
been very active in that and has conducted a nunber of
fairly high-profile sweeps.

On an international |evel, obviously the intellectual
property infringenent takes place. Various issues
arising out of domain do, of course. W haven't seen a
trenendous anmount of actual fraud actions abroad

al t hough one thing that is of concern to really anyone
in the nedia space, especially in the financial nedia
space, is sonething that was touched upon by the

previ ous panel, and that is a concern as to when
activity that is quite innocuous in the context of,
well, in the United States where nuch expression is
protected by the First Amendnent, pure discussion of

i nvestment coul d be considered to be conducting
unlicensed investnent business which coul d expose the
di scussant, whether it's a conmpany or a little

i ndividual sitting in his or her basenent in Petal una.
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We coul d subject that person to sone sort of
enforcement action or sonme sort of civil fraud or
unlicensed activity action which would conme closer into
the torts space.

STEWART BAKER

Yes, Marc.

MARC PEARL

Sure. |'ve seen sone additional, what | call energing
E-torts. One in particular is cybernedical nmal practice
where these health sites will di spense advice or

i nformati on about a particular nedical ailnent. And
people in other countries will access the site and
possibly treat a fam |y menber based on the infornmation
they receive and later claimthat it was nal practice or
negl i gence by having that information avail abl e which
turned out not to be appropriate.

|"ve al so seen cybersquatting cases all over the world
where people will register a fanous trademark or nane,
TonCrui se. FR and sit on it or provide content in
connection with that. Virus production and

di ssem nati on where enployees will create a virus,
dissemnate it through the Internet, and enpl oyers are
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bei ng sued for that since their equipnment was used
through, by carriers liability theory, which can just
have enornous inpact on conpanies. You can think of
the liability associated with a virus being distributed
t hroughout the world, the danages can be in the
mllions or even billions of dollars if an enployer is
found liable for that because their equi pnent was used
and their enployee did it during office hours.

|"ve also recently seen a string of lawsuits providing
old traditional business torts through e-Comrerce. The
old clainms of intentional and negligent interference
Wi th prospective econom ¢ advantage or a contractual
rel ati onship. People are suing, saying because of an
act that occurred in one country, they were damaged in
anot her country with their ability to transact their
busi ness. So, for exanple, again a donain nane suit
where a conmpany who regi sters domai n nanes t ook back
the domain nanme claimng it was wongfully registered.
And the conpany in another country lost all of their
busi ness that they had set up, and potential custoners
and contracts that they had entered into.

So those are sonme of the other, what | call energing E-
torts.
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A VO CE
| don't want, given the conpactness of this particular
panel, | think it's inportant for us to take a step

back before we nove into the tort round, and that is
because in point of fact that the whole concept of
torts is not necessarily even a global concept, | nean,
that's why it's torts or delicts which I had asked Jeff
Kovar at the front end of this thing, tell me what a
delict is, having mssed that in Torts 101 in | aw
school .

But I think the whole concept in the question that
we're asking is, particularly arising out of a
Convention that is dealing with, yes, conmercial and

civil, does the whole nature of a tort arise in one or
both or either which is in a non-contract situation, or
in essence a kind... which has now been fanpbus as Liz

was tal king about, in a contractual situation, but that
because creative |lawers or |awers who are creative,
which nmay be in fact the next oxynoron, but that in
point of fact, |lawers who are trying to be creative
and cannot find remedy through the contractual |aw
theory will come up with a series of m srepresentations
or negligence, trespass, nuisance, reckless disregard,
et cetera, et cetera, to get around the contract.
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And one of the things that, I think, is inportant to

| ook at, just fromour base |evel of tort, are the
guestions that are raised in the context of do we then
use the Convention as a way of justifying actions

out side of normal contractual relationships, and what
flows fromthat, and as the U. S. courts have | ooked at,
in essence, a theory called the economc loss rule
which, and I'mnot sure what injury neans for exanple,
it's not defined in the Convention, what is
foreseeabl e, the purposely availing yourself. Those
are sonme of the questions that come up, and if a
conpany doi ng business in the web is all of a sudden
going to be subject to any non-contractual claim yes,
| know, we're going to go into the cause of action, but
that is part of the problem

In essence, by being a nmenber of the web conmunity, are
you opening yourself up to any tort claimanywhere in
the world that are either... and if you cannot claim
that it arose out of the contract, you can get back to
an econom c |oss theory, which is the injury, only if
it's economic loss. And we're not tal king, at |east

"' mnot tal king about, you know, the product blow ng up
in the person's face. W're really tal king about a
tort theory based on contract. And if we're talking
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about a tort theory based on contract, the U S. courts
for over 30 years have in fact enbraced very strongly
the economic |l oss rule which says that you cannot claim
outside of the contract other theories, because that's
built into the relationship. W have a rel ationship,
we have a contractual relationship, if you suffer an
econonm ¢ | oss, you have to sue under contract. And
this article is very confusing, and it's just, it
conplicates the relationships that conpanies that are
going to go into the web and all other kind of E-torts
that Perry is tal king about, you know, that you have to
settle anyway, it just conplicates it to an incredible
degree which | don't think has been in essence nassaged
and wor ked through enough by the international
comunity in the context of at least a U S. centric
approach to this litigation theory of let's find

anot her way of suing.

STEWART BAKER

Vell, certainly we will want to hear, since we are
civil law handi capped up here, fromcivil lawers in

t he audi ence about whether the kinds of things we've
been discussing as torts would fail to nmake the cut as
delict incivil law. It seenms to ne that many of these
things could easily be shoehorned into existing notions
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of obligations under civil laws. Sone of the broader
civil law obligations ought to include many of the

theories of tort that we' ve put forward here.

Vell, let's, actually let ne ask Elizabeth and
Lawrence. Have you actually started to see these cases
com ng up outside the U.S., have you... or is this

sonet hing that we have yet to actually experience?

ELI ZABETH BANKER
| think we've seen fairly limted activity
internationally on torts. The types of cases that |
think we're seeing are defamati on cases nost typically.
For a conpany |ike Yahoo!, where the users are the
source of the content, that's of concern to us, because
in countries outside the United States, we don't have
the protection of the Comruni cati on Decency Act which
says that Yahoo! as the online service provider is not
responsi bl e as the publisher of information if it's
provided by a third party. The CDA creates an area
where we're i mune from nost of these state law tort
clainms that people would bring against us on the basis
of defamation, harassnent, different types of abuse,
privacy, invasions, or simlar clains.
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STEWART BAKER
Is that true for you too?

LAVWRENCE T. GREENBERG

Yes, for us, defamation is the first thing to arise,
and it is nore frightening because, | nean, we're

tal ki ng about content over which we do not have
control, that we do not create and cannot know whet her
it'"s true or not. And that in sone areas nay give us
perverse incentives because, and one of the purposes,
as many people here know, behind Section 230 of the
Communi cati on Decency Act, was to actually encourage
conpanies to take responsibility for, or not
necessarily take responsibility in a | egal sense, but
take responsibility in a noral and practical sense for
what goes on, on their nmessage boards, to police them
for things that are really bad, |ike child pornography
in the classic exanple.

In sonme countries, or in dealing with some countries,
we may be presented with the choi ce between naintaining
our relatively inmune status and not fighting the bad
user-generated content, or we could, well, by trying to
be good citizens, we expose ourselves to increased
liability.
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The second area where | think we're starting to see
sone |l evel of legal activity, and | don't think that
it's arisen yet to the level of actual litigation, is
again in the copyright area where, and to a | esser
extent trademark, where people, because of the nature
of the Internet, find it very easy to m sappropriate,
that's not sonething that cones as a surprise to
anyone. It was sonmething that was going to happen, and
different countries have different ways of addressing

t hat .

STEWART BAKER

Later on I'"'mgoing to ask you if you had to choose

bet ween nore effective international renedies as
plaintiff or the likelihood of nore judgnents agai nst
you being enforced in the United States as a defendant,
whi ch you'd choose, but I won't ask you yet.

Let's try unpacking sone of the |anguage from an e-
Commer ce perspective to see what this would nmean in the
context of a Web site or on an online service provider.

The plaintiff may bring an action in tort in the court

of a state in which the act or om ssion that caused
injury occurred. |Is that clear enough fromthe point
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of view of e-Commerce, is it usually going to be clear
where the act and om ssion occurred?

LAWRENCE T. GREENBERG

Vell, | think that the only way that it's really clear
is by letting it be infinitely broad, and say that,
"Ckay, the only true way for clarity is to say, well if

soneone was injured, where that person is, is the site
of where the act or om ssion occurred.™

Now, in reality that seens to be extraordinarily broad,
unjustifiably so, especially in the context of a gl obal
net wor k where anyone can go into business and have sone
sort of expectation that his or her business can be
accessed fromanywhere. | don't know if anyone
remenbers the tel evision advertisenent that was, cane
out about a year ago with a group of Japanese busi ness
peopl e discussing a bid that cane in froma supplier,
and it came fromMtchco, and Mtchco was a guy in his
coveralls, sitting at his conputer doing business with
the world. Now, Mtch in that exanpl e was consciously
choosing to do business with a Japanese conpany, and he
even, you know, said "Arigato"” at the end which showed
that he was truly a world busi nessman.
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In fact though, a lot of businesses don't actually know
or care where the people they are dealing with are,

especially in the case of businesses like ours which is
medi a and comunity, or Elizabeth's which is nmuch nore,

al though, I nean, simlar. For us, when we have
content out on The Mdtley Fool Wb site, which is
Fool .com and | encourage you to... well never mnd,

but on Fool.com we have a lot of material that we
wite, and we wite it inthe United States, and it's
oriented towards the U. S. securities markets, for
peopl e who are interested in investing, or saving, or
buyi ng i nsurance, or whatever have you, in the United
States. The advertisers that we have on the site, to
the extent they're financial service conpanies are
licensed in the United States. And if you click on an
ad for one of our advertisers, and try to open an

account fromBelgium you'll only be able to do that,
well, 1 guess you won't be able to do that through that
site, you'll have to go through the conpany's

equi val ent in Belgium assunming there is one.

However, well, anyone can go to the site and can read,
and assum ng they have sone way of trading, can act on
the information that they have, although not through
us. W have no connection to those people except in
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that, you know, we |like themto cone. Did our tort, if
we did one, take place in the foreign jurisdiction?

m ght argue, and | don't know whether it would work,
but I hope not to have to make this argunent any tine
soon, that in fact our entire relationship is with our
advertiser, not with the person who is injured, and
that we had no realistic expectation that we'd be
dealing with the person abroad.

Now, I"mnot sure | can really address the snaller or
hobbyi st sites that may have affiliate advertising or
banners for Amazon.comon their site, who are

busi nesses who may be defam ng or defraudi ng peopl e

| eft and right, assum ng goodw || and whatever, and
they may not have even the | evel of sophistication to
have an expectation that they are doing business on a
gl obal Internet despite various advertisenments from
conpanies |ike Cisco, that show the whole world.

So in any event, to nake an extraordinary | ong and
convol uted answer short, not everyone knows where

t hey' re doi ng busi ness, and not even everyone knows who
they' re doing business with, or even that they are
doi ng busi ness.
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MARC PEARL
Stewart, if | can.

STEWART BAKER
Yes, sure.

MARC PEARL
Even if one was to assune and junp to what Lawence is
tal ki ng about, that once being on the web you make the
assunption that you' re doing business with the world,
okay, you know, an unsophisticated, whether you are a
small Web site operator or a content provider, or a
service provider, or goods provider, products provider,
anywhere in the world, when you go into the Internet
envi ronnment, you make an assunption that you're doing
business with the world. And we've heard a series of
expl anati ons about sayi ng you can, you know, exclude
certain jurisdictions, void where prohibited, et
cetera, et cetera, but for exanple, in the tort round,
at least it affects in terms of ... you are at |east,
in doing business with the world, it's doing business,
it's establishing contractual relationships with
whoever responds to your store site, and says: "l want
to do business with you." and you set up certain terns.
Torts take you out of that realm
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And so exanple in the class action realm where
plaintiffs are in nultiple jurisdictions, how does that
work? | nmean, | don't have the answer. But if you in
fact are doing business with the world, and in fact
there are nmultiple jurisdictions of plaintiffs that
decide to have a class action suit against The Mtley
Fool anywhere in the world, how do you deal in the
context of even in an international convention under

t hose kinds of circunstances? So again | don't have
the answer. [|'mjust saying that in the context of
your “where it occurs” question, that's |left opened.

And in a tortious society, at least as litigators would
have us think, you know, every conpany is |eft open.
You can't say |'mnot doing, |I'mnot going to have any
tort claimagainst ne anywhere in the world, that's
just not practical.

ELI ZABETH BANKER

There's an additional problemfor conpanies that act as
a platformfor their users or those who woul d contract
for the purposes of hosting a store or a Wb site that
may do e- Conmerce. The people who contract for that
hosting of the store are actually the ones in the
position to determne who in the world they'l
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actually do the transaction wth.

The conpany that does the hosting of that store does
not have control over individual transactions. So in
cases where there may be an attenpt to hold the hosting
conpany liable for -- whether it's fraud or

m srepresentation or whatever the tort may be-- that
conpany had no participation in deciding whether or not
it was actually going to engage in a transaction with
this person in this foreign jurisdiction.

Simlarly, whether even outside sort of the e-Commerce
situation, if it's just posting of content, the user
can be anywhere. And one of the frustrating things for
online conmpanies, | think, is, even if you nake the
effort to draw sone distinction between a U. S. based
service that is just *
are directed to specific countries, nay be in the

.cont and foreign services which

| anguage of that country, and conplying with the | aws

of that country, you may still see foreign users com ng
to the “.conf site to engage in acts that in their
country would be illegal or subject them and also you

as the service provider, to liability.
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A VA CE

So it's not just the consunmer of whatever it is you're
offering, it's the contributor to the forumwho can
expose you to suit in an unexpected jurisdiction. |If
the guy wites in from Saudi Arabia, and posts
sonething from Saudi Arabia that is defamatory under
Saudi law, or otherwise in violation of it, then under
t he | anguage of Article 10, that's where the, it's
arguably where the act occurred and he and probably you
can be sued in Saudi.

ELI ZABETH BANKER
It puts conpanies in difficult positions in many cases.
One of them | would just use as an exanple, is where
you woul d see a site that was put up by a user, which
is critical of a politician, and the way they carry out
their official duties. In the United States, that site
woul d clearly be political speech that is protected
under the First Amendnent. In addition, as the service
provi der, you would | ook to the CDA and say, well even
i f sonebody was going to bring suit, you would have
t hat protection.
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In a country that does not have a First Amendnent

equi val ent and a CDA equival ent, you have to | ook at
the situation -- ask questions |like, what are the
jurisdictional issues here, what |anguage is it in,

what does the audience for this text appear to be-- and
make sone determ nation about the risk. It can be very
difficult to do. | think for U S. -based | awers, those
types of decisions can often be difficult to nake
because you're in a position where you' re sonetines
maki ng deci sions that go agai nst what you' ve been
taught going through | aw school and growing up in the
United States.

LAVRENCE GREENBERG

And just one thing | would add is that if you | ook at
the nore successful or nore prom nent web based U. S.
conpani es, a very high percentage of those are content
or content-related conpanies. And of those, a very

hi gh percentage of the nore successful ones, the ones
that are actually pushing the content side forward, a
|l ot of those do rely to a great extent on user-
generated content, whether it's an AOL, a Yahoo!, CNET
and a nunber of the other sites that aggregate

popul ation intelligence, allow groups of people to
apply their thinking to a variety of problens, Mtley
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Fool is one of those as well, these are the ones that
seemto be actually making sonme headway in the nmarket,
and ones that are perhaps nost vul nerabl e.

PERRY VI SCOUNTY

And | think another problemis forum shopping. For
exanple, with the proliferation of wreless devices
now, whether it's your cell phone which allows you to
access the Internet, or sone other device, you can be
anywhere in the world and post a statenent that defanes
sonebody. If you're sued here in the United States,
you have the First Amendnent as Elizabeth said; if
you're sued in the UK there's a different standard,
and the defendant has to go forward and has the burden
of proof.

So | think what you're going to see is where there's a
tort in one country but not in another, you're going to
have forum shopping since there are different standards
around the world. And | ook at the |anguage "where the
act or omssion occurred.”™ Well, if I"'mtravelling
into a foreign country and | post sonething on the
Internet, is that where the act occurred because |
happened to be in Saudi Arabia that day when | posted
it, or does it
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occur where the server is |located, or does it occur
where sonebody reads the defamatory statement sitting
in their office or home? So there's sone interesting
i ssues there on how you interpret where the act or

om ssi on occurr ed.

The sane thing with the injury, where did the injury
arise? Wll, what if you're a conpany or a person who
has a reputation in several different countries. There
agai n you have the potential for forum shopping, you're
going to pick the country which gives you the nost
favorabl e jurisdiction. 1In the past people would often
bring these cases where the defendant resides. Since we
have such favorable | aws here, especially in
California, suits are often brought here.

MARC PEARL

And that goes to a question that's going to go towards
the end of this session, Stewart, which is sonething
that | certainly, when | testified before the House
Judiciary Conmttee earlier this spring, the phrase was
that the problemthat the community sees, is that this
proposed convention nmay be putting the analog cart in
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front of the digital horse, and by that | nean, sone of
the issues that Perry raises and that Elizabeth and
Lawr ence raise, are issues that even at the front end,
in contract formation, and as we've heard over the | ast
two days, have not even been settled yet. W don't
even know the nature of e-Comrerce fornmation of
contracts, and yet the problemis, is that the
Convention, and it's not a probl em because we' re goi ng
to need it, and | think that that certainly enbraces
what Cat herine was sayi ng yesterday, but it, in
essence, conmes up with the conclusion on dispute

resol ution before we even have settled | aw on contract
formati on.

So we're settling in essence what the parties are
arguing over, or the enforceability of a court's

j udgnment, when as your question to Lawence and

El i zabeth said, we don't even have a | ot of case |aw on
which to build a framework of dispute resolution. So
that these issues that have cone up are things that
mght be a little bit too far ahead of the curve in the
context. ..

STEWART BAKER
Let me try out a defense of this, which says, you
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shoul d certainly expect to be sued where you are and
where you performyour acts, and therefore the notion
of jurisdiction under A) should not be, with the
exception of your vicarious liability for people
posting from Saudi Arabia, ought not to be a big issue.

The hard questions arise under B) where the injury
arose. There's been an assunption anong a | ot of e-
Commer ce businesses that a passive Wb site, certainly
based on U.S. law, a passive Wb site in which you're
not proposing transactions with people in jurisdictions
with which you're not famliar neans that you're not
likely to be subject to, of the jurisdiction of those
courts. But it seens to ne the kinds of torts that
we' re tal king about here, defamation, allowi ng SPAMto
be sent out, invasion of privacy, m sappropriation of
content, securities fraud, bad nedical advice, alnost
all of those things are things where just putting up a
passive site with words on it subjects you to having
caused injury in a place where people read it, even
t hough you haven't asked for a |lot of econonic
transactions in that place. That raises the question:
can you get out of being subject to jurisdiction there
by saying it wasn't foreseeable that the harm woul d
occur there. Do you buy that, do you think that courts
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are going to say: "Yes, it wasn't foreseeabl e that
this site would be read in this country."”

PERRY VI SCOUNTY

No, | don't buy it; I think many courts will find it
was foreseeable. You' re accessible, often tines
they'Il even find evidence that you knew people were
accessing your site froma foreign country. Let's say
you have a registration requirenent, or even if it's
voluntary regi stration, people mght input information
saying: "I'mfromthis particular country.” and that's
in your record. So the argunent can be nade, you knew
peopl e were accessing your site. Even if you're

passive and you're just providing information.

| think there's another problemhere with that |anguage
"where the injury arose”, and that is this
foreseeability test goes beyond our law. | nean, here
we have this case that basically says you have to
purposely avail yourself, and so you have to go to that
particul ar state and do business there, or transact
sonething there. Were here the argunent that it's
just foreseeable to ne is just so broad and really can
subject you to a finding in foreseeability anywhere in
t he worl d.
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MARC PEARL
Which is what we obviously saw in France with respect
to, you know, the Yahoo! situation as well. The fact

remains, is, is that if a local, very local site in
Quebec decides that in French it's going to in essence
comunicate and it's only considering itself to
communi cate content and information to citizens of
Quebec and Canada, does the fact that it's witten in
French and that it's available on the Web site of the
world, all of a sudden put theminto any French
speaki ng countries' |laws? Because there has been this
cul tural |anguage argunent that has been raised, that
you need to put things in | anguage, well if you put
into the | anguage, does that automatically then put you
into that country? And that's, and |I'm not even

tal ki ng about English in UK or somewhere el se, or Hong
Kong. So fromthat standpoint, those are the kinds

of ...

A VO CE
As long as you don't spell "utilize" with an S

MARC PEARL

Wth an S, exact, exactly. But | think that that's the
context of where it arose, what your intentions were.
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Tort takes you out of that, of business certainty. And
to a great extent, on behalf of the e-Commerce
comunity, we're not asking for guarantees, but we are,
in essence, asking for a sense of business certainty
when we're doing, when we are in fact entering into
contractual rel ationships.

And if any country can, in essence, or any party in a
country can skirt contractual law, then in fact you are
putting a danper, if not just a real mmjor wet blanket
on the ability for conpanies to want to nove into the

| nt ernet environment.

STEWART BAKER

Al right, let ne try another approach that | think a
def ender of the Convention would put forward. He'd
say, you know, yes, of course you have defanation

| awsuits and sonme of them could be based on the theory
of publisher liability, but if those judgnents were
brought back to the United States, the courts woul d not
enforce them they'd say, this is a violation of the
CDA and our policies, this is a violation of the First
Amendnent if the defamation theory is brought by a
public official. Are you guys confortable relying on
the public policy exception to enforcenment?
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ELI ZABETH BANKER

| think that that gets us sonewhere. It certainly

hel ps. It would take a | ot of the defamati on and user
speech-related clainms out of the mx. | think there
woul d still be a ot of places where we would stil

need to get sonme confort about how t he Convention woul d
wor k. For exanple, commercial transactions between
users and whet her or not the service providers are
going to have sone liability to the extent that
transacti on goes wong. Again, we wouldn't necessarily
have control over where the buyer was and the
arrangenent between the buyer and the seller.

O her situations include where there is msuse of a
service provider system-- whether that's SPAM a
hacki ng case, sonmething |ike that -- where you could
have a negligence claim a trespass claim I think
there are probably countless other types of situations
that could conme up that wouldn't necessarily be covered
by the CDA, the First Amendnent or some very clear U S
| aw or public policy.

STEWART BAKER
Yes, actually, |ooking over the | anguage, | think

JR/I b/ sg



| LPF - Annual Conference
- 184 - Sept. 12, 2000

clearly the First Anendnent protections would be
i nvoked.

MARC PEARL

But that's for... but we can't be, afford to be U S.
centric. | nean, it's not always going to be a U S.
defendant. | nean, if we're tal king about a French

def endant dealing with an Indian plaintiff, you know,
it my not in fact play out, and while 1'd |love to be
as U S. centric as possible, the fact is that we're
dealing in a nmultinational, you know, and mnultinational
cultural world. And | think that if we just even pul
out the U S. centricity out of this argunment, those

guestions still arise in ternms of trying to deal with
t hose conpanies. It mght give greater sense of confort
to U. S. businesses, but it doesn't give, | think, at

all any feeling of confort to anyone who doesn't have
t he sane kind of public policy |legal framework outside
of the U. S

STEWART BAKER

Al right. Wll, I think we ought to start turning to
the question of what it is that e-Commerce conpanies
ought to be thinking about this particul ar provision,
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and I'll conme back to Lawence and Elizabeth with the
guesti on.

On sone of these potential torts, it's conceivable that
your conpanies would be plaintiffs, you could be victim
of spamm ng or m suse of your donmain nanme in the

header. You certainly are going to be victins of

m sappropriation of content and intellectual property
viol ati ons, and domai n name, cybersquatting kinds of

i ssues, those are things where e-Commerce conpani es are
nore likely to be the plaintiffs than the defendants,
and enforcenent of judgnents is usually good for
plaintiffs.

On nost of the others, privacy and securities fraud,
and mal practice, and defanmation, the e-Comrerce
conpanies are likely to be the defendants rather than
the plaintiffs.

So, on balance, are you nore attracted to the prospect
of getting judgnments enforced or nore scared about the
prospect that judgnents fromabroad will be enforced
her e?
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LAVWRENCE T. GREENBERG

From a perspective of being risk-averse, |I'mnore
scared, and some of that is because in the end, as a,
in situation where we're plaintiffs, we're going to
have to go abroad and try to enforce things anyway.
And we're not necessarily dealing or... Let ne step
back.

As a defendant, one of the things that we really need
to worry about is not so much the forum because | nean
the forumis the forum and a place is a place, and
foreign | awyers are often | ess expensive than the U S
ones. The choice of the | aw though is where things get
particularly frightening. And when we're plaintiffs,
when we're injured abroad, well, we didn't plan for the
injury, so comng in a mtter of prospective thought,
you know, we couldn't necessarily evaluate what we were
going to have to do, because this is tort, not

contract.

As a defendant you |like to feel that you have sone
control over the consequences of acts that are going to
be attributed to you. So in the end, | think that
we're nore likely to be | ooking at | arge exposure than
we are to be |ooking at |arge | oss of benefits that we
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ot herwi se coul d have obtained through the tort system
But | haven't done, you know, detailed econonic

anal ysis, and | doubt that we'll have the opportunity

to do so.

ELI ZABETH BANKER

| would agree with Lawrence. | think the risk as a

def endant certainly outweighs the benefit of being able
to enforce judgenents internationally.

And | say that for a ot of reasons. | think one of
themis, in some of the issues you raised, where we
woul d be likely to be plaintiffs, there have been sone
things that have cone up that nake internationa

enf orcenent easier. | think the I CANN procedures for
resol vi ng dormai n nanme di sputes have been very useful

So it makes it less likely we would have to do a | ot of
| egal wangling to try and enforce sonething in that
situati on.

But also I think for a conpany |ike Yahoo! that relies
on third party created content, and third party

i ncl udes both users and conpanies that we would |icense
it from the idea of taking on liability for anything -
- and | love our users-- but anything our users could
do to injure
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soneone anywhere in the world and without being able to
control it; that liability exposure is a bit
frightening.

MARC PEARL

Stewart, one of the things that in transitioning from
an association to a law firmthat you begin... and

ot hers have taught nme, is that, | did sone, alittle

bit of |legal research in terns of the court, and cases
t hat have been out there, and one of the things that I
| earned in the context of tort in the context of
contract, is that, and it goes to what Law ence was
tal ki ng about, that the whole nature of a contractual
relationship builds into the prem se that the parties
have t hought about and built into the cost structure,
having in essence allocated the risk factor, and that
you build that in, in ternms of doing business in the
wor | d.

And if you, in fact, permt parties to sue in tort when
the deal goes bad in sonme way, will not only rewite
the agreenent, not in essence “foreseeable”, but, and
it wasn't part of the bargain that was going on, and
that the theory in the United States, and only as what
|"ve been able to see in just a few other countries,
it's the Econom c Loss Rul e of
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Canada, the UK to a certain extent, Australia, New

Zeal and and Hong Kong, and that's about it. That we
don't even have a settled approach to this kind of
econonm c | oss theory, so that as conpani es, whether
they'd be U S. or others who do business on the web,
are caught between being able to in essence build into
the cost factor the possibility that you are going to
be sued outside of the contract, and it's going to hurt
any conpany's ability to do that.

And so, | would point people to one federal law in the
U.S. which was witten in the context of an electronic
comer ce environnent, which was the Y2K Act of | ast
year. And built into that was definitions on economc
| oss rul es, and under what circunstances, even fraud in
t he i nducenent was dealt with in the context of that,
because it basically laid out that if you're only
suffering economc |loss, you can't go into a tort

t heory.

If that kind of concept, again at the front end, and
"' mnot necessarily saying that at this conference
we're going to be able to debate even through this
convention, that the economc |oss rules are now going
to codified in treaty |anguage, but if that kind of

JR/I b/ sg



| LPF - Annual Conference
- 190 - Sept. 12, 2000

concept has at |east begun to be enbraced in the

i nternational global digital environnent, we have a
better sense of then building into the cost structure
of conpani es whether it'd be Mtley Fool or Yahoo! or a
financial institution, how do you deal then with people
that are going to be injured, again whatever that

means, but in the context of a contractual

relationship. And | think that we're not there yet.

STEWART BAKER

W're starting to tal k about ways in which one m ght

tinker with the provision to make it nore attractive,
and | think we do want to tal k about that, but let ne
give Perry, and also you, Marc, because |'m not sure

you have been put this question directly. If you had
to vote yes or no, in or out on this |anguage, where

woul d you be?

PERRY VI SCOUNTY

| would say out. Like the others, | am nore concerned
wi th judgnents being entered in a foreign country and
then enforced, than | am about being able to do the
opposite. | do worry about it. | think it's a good

i dea but 1'm concerned about the exposure. And I
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can't get confortable with the fact that you can
negotiate a contract, you can decide on what |laws w ||
apply, where the venue will be, you can limt damages,
but the tort area throws a nonkey wench into this
whol e thing, and you really can't predict with
certainty where you' re going to be sued, what |laws are
going to apply, and what the result will be. So |
woul d vote no.

STEWART BAKER

Mar c.
MARC PEARL
Well, if we looked to Article 6 in terns of the

contract theories and we buy into the foundati on upon
whi ch the Convention is comng, which is, there is a
rel ationship that exists in the comercial civil world,
and that we are in fact going to |l ook to the
contractual theories, then obviously actions in
contract would be better then all of a sudden com ng up
with this dangling creative article for |lawers to say:
"Well, if you don't like Article 6, and that doesn't
sol ve your problem then we're going to nbve you very
conveniently into sanctioning on Article 10 which
says... and you al ways have the opportunity to argue
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that it was a tort."

STEWART BAKER
For those of you who've seen John MacLaughl an in
MacLaughl an and Conpany, | will say "Marc votes out."

MARC PEARL

Right. And it goes to what | think that the U S
government and what others were tal king about in Otawa
at the e-Commerce experts, which is that at the very

| east, it's certainly a grey area, it's certainly

sonet hing that needs to be further dealt with. And I
don't know that all of those issues have been raised in
the context of the e-Commerce. In the analog world,
the tort aspects of, you know, injury, may in fact be
necessary. | know that the trial |lawers really care
about a product comng from Taiwan and bl owing up in
soneone's face in Paris. There's no question about
that, that's a tort. But in the e-Commerce
environnment, what | think we're tal king about is, in
many a | arge case, economc loss only, that's the only
injury, and that's not fully defined, and it's not

wor ked, and it's very vague, and that's why we're |eft
with the... it's got to be...
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STEWART BAKER

So let's explore for the next few m nutes the question
of what it would take for people who care about e-
Conmerce to nove from“no” to “neutral” on this. |
think that's sonething that we ought to be thinking
about. Marc put forward one idea, it's to say we're
goi ng to exclude econom c | osses fromclains that can
be made under Article 10, that's certainly one
approach. 1'll put a couple nore that came out of this
because I'mstruck by the fact that it's not clear

whet her many of the torts we've been tal ki ng about
could be described as nere econonmic |oss: defanation
certainly not, spamm ng, m srepresentation, also not
purely econom c | oss, privacy interests,

m sappropriation of contents, securities, fraud,

medi cal mal practice, domain appropriation, production
of viruses, those are all things that cause | osses that

are not quite economc loss, | think intentional
interference with contractual rights arguably is. So
we haven't... we know this list down of |awsuits that

we're worried about too nuch.

MARC PEARL
But you're asking for an econom c recovery, correct?
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STEWART BAKER
Well, so are you if it blows up in your face, all you
want i s noney.

MARC PEARL
O your nedical bills paid for or sonething like that.
| mean. ..

STEWART BAKER
Ckay.

MARC PEARL

Wi ch, yes, is noney, but is in a different context.
And are these, are these torts that have been raised
arising out of a contractual relationship or not, and
in sone of the cases | would grant that Perry's
exanpl es were not always in every instance arising out
of a contractual relationship. And on that case, we
m ght be able to find sone senbl ance of order as the
Conventi on approaches.

But | think that the issue is maybe not, whether or not
there's economic loss, but is the claim again you
know, those of you who don't want to tal k about cause
of action in the context of this Convention present
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probl ens, but is the claimarising out of a contract,
and if the claimis arising out of a contract, should
we not default to a contractual theory?

STEWART BAKER

Let nme ask Elizabeth and perhaps Lawence a sinmlar
guestion. A lot of the things that you' re worried
about are what you m ght call vicarious or secondary
liability, liability for the principal wongs of other
peopl e, the defamation, securities fraud where you're
not running the site, nedical mal practice from bad
information. Wuld it ease your mnd if this could be
drafted so that it excluded that kind of secondary
vicarious liability for the acts of others fromthe
scope of this mandatory jurisdiction?

ELI ZABETH BANKER

| think for a conpany |ike Yahoo!, and I'mreally going
to draw a | ine between the types of services we provide
in the e-Commerce space and the types of services that
ot her conpanies that actually are selling a product

t hensel ves conduct in the e-Conmerce space, | think on
this issue there's a huge difference. For us, that
type of provision, if appropriately crafted, would
probably give us a | ot of
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of reassurances. It doesn't nmean it would solve all of
the problens, but it would certainly give us a much

| arger confort factor with the provision that we
currently have.

For conpani es that are actually engaged in e-Comrerce
transactions on their own behalf, they're not sinply
providing the platformthat the buyer and seller use to
neet up with each other, | don't think that woul d be of
much use to those types of conpani es.

LAVWRENCE T. GREENBERG

| mean, the vicarious liabilities is a serious concern
and relieving us of it would be sonething that would
matter. | nean, obviously execution is inportant and
if this is something that is a potential basis upon
which a U S. court mght decline to recognize a foreign
judgment, that would introduce discretion into the
process, although it would still be sonething of an

i nprovenent .

At the same tine, it doesn't introduce sone of the

| evel of predictability into our business specifically
to the extent we are a nedi a conpany produci ng cont ent
on our own. But it's definitely a step.
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STEWART BAKER

Anot her way of cutting this, would be to say that apart
from m sappropriation of copyright and trademark IP
protected material, that sinply providing information,
maybe on a network, if you were narrowing this down,
isn't subject to Article 10. So that no tort in which
the provision of information is the heart of the claim
is going to be subject to the enforcenent provisions of
Article 10.

MARC PEARL
That's better.

STEWART BAKER
You |li ke that?

MARC PEARL

Vel |, whether you, if you are a conduit of sone sort,
as Yahoo! or, to a certain extent any, an auction site,
or you know, it raises, and | was raising it... you
know, "the knew or should have known". You know,
soneone sends an e-mail to Yahoo! or eBay or sone site
and says: "You know, there's sone very hot stuff going
on there, you need to take action.” And if you don't
take i nmedi ate action, are you then under this theory
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that you're tal king about, making you subject to an
Article 10 cl ai n®?

And | don't know how, | know that what we were
wrangl i ng through over the course of three years on
just the copyright arena in the Digital MIIenium
Copyright Act, | don't know if we want to open
ourselves up to that kind of vagueness at the front end
of a discussion on dispute resolution before we've even
settled what the nature of the different kinds of

busi nesses are there in the world.

ELI ZABETH BANKER

The Digital MIIlenium Copyright Act in the way it
decided to create a sort of safe harbor just for
hosting content and with the notice and take-down
procedure is dramatically different fromwhat you see
in the Conmuni cations Decency Act, where it gives us
the discretion to renbve or not renobve once we're
notified, and we're still not going to be held liable
as the publisher of the material if we're not the
creator of it.

There are different nodels out there, but they're
dramatically different nodels. And in choosing how to
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create this sort of exenption or provision, it would
be. ..

STEWART BAKER
Conpl i cat ed.

ELI ZABETH BANKER

you'd have to be very careful about how it was
done. And al so, |ooking fromthe perspective of people
who might be plaintiff in tort actions, you don't want
to draw it so broadly that they couldn't actually get
to the person who is the originator of the content as
wel | .

MARC PEARL

And that goes to 10.4 that we really didn't tal k about.
If an action is brought in the courts of a state only

on the basis of that injury arose or may occur there,

those courts shall have jurisdiction only in respect to

the injury that occurred or may occur in the state,

unl ess the injured person has his or her habitual

resi dence in that state.

What if in fact, what would an injunction or a take-
down order simlar to what we saw in the Digita
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M || eni um Copyright Act, what effect would that have on
out side borders of that state asserting the
jurisdiction if there's a take-down order? For Yahoo!
and Anywhere or any, or Anmazon., you know, France, or
whatever. And so that in essence the whol e nature of
an injunctive relief aspect of this is going to weak
havoc. So it's not, | just sinply raise the question
in the context of, a sinple tinkering of the |anguage
is not necessarily going to solve all the problens.

STEWART BAKER
| wanted the give the audience a chance to ask us a
coupl e of questions before we break. Yes.

ED LAU

|"ve been very interested in this because | think that
there's also other areas of torts that we haven't

real ly touched upon. There is a whole area of comrerce
that's revol ving around el ectronic conmerce that
originates fromoverseas, and | think we've got to | ook
at it as very inportant.

The fact that... |'ve been present at sone of the

nmeeti ngs that have been occurring at The Hague, and
what | can say, and sone of the defense is, that at the
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time that these articles, such as Article 10, were
originally drafted, we weren't thinking specifically
about el ectronic comerce. W were tal king and thinking
about general commerce and the tort liability that

m ght arise from defective products and so on.

Now, there nmay not be a whole |ot of |awsuits going on
interns of tort injuries, but I think the perception
is that a lot of that, and we're tal king about tort
injuries of a personal injury type is not occurring
because a |l ot of the countries where these products are
comng fromjust sinply don't recognize American
judgnments, and we're looking for a way to be able to
bring that in.

Now commerce, | think, is going to increase in terns of
the sale of products. W're going to see nore and nore
tel evision advertisenents where there's nothing nore
than a ww. xyz conpany, and they're selling products
there. There are whole areas of even retailers that
are being solicited through the Internet, from other
countries, where they say: "W've got sone brillant
new products here, we can send you sone sanples." and
you |l ook at it, and you order these products off of the
I nternet and the product cones over here it's non-
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conform ng or maybe it's even a dangerous product.
Maybe it's sonething as sinple as a Christnas tree

| ight that overheats and it causes a fire, and you have
massi ve anounts of potential tort liability.

| think that we've got to separate the fact that at the
time that this particular draft treaty was bei ng worked
upon, because we didn't have a focus on the e-Commerce,
and that's why we've only had this focus, | think, for
the | ast couple of years when we are | ooking at the e-
Commerce, we need to get nore dial ogue so that we can
figure out: how can we enact a treaty that's going to
take care of general tort liability in terns of
products, liability, personal injuries and so on, and
still not harmother areas. The things that are nore
of concern to ne is sinply that there are whol e areas
of |aw that nmany peopl e have just, who are present at
The Hague, haven't thought about the inplications of
the rules as they are right now, sinply because we have
not been exposed as we have in neetings like this to
see that there may be sonme negative inplications of the
way this treaty is drafted. And certainly this treaty
is not inthe final form it's just a prelimnary
draft.
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| think that everybody really is very much interested
in getting |ive exanples that people, such as
your sel ves, can provide, that are very hel pful in

hel ping to anal yze where the deficiencies are, and how
we can add | anguage or put in other things that m ght
soothe the problens that this treaty may cause to sone
of the e-Commerce areas and intellectual property
rights. But | think that we need nore dial ogue on this
and | think that's really the focus that |'ve been
updating in ternms of being here for the |ast day or so,
because it's been a very stinulating understandi ng of
problens that | haven't really thought about. But |
think we need nore neetings like this to be able to
find a way of balancing all of these different

i nterests.

STEWART BAKER

Yes, | think we all agree, we're always di scovering new
ways in which electronic comerce is transform ng our
lives. Just today, | discovered that |'m conpeting on
rates with Mal aysi an and Venezuel an | awers, and not
too damm well, | guess. Oher questions, yes.

ADAI R DYER

| wanted to ask, what is the devel opnment so far of
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liability insurance for conpani es that are engaged
either as platfornms or as an e-Commerce? |Is this a
new y devel oping field too, because | suppose that
writing insurance for conpanies like yours is not |ike
writing insurance for General Mdtors or nore

traditi onal conpani es.

MARC PEARL

Let nme... nost of the insurance conpanies, the risk
managers of the world have not, are not e-Conmerce
savvy at this point. W saw, the first vestiges of it
in ternms of how they wanted to exclude, and this was
not just the U S. issue, this was a gl obal issue, they
want ed to exclude coverage, for exanple, on the Y2K

i ssue, and we got wind of that over two and three years
ago. |It's going to be less, much nore difficult for a
conpany that wants to insure any conpany that does

busi ness on the web to in essence exclude probl ens that
happen on the web obviously. So, not to use any of the
conpani es but the Zurich's, and the AIG s, and the
Chubb's, and the St. Paul's, and the international

i nsurance conpani es that are desirous of doing business
in the e-Commerce environnent are becom ng very very
aware now, slowy but surely, of issues such as

i nformation security and
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privacy, the kind of firewalls that are put up and the
kinds of liabilities that they're willing to do.

The problemis that the exi stence of a Convention that
opens up the flood gate of potential lawsuits in a
tortious environment as opposed to a contractual
environnment in essence scares off risk managers, sure
scares of f the insurance conpani es, because if, in
fact, there is this global Convention which says you
can be sued under tort in any jurisdiction in which
your site nay be able to be accessed, it's going to
obviously lower their ability to provide a sense of

ri sk managenent .

STEWART BAKER

Al t hough | assune anybody who's doi ng busi ness on the
Internet in a big way has basic liability insurance,
and the question | guess is, have insurance conpanies
begun to | ook for creative ways of excluding foreign
liability?

LAWRENCE T. CGREENBERG

Not yet, at least not with us, and | hope you don't
give themany ideas. In 1996..
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STEWART BAKER
| don't know, we've go to talk about ny rates first.

LAVWRENCE T. GREENBERG

When we first went out seeking insurance which
coincided with our bringing in a |lawer for the first
time, the insurance conpanies were |argely cluel ess,
and after nuch negotiation cane back with a policy that
covered us for everything except copyright, securities,
trademark... But if we ran soneone over using the
Internet, we would have been okay.

In 1999, when we just revisited the coverage that we'd
actually finally managed to inplenment, the insurance
conpani es had at |east cone up with nmarketing packages

that covered a | ot of what was necessary. | guess the
next step for themw ||l be to carve out frightening
international liability, but until Stewart raised it, |

don't know that they were going to.

ELI ZABETH BANKER

And | would say that the insurance conpanies are

devel opi ng sone speci al packages that are designed for
I nternet uses or at |east technol ogy conpani es, whet her
it's hacking insurance or
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the types of insurance products that are offered for
auction transactions, for the actual users. Wi | e
transaction insurance is not necessarily directed at

t he conpany that provides the platformfor the auction,
it does limt the liability exposure because the
custoners are going to be taken care of in the end.

STEWART BAKER

There's just two people standing, and that's going to
be all the questions we're going to take, and |I'm goi ng
to ask that you keep them short and the answers too,

pl ease.

EM LY FRYE
Let nme just conme on very quickly on the insurance
matter. Wthin the past 18 nonths, | know of three

conpani es, | arge conpanies, including LLoyd s of

London, that have cone out with policies specifically
directed at the risks associated with doi ng business on
the Internet. |[If you need nore informtion about that,
|'"d be happy to talk to you, and | do not represent any
i nsurance conpany.

| amEmly Frye with Eyewitness, and | wanted to just
ask if you folks, specially on the right, but as well
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you folks on the left, Marc and Perry, because you've
encountered a nunber of businesses hitting these

i ssues, |I'munder the inpression that basically, both
under the Section [inaudible] of the CDA and according
to the line of case |law that we' ve seen devel opi ng
about types of people who just provide information
conduits, as well as |aw under the EU that protects the
mere conduit of information, in other words

comuni cation service providers, it grants these people
sone qualified level of inmmunity, that we're at |east

| ooki ng at a category of people, of service providers
that has sonme recognition of getting out of the
liabilities that we've been tal king about when you get
out of the contract situation and into the tort
argunent s.

"' mwondering, especially if you guys, have you taken
these bits of law, the EU directive and these case | aw
anal yses that we've got in the U S., and have you tried
to apply themto your own situations, for instance, and
this is just sonething that cane to mnd, drawi ng an
anal ogy such as suing nme, Yahoo!, would be nuch akin to
sui ng the shi pper of a defective product. The injured
consuner could sue the naker, but they couldn't ne as

t he boat owner, have you thought about these argunents
at all?
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ELI ZABETH BANKER

Sure, | think the really hard problemw th torts is
that the difference between being able to prevail on a
case and being able to bring it is dramatically
different. And I think for conpanies that really have
a gl obal presence and are perceived as having deep

pockets, the lawsuits that will be filed tend to
out nunber the ones that actually have nerit by such a
huge anmount that we're still very sensitive to anything

that does not give us sort of an easy and quick way to
end a suit.

MARC PEARL

The copyright theories of DMCA and of the directives to
a certain extent, even as Ed was tal king about, do not
necessarily translate autonmatically into the general
commerce arena that is being dealt with by the
Convention and by this Article. And therefore, one of
the things that we try to do in the Y2K Act for
exanple, is to try to di ssuade conpani es from j ust
sinply bringing these suits. And we saw law firns
around the world, we did one search early in 1999, that
there were 11,000 law firms in the world that had set
up, quote unquote "Y2K" practice. They didn't set it
up because they thought it wasn’t going to make noney,
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they set it up for reasons that they thought in the
contractual e-Conmerce tort realm they could bring a
litigation.

And that's exactly what | think is the fear of a | ot of
busi nesses, that because e-Commerce exists, because we
can bring the |awsuit, we can sue up the wazoo, and
that's, and Article 10 seens to at |east give sone
support for that kind of |egal theory.

STEWART BAKER
Last question, and it really better be short.

Pl PPA LAWSON

Ckay, | do want to thank you, first, Stewart, for

hi ghlighting the fact that the business concerns raised
on the panel and | think generally about The Hague
Convention are driven by business in their role as
defendants in lawsuits, and that no one up there is
speaking really on behalf of the plaintiffs' side of

t he issue.

And it's that which, the issue which really drives ny

guestion here, which is, | come from Canada, in Canada
we have cost rules which do a pretty good job of first
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of all preventing...

STEWART BAKER
Is this a question or a speech, okay.

Pl PPA LAWSON

Yes, no, no, it's a question, a frivolous and vexati ous
| awsuits, and actually of discouraging |awsuits
generally, and | realize you don't have such rules in
the United States.

So ny question is, to what extent would nore adoption
of such rules in the United States and el sewhere where
they don't exist help this problen? To what extent
woul d it go towards resol ving the problens we're

tal king about, sinply by mnimzing the anount of
litigation?

LAVWRENCE T. GREENBERG

VWll, | think that woul d be a rel evant cal cul us,

al though at the sanme tine it... depending upon the
actual law that applies, we still could be | ooking at
the possibility of losing, in which case we still have
to consider the vulnerabilities because you can bring
suit for just about anything, sonetines you can w n,
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and because we're dealing with varying | egal
environnments in countries that we don't actually even
know that we're going to have full nexus with, we stil
have the concern over that vulnerability. But yes, the
cost issue as a way of deterring suits, in a |ot of
countries it works.

STEWART BAKER
I"d like to ask you all to join ne in thanking these
panelists for their presentation. Lunch is served.

LUNCHEON
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RUTH DAY

W have two outstandi ng panels on cross border issues
inintellectual property and copyright this afternoon,
so let us begin with the very first one, with Professor
Gol dst ei n.

CROSS BORDER | SSUES | N COPYRI GHT AND TRADEMARK LAW

Basi ¢ Concepts and Recent Devel opnents, United States,
Japan and t he European Union

PAUL GOLDSTEI N

Thank you, Ruth. | think it's only a snal
exaggeration to say that in the age of the Internet,
all of the nost chall engi ng questions of copyright and
trademark | aw are questions of cross border
jurisdiction, questions that in Europe are comonly
cal |l ed questions of private international |aw.

The gl obal reach of the Internet and the ease with

whi ch contents protected by copyright and/or by
trademark, the ease with which that content crosses

i nternational boundaries accounts for the unprecedented
confluence of the very difficult and econom cally
consequential issues that this panel will be addressing
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this afternoon.

Just as an exanple, that's, | know, in the mnds of
sone people here, can a conpany that is treated as a
copyright or trademark infringer in country A escape
liability for copyright or trademark infringenment by
noving its servers to country B while still serving and
gai ning revenues fromcustoners in country A? Can
country A seek to halt this activity on the part of its
abscondi ng conpany by extending its own copyright or
trademark | aws to cover its conduct in country B; can
it enmploy choice of lawrules that will effectively

i npose the law of country A on conduct occurring in
country B?

This is the class issues that the two panels this
afternoon will be discussing. The first panel before
the break will lay the basis for the consideration of

t hese issues by setting out sone basic principles of
territoriality and private international law in the
context of intellectual property. The second panel,
and | would add that the first panel will conclude with
a description of an alternative way of dealing with
cross border issues outside the traditional confines or
structure of private international law, and that is the
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context of ICANN in the UDRP.

The second panel will then focus on some specific

i ssues, particularly as they are raised by two quite
controversial cases, the i CraveTV case, and the Napster
case.

Now to start us off with some of the basics of
jurisdiction and territoriality, Professor Naok

Koi zum w Il describe the situation of territoriality
in Japan. | woul d encourage however those of you who
are interested, not only in Japan, but in rules
respecting territoriality, really the issues that 1've
di scussed just a nonent ago, around the world,
particularly both in the U S. and in Europe, to pay
particular attention to the description of the
situation in Japan

As it turns out, and this is the comment that | wll be
maki ng foll ow ng Professor Koizum's presentation, the
rules on territoriality followed in Japan are very
closely parallel to the rules followed as well in the
U.S. and throughout Europe. So for that, and other
reasons, please do give close attention to M.

Koi zum 's presentation.
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| would add that Professor Koizum is professor of |aw
at the Sophia University, the Faculty of Law in Tokyo,
where he teaches and specializes in witing on
intellectual property law. | had the great pleasure of
first neeting himback in 1989 when he was a visiting
scholar at Stanford Law School where | am based, and
he's al so been a visiting scholar at the Max Pl anck
Institute in Munich. Professor Koizum.

NACKI KO ZUM

Thank you, Paul. First of all, | thank Chairman Katoh
and the Director Day for inviting ne to this
significant conference, Jurisdiction the Ilnd. It is a
great honour to nme. | believe, even in the Internet
era, the best way to achieve a mutual understanding is
to meet and talk face to face. M presentation focuses
on the scope of territorial principle in Japanese
Intellectual Property Laws.

Intellectual Property Law has been doni nated by
territorial principle. Territorial principle has two

| egal usages. First, the territorial scope of any IP

| aw of a country shall be [imted to the border of that
country. Unaut horized use of patented invention
abroad, for exanple, will not normally be an
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i nfringenent of the donestic right.

Second, territorial principle also designates the |aw
of the country where the protection is clained of the
applicable law to the infringenment suit. Territorial
principle is, in other words, a conflict-of-Ilaw rule.
Mostly the protecting country is the country of the
court. But this will not always be the same. The
protecting country will not always nmean the country
where the infringing suit is raised. For exanple,
Tokyo district court mght apply the U S. patent law to
a case involving a patent of an Anerican inventor,

all eged to be infringed by a Japanese firm

Territorial principle mght lead to unjustifiable
results. Japanese coll ege students, using an amazingly
efficient MP3 search engine distributed fromthe server
abroad, reproduce nusical works w thout perm ssion by
the rightholders. The downl oading shall be itself, or
m ght be itself an infringenent of the Japanese
copyright law but it is of course alnbst inpossible to
enj oin each downl oadi ng done at hone or in the college
conput er center in Tokyo.

By distributing the search engi ne software by, or the
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system the conpany abroad m ght be or should be held
as a joint tort feasor or a contributing infringer.

The problemis, under current Japanese |aw, the server
that transmts the software is |ocated abroad, i.e.,
the alleged infringing transmtting act is done outside
t he boundary of Japan, therefore, territorial principle
will normally exenpt the foreign conpany fromliability
under current Japanese law. |Is that a fair result?
That's the problem

Then, what is the rationale for territorial principle?
Wiy it exists?

Territorial principle is anmong the first principles of
International Intellectual Property. Strangely enough,
to locate the rationale for territorial principle is
not an easy task. Like nany other countries, we find
no express provision stating territorial principle in

t he Japanese trademark or copyright |aw.

First of all, where is territorial principle stated?
It is fair to say, at least for industrial property
i ncludi ng trademarks, international agreenments only
vaguely refer territorial principle. The first
candidate is the i ndependence of each country's

JR/I b/ sg



| LPF - Annual Conference
- 219 - Sept. 12, 2000

intellectual property rights fromthe other countries
stated in the Paris Convention, Article 6, Paragraph 3,
and the Berne Convention, Article 5, Paragraph 3.

Even though the international agreenents, including
Paris, Berne and the TRI Ps have achi eved remnarkabl e

har noni zati on of the substantive |evel of IP protection
anong the nenber countries, there still remains uni que
provi si ons which represent the cultural-industri al
policy of each country, for instance, droit de suite,
folklore rights. The principle of independence takes
that kind of peculiarities for granted.

But | nust say the independence principle offers no
good expl anation for territorial principle. The two
are i ndependent notions, | say. Suppose trademark |aw
of country A reaches extraterritorially to an

unaut hori zed use of a registered mark abroad. As far
as the law of A defines the scope of territorial
application of the law A, the law A is independent form
ot hers. Nonethel ess, such extraterritorial application
will not be inconsistent with territorial principle.

The second possi bl e explanation will be the National
Treatnment stated in the Paris Article 2 and the Berne,
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Article 5, Paragraph 1. Late Professor Friedrich Karl
Beier at the Max Planck Institute for IP in Minich was
t he nost fanous advocate of this theory, and nany ot her
schol ars have supported it. But this theory is not
wel | grounded too.

Nat i onal Treatnment only obliges each nmenber country an
equal treatnment between donestic people and foreigners.
Suppose the Japanese Patent Law is anended, and it
applies U S. Patent Law both to Japanese and Anmeri can
patent holders. National Treatnent will allow this
anendnent, but territorial principle will not, as far
as U S law applies to infringement occurred in Japan.
That is why the recent Japanese Suprene Court decision
has only stated, territorial principle is a conflict-
of -law principle and cites no concrete statutory
provi si on.

On the other hand, we could find a nore plausible
explanation for territorial application of copyright
law. Article 5, Paragraph 2 of the Berne Convention
designates the |law of the country where the protection
is clained of the applicable |aw to consider the
copyrightability and scope of protection of a work.
This provision is not perfectly clearly articul at ed,
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but we mi ght read this paragraph as foll ows:
The | aw of the country where a use of
copyrighted work, for exanple, unauthorized
downl oadi ng, broadcasting, occurred is the
| aw t o be applied.

And this will explain territorial principle.

Then, what is the rational e?

One could trace the origin of territorial principle
back to the sovereignty of King and Queen. Patent

nonopoly reached only donmains the King ruled. It is
true, even today, patent |aw and copyright |aw reflect
the industrial and cultural policies of a State. In
ot her words, the rationale will regard IP | aws as
exerci se of sovereignty of that country, like tax |aw

or crimnal laws (public |aws we say in continental
usages), rather than private property law. Fromthis
characterization, it could followthat IP |laws are
totally exenpted from choice-of-law rul es and
perfunctory dom nated by the TP or territorial

pri nci pl e.
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This seemingly extrene attitude has actually recently
been supported by Tokyo H gh Court. The defendant is a
Japanese firmlocated in Japan. The firmis alleged to
contributory infringe U S. patent by exporting to a
US firminthe States directly infringing the patent.
The defendant may, under U.S. Patent Law, Section 271,
whi ch explicitly reaches contributory infringenent
occurred abroad. Tokyo Hi gh Court, admtting
jurisdiction, denied application of the U S. |aw and
dism ssed the plaintiff's injunction claim Tokyo Hi gh
Court reasoned patent |aw applies territorially,
therefore the plaintiff couldn't raise injunction suit
under the U S. |aw before a Japanese court.

The court seened to deny the application of a foreign

patent law totally. |It's not totally clear, but it
seens so. One might advise the plaintiff, go to the
US. court. 1It's not always practical for a Japanese

plaintiff owng US. patent who finds difficulty in
normal |y expensive | egal proceedings before U S
courts.

Now, let us turn to the scope of territorial principle

under Japanese | aw. The Japanese trademark | aw has
provision for indirect infringenent. Unlike the U S
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| aw, the Japanese law is silent whether a contributor
abroad is also an infringer or not. So far no case has
been reported on this point. But froma recent Tokyo
District Court decision, we mght infer a general
rel uctance, reluctance to extraterritorial application
of IPlaws. Pointing that extraterritorial application
of patent right conferred by the U S. Patent Act
contradicts public policy of Japan, the court denied
application of the U S. Patent Law, Section 271, to a
case involving an instigation done by a Japanese firm
Conpared to the Hi gh Court case |aw nentioned above,
the district court followed a normal conflict analysis
first, then it chose the U S. |aw as applicabl e one,
nonet hel ess, the concl usi on was deni al of the
application of a lawwith extraterritorial application.

| suggest, with many col | eagues in Japan, an
extraterritorial application of IPlawto a
contributory infringenent abroad. First, the Japanese
| P laws have no definite provisions that l[imts the
territorial reach. Territorial principle only dates
back to traditional concept of King' s dom nion

Second, there exist cases where an infringenent act
consists of a series of wongdoi ngs across the border,
that's clear. As far as these are deened to be one set
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of infringenment, it is absurd to forget sometines nost
vi ci ous one done abroad.

Then, assuming territorial principle, then, which is
the law of the protecting country? This is an easy
guestion in nost cases. For exanple, the country where
a counterfeit software is made, or the country where a
| uggage bearing fake trademark is produced.

On the other hand, satellite broadcasting is a nore
conplicated case. An act of broadcasting begins with
transmtting or uploading the radio wave to the
satellite, and ends with receiving the wave fromthe
satellite. Cearly there are two options for the
protection, for the law of a country to be cl ai ned.
The transmitting country or the footprint country, the
EC Satellite and Cable Directive of 1993 has, after a
| ong debate, chosen the |aw of the country from which
the wave is transmtted as the protecting country.

Bet ween countries having relatively well harnonized
copyright statutes, like the EC, it will not nake a big
di fference under whichever | aw the cl earance of
copyright is executed, also the rule where the

conveni ent for the content user w thout doubt.
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But one may take advantage of this rule though.
Transmitting fromcopyright-haven country will save
| icense fee. Unauthorized broadcasting will damage the
econonm ¢ and noral interests of the rightholders in the
country where the audi ence watch the TV, never the
people living in the country where the rocket has been
| aunched. | suggest the protecting country for
satellite broadcasting shall be the footprint
countries.

The nore difficult is Internet, though. M theory
(actually Ex-WPO Director Boggs) will lead an

i mpractical result, that one nust be worl d-w dely

aut hori zed before he or she uploads the content to the
Internet. Wen, in contrast, when we adopt the EC
Directive theory above, only to | ocate the server and

ask the rightholder will vanish the concern for
infringing. M opinion is a conpromse, a two-tier
rule for choice, for us, the code will consider

transmtting country's role, when the country wll
protect the work well under the supportive level, the
courts shall turn to the role of the protecting
country.

As for trademarks, simlar problens exist. Japanese
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conpany A would use a registered trademark, and ask the
perm ssion by the Japanese rightholder. She m ght be
accused to be an infringer by a righthol der abroad who
has the right to the sanme mark of that country. Shal
we require the conpany search and cl ear every trademark
rights in the world? O, is that fair, one could be
exenpted fromliability after he has, or he or she, has
cleared the trademark rights in those countries where

t he nost peopl e understand the | anguage in which the
Wb site is witten? The problemis for Web sites in
Engl i sh or Chinese, unlike Japanese, this will not be a
big confort for woul d- be users.

| could wap up. First to tract an act of contribution
abroad as a part of domestic direct infringement wll
not contradict with territorial principle. Then the
protecting country shall be the country of where
normal |y danages resulting fromthe infringenent

occurs. That may include every footsteps in the
cyberspace, but reasonable Iimtation is to be allowed
so far as the user has taken reasonable steps. For
trademar ks, | anguage m ght be a cl ue.

Thank you for your attention.
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PAUL GOLDSTEI N
Thank you very nuch, Professor Koizum . |'ve been
asked to say a fewwords to fill in the picture on

jurisdiction and territoriality in the United States
and in Europe, in the European comunity.

As | indicated in nmy introductory remarks, it's not too
difficult to fill in the details and sone of the
differences fromthe very basic points made so well by
Professor Koizum . As | indicated, there is a strong
degree of parallelismbetween the rules on
territoriality and choice of law in Japan, and those
foll owed el sewhere in the world.

Certainly, the basic rule on territoriality is the sanme
worl dwide. That rule is that a state's, a country's
prescriptive conpetence, that is its power to nake

rul es that govern the substantive conduct of
individuals on its soil, a state's prescriptive

conpet ence ends where its national boundaries end. The
principle or the reason, the rational e underlying the
principle of the rule of territoriality are essentially
derived fromnotions of comty, respect of one
sovereign nation for the power of another sovereign
nation respecting conduct on its soil. These
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principles, | mght add, to state the obvious, were
created several centuries ago, well before conduct of
the sort enconpassed by the Internet with cross border
transactions occurring so fluently were even
considered. The book trade wasn't even at its
beginning at the tinme these rules were evol ved.

Let nme underscore sone differences of detail, and
enphasi s though between the situation to the U S. and
Eur ope, and Japan. To start with a basic rule, and |
think this does fit into the framework that Professor
Koi zum laid out, let's return to the exanple | gave of
the class of issues we're tal king about here at the
outset of ny remarks, and that is the case where a
conpany based in country Ais |labelled as an infringer
for its activities, let's say, in facilitating the
transfer of copyrighted works in country A, decides to
nove its servers offshore, noves its entire, at |east

t he technol ogi cal conponent of its operations out of
the United States, presumably to a jurisdiction that
for the present at least will be nore favourably

di sposed to its conduct. And | m ght add, and
personally I don't know that any of us is going to talk
about, we're just tal king about jurisdiction and choice
of law. The prospect that another country will have a
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| aw much different than the | aw of country A,

i ncreasingly declines as the norns enbodied in the

TRI Ps agreenent get enforced worldw de. The playing
field is rising worldw de, and choice of | aw becones

| ess crucial, but that is our topic. And let's assune
that the servers have been shipped to a country that
for the present is not disposed to find them

i nfringing.

The question would then arise, if this conpany,
originally in country A keeps its corporate
headquarters in country A, and decides to or decides to
mani pul ate, manoeuvre, control all of its operations
wor |l dwi de fromthe United States, basically to

aut hori ze infringing conduct abroad, will it be liable
under U. S. law for those acts of authorization? It is
not now in control of servers within the U S., those
are outside the U.S., but it is authorizing others to
operate those servers in a way that would infringe if
t he conduct occurred in the United States.

The answer to that under U.S. lawis quite clear. It's
relatively clear under European, the |aw of European
countries as well, although it's not controlled by any

particular jurisdictional convention in Europe, either
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the Brussels or the Lugano conventions. And the rule
inthe US. is that the conduct of authorizing acts of
i nfri ngenment abroad does not of itself constitute
copyright infringement in the United States. The major
authority has for that proposition has come fromthe
Ninth Grcuit, the Ninth Federal Circuit, which for

t hose of you who are strangers to it, you are sitting
the Ninth Crcuit today, San Francisco is situated in
the Ninth Federal, the Ninth Federal G rcuit.

So acts of authorization, although they nmay contribute
to acts of direct infringenent abroad, do not
constitute an infringenment of U S. copyright law. Now
that is arule that... and the decision in that case,
the Suba Filns case rests squarely, and the court
alluded to it, on the principle of territoriality.

There are exceptions to the rule of territoriality,
intellectual property cases in the U S. and in the

Eur opean conmunity as well. In the United States, it's
a consequence principally of the so-called Effects
Doctrine. |If conduct that occurs outside the United

St at es nonet hel ess has effects, typically economc
effects, on conduct within the United States, that may
be sufficient for a governing statute under U S. lawto
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be interpreted to control that conduct and subject it
to liability.

The Effects Doctrine has been the occasion for nuch
criticismof U S. law fromforeign governnents,
particularly from Europe, particularly from France and
Germany. The Effects Doctrine was first devel oped in
the context of antitrust cases in which conpanies that
were engaged in antitrust violations abroad were held
i able under the U. S. antitrust |aw, under the Shernman
and Cl ayton Acts for conduct they conmitted abroad
because it had anti-conpetitive effects that were felt
within the United States.

In the case of intellectual property, the doctrine is
nost evident in trademark | aw, the so-called Bul ova
case decided by the United States Suprene Court many
years ago said that where a trademark infringenent
occurs abroad, in this case in Mexico, it wll
nonet hel ess be cogni zabl e under substantive U. S.
trademark law, the land (inaudible), if it had sone
effects on U S. commerce. In this case, sone
counterfeit Bul ova watches came back into the United
States from Canada, people were confused about its
source, those were sufficient effects for U S.
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trademark law to be applied to acts of counterfeiting
that in fact occurred outside the United States.

To my thinking, the nost dramatic application of the
exceptions doctrine, it's not even called an
application of the exceptions doctrine, arises in the
following situation, and it's a copyright case,

al though it hasn't been applied outside of copyright

| aw al t hough it could certainly indicate both a patent
and trademark |aw. Let us say that our conpany, that
we started with in country A has arranged for its
servers to nove offshore.

But now, let's have that conpany conmt one act of
copyright infringement on U S. territory, just one act
of infringenment, it is now liable for copyright
infringenent in the United States, for making one copy,
| et us say, of one sound recording. If the naking of
that copy is logically, functionally connected to the
copies that were made offshore in other countries, then
that conmpany will be |iable under copyright lawin the
United States for infringing, the one infringenent that
occurred in the United States, and for damages t hat
arise fromthat infringenent and for damages that are
suffered by reason of all of the conduct abroad.
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Even though there was no jurisdiction, no territorial
claimover the acts of infringement that occurred
abroad, if one act, and it just takes one, if one act
of infringement occurred in the United States, that
beconmes the key that opens the door to recovery of
darmages and profits worldwide. And | personally
consider that to be a major assault on the principle of
territoriality. Wether it is or isn't, it is solid
law in the United States nost recently applied again
here in the Ninth Grcuit. It was created in the
Second Circuit, where New York City is, but it was
applied in the Los Angel es News agai nst Reuter's case,
where one act of infringenment occurred in the U S.,
think the other acts were in Canada, and recovery was
al l oned for any danmages suffered by reason of the
Canadi an conduct .

Now, that is a rather extensive application of the
Effects Doctrine. | should add, the U S. is not alone
in taking that approach. There's a 1977 deci sion of

t he Federal Suprene Court in Germany that makes really
exactly the sane decision. It was a the case that

i nvol ved sonme Hunmel Christnas plates that were
produced in Germany, distributed in the United States,
and the suit was filed in Germany under the Copyright
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Act, the Author's Rights Act in Germany. Recovery was
had for |ost profits under German |aw, and the
copyright owner was also held entitled to any profits
| ost by reason of the distribution of the work that
occurred on the U S. territory.

One ot her point about territoriality. | think it may
surprise sonme people that perhaps given advice based on
what they believed to be the common wi sdom 1In the
United States, at least, the rule of territoriality is
not a rule of constitutional law. It is a rule of
statutory interpretation, by which | nean, if you | ook
at any territoriality case in the U S. where a court
says the Antitrust Act or the Copyright, Patent, or
Trademark Acts do not cover this conduct abroad. They
are saying only that we have read the act, and there is
a presunption against extraterritorial application of
the act, a presunption only. So if the act is unclear
on its face, whether it applies to foreign conduct or
not, territoriality tells the court, invoke the
presunption agai nst extraterritorial application and
restrict it to donestic effects. But it is a rule of
interpretation only which nmeans that Congress, the
United States Congress, is entirely free to anmend the
stat ute.
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And the exanple | gave earlier, the Suba Filns case,
the acts of authorization occurring in the U S. acts of
i nfringenment abroad, if the Congress decided to rewite
t he Copyright Act so that conduct authorizing foreign

i nfringenent did becone actionable under the U S
copyright law, it would be, there's absolutely no
guestion under U.S. jurisprudence that that woul d be
the result. In fact, we had exanples of it in the

Pat ent Act.

Several years ago, the United States Suprene Court held
that where an all eged infringer had packaged toget her
parts for a canning nmachine, a shrinp canni ng machi ne,
and shipped themto Latin America, that the machi ne had
not been made, used or sold in the United States, and
t herefore under the Patent Act, there was no act of
infringenent in the United States, the act of
assenbl i ng, nmaking the nmachine, occurred in Latin
Anerica, therefore, under the Patent Act, no liability.
Congress very qui ckly anended the Patent Act, created
Section 271 F, which says specifically:

The act of shipping abroad a work whose

assenbly abroad woul d have constituted
infringenent if it occurred in the United
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States shall be deened to be an act of
infringenment in the United States.

Soit's a mtter of U S law at least, | can tell you
categorically that the territoriality, the
territoriality principle is only a prudent principle of
statutory interpretation. The United States Congress
whi ch has been very active of course in the
intellectual property area of |ate can change any of

t hese rul es.

Let me conclude with a point that deals with choice of

| aw i ssues that Professor Koizum also alluded to.

Choi ce of |aw together with choice of forum and notions
of so-called transitory cause of action offer another
way for a country to achieve extraterritorial
application of its law. It's a far nore subtle way in
which it's done, a far nore indirect way, but
nonet hel ess it raises issues as Professor Koizum

i ndi cated, that need to be attended to.

The fundanental proposition is that the rule of

territoriality if a conduct occurs in country B, the
| aw of country B should apply, it's also a choice of
| aw rul e, does not necessarily nean that the conpany,
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the plaintiff that wants to stop that conduct nust sue,
must bring its cause of action in country B. As a
matter of principle, forumselection is opened to the
deci sion of the plaintiff.

So we may have a plaintiff that decides to sue in
country A, assuming it has obtained jurisdiction over
the alleged infringer, for conduct that the infringer
is conmtting in country B. Most countries will accept
that principle of choice of forum Actually, the
United States is sonewhat nore reserved than ot her
countries in that respect. W have in the United
States a doctrine called forumnon conveni ens that
says, in certain circunstances, after weighing the
advantages to the two sides, or the detrinents to the
two sides, a federal district court in the United
States can say: "W are not going to take jurisdiction
over a cause of action that arose, let's say, in

Si ngapore.” which is a recent case again in the N nth
Crcuit.

By contrast, in Europe, at |east outside of G eat
Britain, and this, under the Brussels and Lugano
Conventions, there is no defense of forum non
conveniens. The civil law tradition generally didn't
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entertain that defense and the Brussels and Lugano
Conventi ons honour that and say, if an action is
brought within one country in the European comrunity,
Wi th respect to conduct in another country in the EC
that country forum nust hear that case. Britain is the
exception, it's nore like the U S. in that respect,

al t hough Britain needs to obey Brussels and Lugano
Conventions vis-a-vis conduct occurring in other
convention countries, respecting conduct occurring
outside those countries it will, and is certainly free
to apply the nore limted U S. -type approach.

Now t he probably npbst consequential aspect of rules on
choice of forumby plaintiffs relates to the so-called
transitory cause of action. And the situation there
again to take the one that | began with in ny
introductory remarks, a, let's say the conpany we're
concerned with were the defending conpany, noves its
servers to country B, and commits its acts there.
Plaintiff brings an action in country A against the
def endant whose assets presumably are situated in
country A still, and brings the action though not under
the law of country A, although technically the forum
country gets to choose what the choice of lawrule is,
and if country A's choice of law rule said country A's
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| aw applies rather than country B, that woul d be very
very favourable to the plaintiff in this case, he'd
say, | can choose the forum let's say the United
States in this exanple, and | get that forum s choice
of law, the law of country A applies rather than
country B, effectively I've gotten an extraterritorial
application of U S. law wi thout violating the principle
of territoriality, rather by a nore subtle exercise of
choi ce of |aw.

That's unlikely to happen because choice of |aw rul es
essentially are the |l aw of the country where the

i nfringenment occurred, or the offendi ng conduct
occurred is the applicable | aw.

So back to the exanple, the plaintiff brings the action
in the United States, let's say the U S. court decides
it is not an inconvenient forum decides to hear the

case, choice of lawrules, the U S court says: "Wll,
we have to apply the law of country B." At that point,
U.S. court divides on what they will do. Sone courts

will say: "Copyright infringenment is not a transitory

cause of action.”™ which is to say, it's not an action
which if it occurs in one country can be heard in the

United States. That tends to be the Ninth Crcuit
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approach here in San Francisco. Oher courts on the
East Coast of this country tend to say: "Yes,
copyright infringenment is a transitory cause of action
if the infringement occurred across the world, that
doesn't matter, we will hear the case in federa
district court in Manhattan and apply the foreign | aw
to the resolution of the case.” They will do that in
copyright cases interestingly enough not in patent
cases, and not in trademark cases.

Now, the inportance of that, and with this I wll
conclude, is obviously if the defendant's assets are in
the United States, it nmakes sense to go agai nst the
defendant in, or in country A it nakes sense to go
agai nst the defendant in country A, because that is the
pl ace where a judgnent is nost easily going to reach

| ocal assets.

| would add finally, to conpare this to the European
situation, there was absolutely no question under the
Brussel s or Lugano Conventions, but that these actions
are transitory cause of actions, and they will be heard
in the forumstate within the European comunity.

Vell, | think that's enough by way of el aboration on
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Pr of essor Koi zum 's renarKks.

| would Iike to turn now to Thomas Vinje who will give
us a presentation on these issues as applied to an
actual problem of cross border transfer of information.
That will be helpful to get the basic principles out
and then begin to apply themto concrete instances. By
way of introduction, M. Vinje has practised law in
Germany and Australia, finally cane back to the United
States, briefly practicing with Mrrison and Foerster
in San Francisco, and then noved to Brussels to set up
Morrison and Foerster's Brussels office where he is now
t he managi ng partner, and where he specializes in

Eur opean Union Intellectual Property Law and
Conpetition Law. Tom

THOVAS VI NJE

Now, | amindeed going to ask you all to put yourself
in the shoes of a new Internet nedia conpany, a conpany
that is stream ng and downl oadi ng video or nusic across
borders. And I'mgoing to ask two basic questions, or
you Wi |l ask yoursel ves two basic questions fromthe
per spective of such a conpany.

Where could a cross border online nedia transaction
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engaged in by this conpany infringe copyright? And
secondly, where nust you go to obtain the rights to the
wor k, where do you have to clear those rights, to whom
must you go?

|"ve been dealing with these questions fromthe
practical business perspective of an Anerican conpany,
E-Music, fromsone simlar European conpanies |ike
Vitam nic, and as | egal counsellor to an organi zation
call ed EDI MA, European Digital Interactive Mdia
Association. And | nust admit that the questions are

challenging, as we will see. And there are nore
guestions than answers; | fear that is sinply the
reality.

W're going to |l ook at two things, stream ng and

downl oadi ng. These activities are occurring today
mainly in the nusic context, but they will be occurring
nore and nore in the not too distant future in the

vi deo context as well. And we're going to | ook froma
Eur opean perspective at two basic rights, and try to
see where those rights mght be infringed by certain
activities in the stream ng and downl oadi ng cont exts.

And the first right is the communication to the public
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right. The Copyright Directive which is soon to be
adopted in Europe, and will conme into effect in the not
too distant future, will establish a harnonized

comuni cation to the public right throughout the

Eur opean Economi c Area.

And so, let's say, for exanple, that you are an

Aneri can conpany, an Internet nusic company, that you
have your servers, for exanple, in Florida, and you are
streamng nusic via Internet; in other words, it is
accessi bl e anywhere in the world, including in Europe,

| et's say obviously France. Well, does the
accessibility in, for exanple, France, of a streaned

pi ece of nmusic or video infringe this right of

comuni cation to the public in France?

Vel l, there has been to date very very little if any
litigation in this context in Europe, so there is no

cl ear answer to that question. | think that it
probably does. |If it does, to whom do you have to go

to obtain a license for that right, for that stream ng?
We'll get later to the question of where you m ght be
sued and obviously your activities m ght be governed to
sone extent by where you have assets and where they

m ght get you, but we'll cone to that |ater
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So who do you have to go to obtain those rights? Well,
the answer to that question unfortunately is al so not
perfectly clear as we'll cone to |ater because, in
particular, the collecting societies in Europe have not
gotten their act together, and they have great

di sagreenents anong t hensel ves about who has which
rights, for which territories, and about who can grant
you whi ch |icenses.

There's another question with respect to stream ng, and
that relates to the second basic right we're going to
tal k about, and that's the reproduction right. Does
stream ng infringe the reproduction right wherever the
streanmed nmusic or video is accessed?

So again let's say we have a server in Florida,
stream ng occurs fromthat server around the world via
the Internet. Wen a user sits at his or her conputer
in France, and listens to that streaned nusic, there
will be very fleeting copies made in the nmenory of that
conputer, in the context of streamng. Do those copies
fall within the reproduction right, and if so, who's
responsi ble for them who would be the infringer?

Vel |, perhaps this question is, froma practical
perspective, not that problematic because it does
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seem to nme at |least, that any tenporary reproductions,
any tenporary copies nade in the user's conputer, that
are made in the context of a streaming that is
performed subject to a valid |icense to the

comuni cation to the public right, so you have to have
the initial rights in place, will fall within the
tenporary copy exception in Article 5.1 of the
Copyright Directive that is in the process of being
adopt ed.

So ny view woul d be that your conpany, with its server
in Florida, would not need a right, a reproduction
right license for those copies streaned into France.
But that question does remain to be resolved, there's
no case that says that.

So, the second basic activity is downl oading, | assune
everybody knows what stream ng is and what downl oadi ng
is. Does one need for downl oading a communi cation to
the public right or a making available right? The
Copyright Directive will establish a harnoni zed ri ght
of conmuni cation to the public/making avail able on
demand which will be an inplenentation of the Article 8
of W PO Copyright Treaty.
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Do you need a comrunication to the public right -- a
maki ng available right -- for each territory into which
the copi es are downl oaded? | think, yes. So for

exanple, for the copies that are downl oaded into
France, one woul d need a maki ng available right for the
territory of France.

How about the reproduction right? WlIl, do you need a
reproduction right for the copies on the server, for
what ever territory in which the server is |ocated?
think pretty clearly, yes, you need a reproduction
right for those copies.

Do you need a reproduction right for each of the

downl oaded copies? In other words, the copies of the
nmusi ¢ or video that are downl oaded by the user onto his
or her conmputer, let's say again in France. That

rai ses the question about who is responsible for the
infringenent. | do believe that if a copy
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is made on a conputer in France, downl oaded and nade
onto the conmputer in France, that that would be an
infringing copy unless there is a license. But who's
responsi ble for that infringenent if it is an
unlicensed copy, just the user or also the Internet
musi ¢ conmpany with the server based in Florida?

| think it's pretty likely that the Internet conpany,
perhaps jointly with the user, is going to be deened
responsi ble for that infringenent. So | think that the
I nternet conpany had better have a license, a
reproduction right license for each of those downl oaded
copies. Again, we'll cone later to where do you go to

get that right, fromwhomdo you get it, how do you get
it?

And that's, well, that's the question right now \\here
do you to clear these rights? And there are various
possibilities. One would be to clear the rights at the
pl ace where the entity originating the dowl oad or the
stream ng has its econonmic establishnent. So let's say
the conpany is established in, as well as having its
server in Florida, it's established in Florida. One
possibility would be to obtain the rights there to go
to sonmeone who has the rights there and can offer them
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to you. The second possibility is at the place where
the downl oad or the streamng originates. So in this
case, in our exanple, Florida as well, the place where
the servers are |l ocated. Another possibility would be
the place of downl oad, in other words, where the user
downl oadi ng the work or receiving the streamis

| ocated. And the final possibility is both at the
origin and at the destination of such cross border

del i veri es.

| think under the principles that the two previous
speakers have enunciated, it's quite possible that the
| atter possibility, the final possibility may be the
ultimate result, but we shall see.

So we have a highly uncertain situation because of the
uncertainty regarding the application of rights to
stream ng and downl oadi ng. There are unfortunately no
real answers to the questions that | posed about where
stream ng and downl oadi ng activities infringe
copyright. There's also a great uncertainty about the
scope of rights held by rightowners, and especially in
the context of collecting societies. And there's also
a lot of uncertainty about arrangenents anong
collecting societies. And there's also a | ot of
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uncertainty about arrangenents anong coll ecting
societies. There are many many | eal ousi es involved; the
collecting societies in Europe, in particular the
authors' right societies, are very powerful, and they
have di sagreenents anongst thensel ves about how to
approach this. Some of them for exanple a collecting
society in ltaly, are willing to grant pan-European

| icenses. Qher collecting societies object rather
violently to that approach and say that those |icenses
are not valid for their territories.

So, there is unfortunately a great deal of uncertainty
and the position in which you are in, renmenber you're
sitting in the shoes of one these new Internet nedia
conpanies, is unfortunately a very uncertain one, and
the best you can do is just to nmake your way through,
to navigate your way through this uncertain territory
as best you can.

I"msorry | can't offer you nore concrete answers, but
that is the world in which these actors are living,
that is the world that is presented to these kind of
actors by the chall enges of the borderless Internet
envi ronment and clashes with the territoriality
principle and the copyright contexts.
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There is also unfortunately no legislative or, in fact,
any other solution on the horizon. One can hope that
the collecting societies at least will get their act
together and will decide who has which rights for what,
and put together an effective systemfor worl dw de

| icensing of the rights necessary for stream ng and
downl oadi ng. There's sonme reason for hope that that
will occur, but it's not going to happen in the next

f ew nont hs

So finally, just very briefly, and I'mtrying to keep
wWithin nmny ten-mnute allocation, it's a big topic, and
obvi ously much nmuch nore could be said, but what about
jurisdiction? Looking at this, I'"mnot going to get
into the topic of the Brussels Convention and

i ntraeuropean jurisdiction which | understand ot her
speakers are going to address, but look at this
basically fromthe perspective of an Anerican conpany
i nvolved in stream ng nusic, downl oading nusic into
Eur ope.

Where can you be sued, where will the courts take
jurisdiction over you for those activities?

| think experience shows that at |east in sone
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Countries, the mere accessibility of your Web site may
very well be enough for courts to take jurisdiction.

In the Yahoo! case involving the Nazi auction site, the
facts were that Yahoo! France conplies conpletely with
French | aw and does not allow the sale of Nazi
menor abi l i a, whereas Yahoo! U S., the U S auction
site, does allow it because U. S lawallows it.
Nonet hel ess, the court in France has taken jurisdiction
over that case, and appears inclined to apply French
law to it.

| can give you one other practical exanple, not in the
copyright context because |I'm not aware of any cases in
the copyright context. But in the patent context, |
have a client in Silicon Valley which produces

technol ogy for manufacturing sem -conductors, and it
has been sued in Paris by its main conpetitor, which is
a French conpany, nmerely by virtue of the accessibility
of its Web site in France. This conpany, SiCGen is the
nane of the conpany, has never sold one franc worth of
anything in France, but nonethel ess, the court in Paris
has taken jurisdiction over that case, over that
conpany, and is considering the case for patent
infringenent, and it seens to have no probl em

what soever finding jurisdiction in that context.
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So, | would expect that the sanme sort of approach m ght
very well be applied in the copyright context, | see no

reason to think otherw se.

So, | think I'"ve kept within ny tinme limt, and | thank
you very nuch for putting yourself in the shoes of one
of these new conpanies, and realizing that it's not a
very sinple situation to be in. Thank you.

PAUL GOLDSTEI N

Thank you, Tom it's very good. 1'd like to shift the
focus of our remarks fromthe general to an even nore
specific or innovative set of questions, and that is to
| ook at an institution evolved through a conbi nation of
efforts in the public and private sectors at resolving
sone of these questions of jurisdiction and
territoriality. I'mreferring to | CANN, and | CANN has
an alternative dispute resolution institution that has
had some prom nence in recent years. M chael Geist
will introduce us to those issues, the pluses and

m nuses of the I CANN process in resolving these issues.

M chael is a |aw professor at the University of Otawa
where he specializes in Internet and e-Conmerce issues.

He is also a director of e-Commerce |aw at the | aw
firm

JR/I b/ sg



| LPF - Annual Conference
- 253 - Sept. 12, 2000

of Goodman Phillips and Vineberg. He wites actively
for a popular and a not-so popul ar audi ence on Internet
issues. He wites regularly on cyberlaw issues for the
G obe and Mail. The unpopul ar audi ence he reaches,
|"ve told Mchael the other day, that | felt that |
knew him M first reading every norning after |
connect to Eudora is Mchael's absolutely superb
summary of what has just happened the day before in the
worl d of the Internet, this is in the context of BNA
Internet Law News, that it's now a BNA function, but I
remenber it fromthe very begi nning when it was

M chael's invention. M chael.
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| CANN' s Uni form Di spute Resol ution Processes:
Lessons in ADR

M CHAEL CEI ST
Thank you, thank you very much. Thank you very much
Prof essor, and thank you ILPF for inviting ne.

W' ve heard | CANN s UDRP, the uniformdispute

resol ution process referenced a few tines over the
course of the last couple of days, largely in a very
positive |ight about the benefits that we' ve seen in
fairness and things of that nature. Wat | wanted to
do was scratch a little bit below the surface, and talk
about sone of the very positive things and questions
that we've seen with the | CANNFUDRP. We'll talk a
little bit about, | think, sonme of the problens that

we' ve seen as wel .

"' massum ng nost people are famliar with the UDRP
itself, but I'lIl give literally one slide overview of
what involves. Talk about the cross border dinension,
since this is a panel dealing with cross border

di rension and jurisdictional issues, and tal k how

| CANN, does the UDRP is surely playing a very positive
role in that regard, and then, eight nonths |ater
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we've been at it for about eight nonths, and the good,
the bad, frankly the ugly, and the future of the | CANN-
UDRP process.

In a nutshell, as is pretty obvious, in the generic top
| evel domai n space, donain nane disputes are frequently
cross border. You can register a .com a .net or a
.org, and it doesn't matter where you live, and there
may be another party in a different jurisdiction that
says they've got legitinmate rights to this nane and you
don't. And so frequently, the disputes that arise as
part of these donmain nane disputes are going to involve
people in different jurisdictions. So it was clearly
recogni zed that sone sort of solution was needed that
was gl obal in scope, that appreciated the fact that
there are going to be disputes in different
jurisdictions.

There were other factors that people were |ooking for
in creating the process. One was speed, try to get this
resol ved as quickly as possible; and one was
accessibility, both on price to nake sure that this was
sonet hing that people could afford, it replaces the
court systemor it doesn't quite replace the court
system but let's make it cheap as a first instance
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where you can go to. And let's nmake the decisions
t hensel ves as accessi bl e as possi bl e.

What resulted was the | CANN-UDRP. There are now four
provi ders that provide dispute resolution services
under it, so they've essentially passed it on to these
organi zations: the WPO, the National Arbitration
Forum E-Resolution and CPR It was really, the big
three are the first three. Actually there's the big
one, there's the other two, and then there's the
fourth. WPO handles by far the nost nunber of cases,
NAF and E- Resol ution have been at it fromthe

begi nning, and CPR is one of the newer bodies.

It's inportant to note the | CANN-UDRP deal s excl usively
with bad faith domain nane registrations. That's
often, people don't realize that, they think this is
for all domain nane disputes, and it's not, it's
designed to deal exclusively with donain nanes that
have been registered and are being used in bad faith.
In terns of the speed and accessibility, it's been a
success. Typically, decisions get handed down wthin
three nmonths, and it cost about $1,000 although there's
a slight range, but not a lot.
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To provide a sense of the international nature and sort
of the good and the bad, | give Bodaci ous-Tatas.com
whi ch was the decision that was handed down a coupl e of
weeks ago, and the conplainant in that case was Tata &
Sons, an Indi a-based conpany, that said that this
dormain was registered in bad faith and was bei ng used
in bad faith by D & V Enterprises, which is a New
Jersey based conpany. There's pornography on the site.
But of course the big question becones in this
i nstance, does Tata & Sons really deserve, let's say,
did they have any specific right to Bodaci ous-
Tat as. com

To give you a sense of the international nature of it,
we've got the two parties fromdifferent jurisdictions,
the ADR Provider, the WPO based in Switzerland. The
arbitrator was M chael Ophir based in Israel, and he
relied on sone precedent in the case, the

Noki agirls.com case which was primarily a Japanese
based case which had a Belgian arbitrator. So if
you're |l ooking to sonething that's truly international
it's Bodaci ous-Tatas.com And there are lots of those
sorts of cases.

And in this particular case, the arbitrator took a
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| ook, and | guess the biggest issue that was out there
was, well did Tata & Sons have any particular right to
this? And the arbitrator said: "Well nobst certainly,

there are people that mght go to Bodaci ous-Tatas. com

and expect to find Tata & Sons."” and what happens when
they find that pornography? Because of course, |ots of
peopl e type in Bodacious first before they type in the
nane of the organization and get really confused about

what they're actually going to find in that particular

site.

And so, in any event, the nane itself was cancelled. It
wasn't transferred to Tata, it was just cancelled, so
it's been eradicated fromcyberspace. So it's a safer
pl ace now t hat Bodaci ous- Tatas.comis no |onger on

l'i ne.

The good within the system and there are sonme good
things within the systemno doubt, and this exenplifies
it. A conplaint was | odged on May 23rd, and the
deci sion came down on August 18th, so fast as they were
hoping for, it was inexpensive, there's just the one
panelist, so it's roughly about $1,000 to get it done.
But it co-existed with the local |egal system and I
think it was referenced yesterday that one of the
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reasons the UDRP's been effective is that you really
don't have a choice. You kind of, you do have a
choice, but you're conpelled to be part of it if the
conpl ainant brings the action. But it still co-exists
with | ocal |aw.

And in this particular case, Tata & Sons was able to
get an injunction in India to take this domain nane, to
grab this domain nane, but it didn't anbunt to very
much, enforcing it was not going to happen in India,
and so they really did need to turn to an international
body like I CANN to get this conpleted.

As | mentioned, it's clearly global, the case is gl obal
in nature by virtue of the conposition of the case.

And the law itself is certainly accessible, you can go
on |ine and read Bodaci ous- Tatas.com for yourself. And
it also relies on precedent, which is an interesting
thing that's devel opi ng, and sonething that | expect
we're going to see nore. About 25 to 30% of the cases
are now relying on prior decisions, and so we're truly
devel oping a full body of case | aw around domai n nane
di sputes with ICANN. And so that... and this is yet
another, | think, generally good thing, in particular
if the decisions are good.
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Beyond the case, there's sonme other things that | think
are quite good about the case. One is just the vol une
of cases that the UDRP is dealing with. As of

yest erday, Septenber 11th, on this norning s | CANN
site, 1,720 proceedi ngs have been | aunched, i nvolving
2,981 domain nanmes, in eight nonths. It's a huge
nunber of cases to be able to deal with. And so
clearly it's a very positive thing.

Moreover, | think the UDRP is beginning to develop into
an international standard, and so we're seeing a | ot of
country code top |evel donmains, the ccTLD s, |looking to
t he sane dispute resolution nechanism And so, WPO
now provi des di spute resolution as you can see on the
slide, to a | arge nunber of country code top |evel
dormain for disputes. There hasn't been many this far,
but there may be down the road, and if they are, we're
getting the sane sort of standards being appli ed.
That's the good.

The bad, and | guess | should preface this by saying,
when you' ve got these nunbers of domain nanes, clearly
there's going to be an awful |ot of good cases, and
it's very easy to focus on the bad. And frankly, there
are lots of cases that are well-deci ded cases, that
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were frankly slam dunks and it was obvious that you had
cybersquatting invol ved.

Part of the problemis that there have been a fair
anount of notoriety, a |ot of decisions and many
conflicting decisions that nake it very difficult to
know precisely what their rights are, what the outcone
m ght be. And so, while the procedure has certainly
wor ked wel I, sonetinmes when you start | ooking nore
deeply at the substance, you get a little bit
concerned. For exanple, sonme of the inconsistent

deci sions that we've seen around geographi c nanmes. So
| ast nonth we had the Barcel ona.com case, in which the
City of Barcelona clained it was entitled to the nane
Bar cel ona. com and an arbitrator agreed, which
concerned, needless to say, a lot of large nedia
conpani es around the world who have established major
portal sites based on geographi c donai ns.

Vell, two weeks later, we get the St.Mritz.com case,
in which an arbitrator reaches precisely the opposite
conclusion. And so... whichis it? Generic domain

nanes, whi ch nost peopl e never expected the | CANN- UDRP
to deal with, but very early on had a Crew.comcase, in
which J. Crew, a clothing nmanufacturer said it's got a
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special right to the word Crew.

W' ve had other arbitrators say: "Well, hold on a
second, this doesn't nake any sense, no one has a
special right to that."” and Jobpostings.comis one of
sone ot her cases where in a generic context the
arbitrator said: "No, there's no special right, and
you don't win."

Then there's, and | think this is probably the biggest
i ssue we've seen, it's the definition of bad faith use.
It was a heavily discussed topic when the rules were
formed. It was the issue that you needed not just bad

faith registration, but you needed bad faith use as
well. And early on we had sonme decisions in which the
arbitrator said: "No use can be bad use.” which
effectively neans it doesn't matter at all, all you
need is the bad faith registration. So as |ong as
you've registered it in bad faith, the fact that you're
not using it is also bad faith. And there is the bad
faith use side of the equation

And so you get conflicting cases. buyguerlain.com

versus buyvuar net sungl asses.com I n one case,
buyguerl ain, the domain nane is transferred over in the
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buyvuar net sungl asses, the arbitrator said: "You're not
using the domain, you don't need the bad faith use to
fall under the test, and so | can't transfer this
domain.”™ And so, which is it, we've got a |ot of cases
where there's sonme truly conflicting decisions. There
are sone plainly bad decisions and sone poorly reasoned
decisions. The only one that's perhaps worth
mentioning is the Rockportboatline.comcase because it
t ook place between two litigants about an hour and a
hal f outside of OGttawa, in Rockport, it was between
Rockportboatline and Gananoqueboatline, and they
literally are across the river fromone another, and so
Gananoque regi sters as Rockportboatline.com and
Rockportboatline | aunches the action fully expecting to
win. It's incredible to see their conpetitors who now
regi stered their domain nanes. And they | ose as the
arbitrator buys the story that Gananoque is considering
investing in a port in the town of Rockport, and so
they're entitled to that.

And so you get, | mean, you're always going to get sone
bad decisions, and so frankly, it's not really even
worth dwelling on it. It's nore that the inconsistent
decisions | think are the problem But it's also the
poorly reasoned decisions, in the Rockportboatline case
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there is no reason, it basically says: "These are the

three standards that you need to neet, and you haven't

nmet them" end of story. And so, it's problematic when
there's nothing to even to take a | ook at, and at | east
assess.

The ugly, | think, is the forum shopping that we' ve
seen taking place, and if not real bias, there's
certainly a perception anongst sone of bias. And it's
i mportant to know t hat when a conpl ai nant | odges an
action, they're the one that get to pick the provider.
And early on, there was sone significant concern that,
and this was even before the rules were put into place,
that if the conplainant gets to pick the judge so to
speak, there is an incentive for the judge, or for
t hese judges who are conpeting with one another, to
rule in favour of conplainants, otherw se you're not
going to get the business. It doesn't take, it's not
going to take very many cases for people to realize
that one arbitration provider is ruling predom nantly
in favour of conplainants and another is not, and if
you' re advising your client as to where to | aunch the
action, it's a no-brainer. And frankly, that's what
we' ve seen
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| guess you can actually see that. This first slide,
and there's two slides that kind of show where things
have gone. This shows the nunber of domai n nane
transfers and cancellations as a percentage of the
total nunber of decisions. And if you take a | ook at
the WPO and the National Arbitration Forum and
particularly WPO because they're securing far nore
cases at the nonent than National Arbitration Forum
they're ruling at a clip of over 80% of the cases.
Just about or slightly nore than eight of ten

deci sions, of every case that they hear, they rule in
favour of the conplainant by either transferring the
dormain or cancelling it.

E-Resolution in contrast is ruling at around 50 to 60%
55% which is a huge difference. And there is enough
cases now, E-Resolution sorted over a 100 cases, that
that kind of discrepancy shouldn't exist if you take it
that, just, froma random sanpling of the cases that
you're going to hear, not every... sone cases are
clearly going to be cybersquatting, some aren't, but

t here shoul d be sonme convergence between the providers,
and to this point in tine there hasn't been.
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What you get is forum shopping, and so the WPQO, which
in January when this began, at a point in tinme when no
provi der had any record to hang their hat on, got 29%
of the cases that were |aunched. |If you take a | ook
over the last couple of nonths, they're now getting
over 60% of the cases, that's nore than all the other
provi ders conbined. Not only are they getting the vast
majority of the cases, but the nunber of cases is
increasing at an incredibly rapid rate, which nmeans
they're getting nore and nore cases period. They're
getting a higher percentage, and just as a pure nunber,
nore cases are being brought every day.

And so this is, even if there's no bias, there's...
wel |, the perception of bias is a problemeven if there
isn't true bias, and | think that the concern early on
that this mght be the case, and it's exactly, and it's
precisely cone to fruition

Where are we headed? |CANN is supposed to review this
process this fall, and perhaps they'l|l take sonme of
these sorts of things into account at that point in
time. For the nonent, we don't have any information
about what that's going to | ook |ike or anything |ike
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that. The I CANN Wb site, they haven't discussed it,
there's nothing there about it, they've only, there's
only just been sonme random statenents from sone | CANN
officials indicating yes, we intend, after about a year
of the process to re-examne it and take a | ook, so
we'll ook for that soon enough.

At the sane time though, even if they do re-examne, it
seens possible that there may be an expansi on about the
coverage of the process as well as the costs. On the
coverage side, the WPO recently | aunched a new public
consultation dealing with issues |like, whether or not

t he process ought to be expanded beyond its current bad
faith registered trademark confines. And so they're
consi dering should we go towards personal names and
geographi ¢ nanes and trade names. |If this sounds
famliar, these are issues that were di scussed

t hroughout the process when | CANN was putting this
together in the first place. And after considerable
debate within the Internet community, it was rejected.
W PO woul d li ke to reopen the debate and consi der

whet her or not they have reopened the debate, and

consi der whether or not we ought to re-expand into

t hese areas.
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At the same tinme, on the cost side, there have been
sonme suggestions that one of the reasons that we're
getting such poorly reasoned decisions in sone
instances is that it's just not a cost effective
decision. Sone of the arbitrators, who often get about
$500 for rendering the decision, |look at this and say:
"I just can't spend any tinme on this because that's
just not, is it $500 an hour or $500 for the case?"
And when they hear it's $500 for the case, it's just
not worth it. And so there's a concern that the cost
itself is actually leaving us with sonme poorly reasoned
j udgment s because sone of the arbitrators just don't
want to spend any tine on it.

Finally, we're going to start to see | think in the
nont hs ahead | ocal courts taking a | ook at the | CANN

process, and we'll get a sense of to what extent they
want to defer to | CANN decisions. W had one case in
the United States, Wber Gills that was still ongoing

at | CANN, and what the court said was: "Well, we're
clearly not bound by what | CANN says, but we're not
going to render any final decision because the | CANN
process is still in play.” |In Canada, there's one case
that was recently |launched by the Royal Bank which | ost
RBCl nsurance.comin an E-Resol ution deci ded case, and
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t hey' ve now | aunched an appeal because you are entitled
to launch an appeal. So it'll certainly be interesting
to see over the nonths ahead how the courts actually

take a I ook at the I CANN process itself. So that's it.

PAUL GOLDSTEI N

Thank you, Mchael. | think we have a 15 m nute break,
and when we return, we can focus on issues relating to
Napster to i Crave and other tricky questions on the
Net .

BREAK

PAUL GOLDSTEI N

Thank you. Qur first speaker for the last panel is Ue
Decker who is a legal advisor at the International
Federati on of the Phonographic Industry, IFPI, and who
has specifically asked ne to keep her introduction very
brief. And so, | think you' ve just heard it.

Ue will speak on sone of the issues that we've already
| ooked at from and related issues, fromthe
perspective of The Hague Convention as well as sone

ot her, some other topics. Ue.
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Panel : Cross Border Cases; New Technol ogi es
UTE DECKER
Thank you, Paul. Coming froma content providing
industry, | feel alittle alien in this audience, but I

nevert hel ess enjoyed the |last two days very nuch, and |
woul d i ke to thank | LPF and Ruth Day very mnuch for
inviting nme to participate. | think this conference
and the discussions are taking place on an extrenely
high level, and | personally |learned a | ot.

| would Iike to talk about how right hol ders feel about
the draft Hague Convention, particularly with the focus

on cross border litigation. |1 amalso going to drop a
few remarks here and there about the current experience
inlitigation. As an introduction, | would like to say

t hat having worked in the e-Conmerce environnent for
three or four years by now | have noticed that

t hroughout this tinme a strong concern in the ISP
comunity that copyright could cause probl ens and
obst acl es that cannot be overconme by technol ogy,
application of due care, or insurance cover.

Copyright is in sone circles seen as a danger as it
could lead to an overload of litigation or other
effects leading to an obstruction of the devel opnent of
e- Commer ce.
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But as a matter of fact, this is not what happens.
Conpared to the anmount of copyright infringing
activities on the Internet, there is very little
copyright litigation going on, and when it takes place,
it is very carefully targeted and the litigators, the
plaintiffs, make a point in addressing the content
provider first, and hardly ever go agai nst the

i nternedi ary.

Let me turn to the inplications of the Hague Conventi on
in application to intellectual property. 1In the
context of jurisdiction that is the subject of this
conference, it is inportant to bear in mnd the
territoriality of IPR and the fact that its protection
is always national a priori. To get the term nol ogy
straight, IPis usually understood to cover prinmarily
patent and trademark |aw, and then we have copyright on
the side, which is quite distinct, as | will explain

| at er on.

In view of the devel opnents and di scussi ons taking

pl ace on international level that | will turn to in a
mnute it is inportant to have a | ook at the
characteristics of IP and copyright first.

In the area of patent law the territorial character is
nost obvious. This is due to the fact that a patent
does not cone into existence unless it is registered.
Because the registration is expensive, the patent

hol der generally chooses a variety of jurisdictions and
is very selective about it. The idea is to target

speci fic markets.
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This |l eads to a patchwork of protection for one patent
and often there are different exclusive |icensees for
different territories.

Turning to trademarks, the situation is slightly
different. Trademarks can cone into existence either
being registered for a country or by their use and
acceptance on a national market. This leads to a two-
tear system For sone tradenmarks the protection
follows the use on the market, for others it is based
on the registration.

Copyright on the other hand is conpletely different
fromboth patent and tradenmark protection because the
protection is triggered by the nere incident of the
creation. The international protection of
copyrightabl e works and of related rights in a variety
of territories is due to wi dely recognised

i nternational agreenments. As a consequence of the nost
i nportant international agreenents, anong themthe

Ber ne Convention and TRIPS, the protection of copyright
and related rights is virtually global. However, due
to the nature of Copyright and illustrated by the
different |levels of protection this protection system
is still a patchwork territory by territory though in
its essence covering nost countries on this planet.
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One of the reasons why | am pointing to the nost

crucial differences in the area of I P and copyight is
that, and I think one of the previous speakers
mentioned this already, WPO has worked on an
initiative to draft an instrunent on the use of signs
on the Internet. This draft refers predom nantly to
trademark protection. WPO has seen a need to
characterize what constitutes the use of a trademark on
the Internet in a particular territory. Most

naturally, in the area of trademark protection and the
use of signs on the Internet, this instrument woul d
have grave inplications on the scope of protection, the
liability for trademark infringenents, the applicable

| aw and al so on jurisdiction.

Now, as this is going on, | would like to point out in
whi ch way both the problem and the suggested sol ution
are peculiar to trademark | aw but cannot be transl ated
into other areas such as copyright | aw. Regarding
trademark | aw, we always have the probl emthat
trademarks may be registered in different territories
for different right holders and/or for different
products. Trademark protection fromthe outset is
nmeant to give control over the industrial, economc
exploitation of a sign on a targeted market. The use
on a particul ar market determ nes both where
protection is triggered and where an infringenent of a
conflict takes place.
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When signs are used on the Internet, it is difficult
to find out in which territories this can initiate
trademark protection and how to deal with conflicting
trademarks that otherw se co-existed in different
territories or markets without |eading to infringenent
cl ai rs between the right holders. Another problemis
to find general standards to determ ne which
jurisdiction shall be conpetent to deal with

i nfringenments and how a country can keep the necessary
control over the effects of foreign judgenents on the
nati onal market.

Copyright is different in al nost every rel evant

respect: it is clear that the use leads to a rel evant
exploitation in any country where it takes place. The
protection itself follows international agreenents
provi di ng agreed standard of protection. The exclusive
rights are clearly cut in the national law. And
copyright does not depend on the use in a territory for
the initiation of its protection.

To sumit up, regarding trademark | aw and ot her signs
when used on the Internet it would appear that there is
a valid concern that the current situation |eads to a

| ack of clarity and predictability and may give rise to
conflicts that cannot fully be solved by the existing

| egal franmework. For other aspects of intellectual
property, however, and for Copyright in particular, the
situation is different and there is no need to apply
restricting criteria.
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| would Iike to address now a concern that there has
been voiced earlier: the effects that the rules on
jurisdiction have on the liability of internediaries.
During this conference, we have heard a | ot about how
the inplications of copyright have changed with the use
on the Internet, and that copyright can lead to the
liability for activities taking place on the Internet.
Particularly ISP s seemto |look at this, and wonder:
"I'n what situations are we going to be liable and are
actions going to be brought against us?" and so on.
Apparently, one way of looking at that is to rely on

di sconnects in the rules on jurisdiction and the
enforcenment of judgenments, and to focus on evadi ng
liability in the territories where the entity or person
feel s nost vul nerable.

Answering this approach, it is inportant to keep in
mnd that jurisdiction and liability are two conpletely
different issues. The problemof who commts an
infringenment in regard to copyright, and who can be
held liable for it is a question of material law and is
regul ated deliberately at a distinct |evel allocated
often at the core of a | egal system Several

| egi sl ators have done so already, e.g. the USin the
DMCA and the European Union in the El ectronic Conmerce
Directive. This is the proper place where concerns
regarding liability can be tackl ed.
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On the other hand, concerns regarding liability should
not influence the discussion on jurisdiction because
this | eads to confusion and seriously inpedes the
delicate balance within the rules on jurisdiction and
intheir relation to material |aw

Answering this approach, it is inportant to keep in
mnd that jurisdiction and liability are two
conpletely different issues. The problem of who
commts an infringenment in regard to copyright, and
who can be held liable for it is a question of
material |law and is regul ated deliberately at a

di stinct level allocated often at the chore of a | ega
system Several |egislators have done so already, e.g.
the US in the DMCA and the European Union in the

El ectronic Conmerce Directive. This is the proper

pl ace where concerns regarding liability can be

t ackl ed. On the other hand, concerns regarding
liability should not influence the discussion on
jurisdiction because this | eads to confusion and
seriously inpedes the delicate balance within the
rules on jurisdiction and in their relation to
material | aw.

In this context, | would also like to refer to the
report of the American Bar Association on this subject.

In the annex, this report has a section on the results
of the working group on IP rights.
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The working group reportedly has noticed a novenent
within the P community attenpting to extend the scope
of conpetent jurisdictions in regard to IP infringenent

claims. | nust say that | do not see any novenent of
this kind. Quite the contrary, the rules that | wll
explain in nore detail later, are and should be the

sanme and no extension is attenpted.

Turning finally to the provisions in the draft Hague
Convention, | would like to address first the section
on tort (Art. 10). At the chore of this issue the
provi sion deals with the questions of what is
considered to be a tort, and howtort leads to
jurisdiction in particular territories. Looking at
copyright, it is clear that the infringenent of
copyright is a tort. This |leads nost naturally to the
concl usion that courts should be conpetent in any
territory where a copyright infringenment either has
been caused, or initiated, or where it shows effect.

This |l eads to the next question: Were does an
infringenent actually take place? This issue is
controversial, and Thomas Vinje has fortunately has
gone into this to sonme extent already so | can be very
short. O course, an exploitation and therefore

possi bly an infringenent takes place, where a copy is
made, where the copy is distributed, and, when content
is being put up on the Internet, the infringenent takes
pl ace both where this activity takes place and al so
where it is perceived.
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In so far I amin agreenment with what Thonas Vinje
said. Looking at the frequently raised question of the
character of hyperlinks, we have seen in several cases
al ready that hyperlinks to infringing material in sone
speci al circunstances depending on their effect and
presentation can al so be an infringenent in thenselves.

Consequently, all these incidents should give rise to
access to courts in the territory where this takes

pl ace and where it shows effect. | would like to

rem nd you, as many nenbers of the audi ence nay not

deal with IP matters on a day to day basis, that within
the WO framework the TRI Ps agreenent has been
concluded that puts all WO nenbers under the
obligation to provide the neans for efficient
enforcement, and that this includes access to courts
and to efficient procedures.

Let me sunmarize at this prelimnary stage the two
central nessages of ny presentation. One is that
copyright and I P can never be subject to what is
frequently referred to as the country of origin rule.
We have heard a | ot about this context from previous
speakers already. This concept is useful for
activities which are done in one territory and have an
addi tional, dependant effect in others territories, but
it cannot apply to copyright where the use in any
country is a primary exploitation and possibly a
separate primary infringenent takes place in this
territory subject to the territorially limted regine
of protection.
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As expl ai ned before, I P- and copyright-based clains are
different in this respect, because they result from

i nfringenents that happen territory by territory.
Consequently, the rules in Art. 10 of the Draft Hague
Convention reflect the established rules and are an
essential part of the rules on jurisdiction.

Second, copyright cannot be subject to exclusive or
ot herwi se restrictive rules on jurisdiction. The
draft of The Hague Convention has one section on
exclusive jurisdiction in regard to IP rights
(Art.12.4) and this is where ny introductory remarks
on the differences between patent |aw, trademark |aw
and copyright are relevant again. O course, |ooking
at an IP right that comes into existence by means of
regi stration, everything that relates to the validity
of the registration nost naturally would be dealt with
in the country where the registration has taken pl ace.
But as regards the infringenment of the right that has
been regi stered, there's no reason to concentrate
jurisdiction in that territory and to deny the right
or to allowthe right to access courts in other
territories. Allocating exclusive jurisdiction over
infringement clainms in regard to registered rights

| eads also to an artificial separation of connected

i ssues and leads to an unjustified difference in the
treatment of registered versus unregistered
trademar ks.
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For copyright, the text says explicitly that no

excl usive or otherwi se restricting rules on
jurisdiction shall apply. But in application to
trademark Iaw, | am nore concerned. Bearing in m nd
that trademark | aw generally applies the two tier
system for the com ng into existence of protection,
the rule would | ead to unnecessary divergence and a
situation in which registered trademarks are weaker
than non-registered due to the difficulties in
litigation and the artificial separation of the claim

Let ne nore or less finish by saying that the aspect
in The Draft Hague Convention that right holders are
nost interested in is the enforcenent section. W
think that building a network for the enforcenment of
judgnments is a very useful tool. In litigation the
order of legal questions posed is often reversed as
conpared to the usual analysis. The litigator
general ly does not first think about the material |aw
and the details of the infringenment and argunents but
rather starts by thinking: "Were can | get a renedy
that is effective in the crucial territory?
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If I want to keep sonebody from doi ng sonething i.e. by
means of an injunction, where can | get an injunction
that is effectively enforced?” This is also one way of
| ooking at the effect of The Draft Hague Conventi on.
Wth the perspective of a litigating party in mnd, the
creation of an international enforcenent framework is a
very inportant devel opnment. The next step, of course,
for affected industries is to | ook and check whet her
the sections on jurisdiction and the conpetence of
courts lead to acceptable results.

For the econom c assessnent of the effects | would
like to add a little bit of the experience that has

al ready enmerged in the course of litigation

Regardi ng an infringenment on the Internet, the right
hol der faces sonebody putting up the content sonewhere
causi ng thereby great damages not only in that
territory, for exanple, not only in the United States,
but also in other markets, for exanple CGermany, Japan,
and France to nane just a few bigger markets. If in
this situation the right holder has to initiate
actions in all these different territories, the
litigation itself is not econom cal anynore, because
the costs of litigation add up rendering the recovery
of danmges far too expensive.
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In order to keep the costs of proceedi ngs consi derably
| ower than the danmages that can be recovered, it is
inportant to have at |east one court that can assess
and al | ocat e damages exceedi ng the harm done in the
territory where the action is brought with the
possibility to enforce this judgenment in a multitude
of jurisdictions. This is already part of the rules as
specified in the Draft Hague Convention, and we think
that this is a necessary and inportant aspect.

Il will skip the experience in recent litigation because
| see that ny tinme has run out. | amvery confident
that you' re going to hear nore about this fromny

fell ow panellists in particul ar about ongoi ng
litigation agai nst Napster and about the i CraveTV case.

As a concluding remark, | just would like to rem nd
you, that right holders already rely on traditiona

rul es that provide access has to courts in al
countries where the infringenent takes place and shows
effect. Right holders are asking to uphold these
rules. In the context of the Draft Hague Conventi on,
it is inportant to give one court the conpetence to
assess damages for several territories. Based on the
assunption that the crucial rules on jurisdiction wll
not unreasonably restrict access of right holders to
courts, we support the devel opnent of The Hague
Convention in so far as it creates a network for the
enf orcenment of judgnents.

Thank you very nmuch for your attention.
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PAUL GOLDSTEI N

Thank you very nmuch, Ute. W now get to hear from Hank
Barry about how happy Napster is indeed about the
confluence of interest between Napster and the record
industry that Ue refers to. By way of introduction,
Hank Barry is the interim Chief Executive Oficer of
Napster, he is, his full time job, his day job is as a
partner in Hummer W ndblad Venture Partners. Hank is
trained as a lawer, and is practiced as a |awer with
two firnms in Silicon Valley as a partner, and before
that in New York City. He is a Stanford Law graduate,
happily, I"'mproud to say he's also a former student of
m ne, and pl eased to say that he serves on the Board of
Visitors of the Stanford Law School. Hank

HANK BARRY

Thanks Paul, thanks very much. By way of introduction,
Paul actually referred to ne earlier as the defendant
Wi th assets in country A. |'malso known as that
person. And | did take copyright from Paul, although I
m ssed the contributory infringenment |ectures. That
should be a |l esson to all of you to go to class.

Let me start with a quick review of both the
conventional client/server nodel for file distribution
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as well as the new peer-to-peer nodel. It seens to be
gaining rapid acceptance on the Internet. ['ll also

review the basic copyright questions I think arise
under both nodels. And then I'Il talk for a mnute
about the inplications of the global reach of the
Internet on liability issues for both nodels.

In the classical client/server set-up and this may have
al ready been discussed earlier, but 1'll go through it
qui ckly, something like the traditional worldw de web,
FTP gopher whatever, the user sends a short nessage to
a server asking for a particular file, then the server,
if it has the file, sends that file to the user.

You know if that file is copyrighted and the transfer

i s unaut horized, then the plaintiff holder may seek to
file an infringement action against either the user who
requested the file or the person who owns the server or
both. Typically, the copyright holder w Il consider
filing a case against the owners of the server, nmuch

| i ke the ACL case, since relief against the server
owner may have nmuch | arger inpact than relief against a
single user or group of users. [|I'mnot going to spend
any tinme here on the DMCA but we can tal k about it
after if you like.
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In the peer-to-peer world, it's atotally different
concept, and it has significant inplications | think.
Wth peer-to-peer, a user tells the server that the
user is interested in locating a particular file, the
server contains none of the files that the user seeks
to downl oad or transfer, instead the server sinply
keeps a list of what files all of its users have. It
answers the user's request by telling the user the

| ocation of another user who has the file that the user
is interested in. |If the user wishes to, he or she can
then contact the peer user and initiate a transfer of
the file.

If that file is copyrighted, then, and the transfer
goes unaut hori zed, otherw se unauthorized, then a
plaintiff copyright holder may claiminfringenment by
reason of that transfer, although it's somewhat unclear
what act, i.e. which side of the transfer would be
clainmed to be infringing, the copying or the naking of
t he transm ssi on.

So what does this have to do with what we're tal king
about today? Well, if the server is not in the United
States, or if it's outside the United States, what if
t he user supplying or transferring the contested files
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are in different nations, these and other geographic
pernut ati ons produce a conpl ex new chal | enge for
international law, | think

So with client/server, we had a relatively
straightforward answer. The copyright hol der can bring
an action against either the transferring user, the
client or the server owner, in their own courts under
their own copyright laws. Under Berne, each nenber
nation agrees to let citizens fromone nation sue,
excuse me, from other nations sue that nation's own
citizens in its own courts, under its own |law. Thus
for exanple, under Berne, Canada is required to
recogni ze the U. S. copyright and allow U. S. copyri ght
hol der to bring an action in Canada agai nst an all eged
Canadi an i nfringer, under Canadian |aw. But under
general principles, it's generally difficult to obtain
extraterritorial application of any country's own
copyright laws, as we've discussed earlier today, thus
the | aw of the nation where the alleged infringenent
occurs typically governs the litigation of this

di sput e.

Berne provides nuch less clearly, | believe, in the
peer-to-peer context. First, when a plaintiff seeks to
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sue an alleged infringer in a foreign nation, only that
nation's |law and not the plaintiff's own | aw woul d

apply.

Second, the nations belonging to the WIO are al so bound
by GATT TRIPs, but again GATT doesn't require statutory
damages either, and | should say, statutory damages are
not required under Berne obviously.

Finally, on sonme other coverage issue, the Berne
Convention is wi despread but not ubiquitous. Taiwan,
for exanple, isn't a nenber and neither are a few of
the South Pacific or African countries. GATT has even
nore gaps. While these gaps may once have been
insignificant, they nay cone to have a great, much
greater inmpact in an Internet world in which a server
can be | ocated essentially everywhere.

Per haps an even nore chall enging i ssue ari ses however
in analyzing a plaintiff's potential effort to a sort
of contributory infringenment theory against a peer-to-
peer server operating in a different nation than the
nation in which the challenged file transfer, that is
to say the alleged direct infringenment occurs. Here

t he Berne convention arguably provides even |ess ground
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for plaintiff's case. The conplexity arises fromthe
fact that the alleged contributor infringenment now
straddles jurisdictional |ines. For exanple, a server
in Canada points a U S. user to a U S. peer, and the
chal l enged file transfer occurs entirely within the
United States, thus the alleged contribution now takes
place in a different nation than the all eged direct

i nfringenent.

To prove contributory infringenent under nost nations
laws, a plaintiff typically nust prove that there's
been direct infringenment sonewhere and that the

def endant contributed to or assisted with that
infringenent in sone way and knew that it was doi ng so.

But with the peer-to-peer server, the two conponents of
al l eged contributory infringenment necessarily take
place in different countries' jurisdictions. This, in
an exanple that 1've nade, this raises the question of
whi ch country has a right to apply its | aws?

In an action brought in the U S. against a peer-to-peer
server owner |ocated in Canada, application of U S. |aw
to inpose liability seens inproper because the

chal | enged conduct occurred entirely in Canada provi ded
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that the server is owned by Canadi an nati onal s.
Application of U S. |law here woul d appear to be an

i nproper extraterritorial application of U S. law. At
the sane tinme, application of Canadian | aw woul d not
necessarily give rise to liability. An action brought
in a Canadi an court, using the Berne Convention for
jurisdiction, would require application of the Canadi an
Copyri ght Act, but because the purported direct
infringenent is alleged to have occurred exclusively in
the U S., it's unclear whether contributing to such an
all eged foreign infringenent is a violation of Canadi an
| aw.

Paul tal ked earlier about a couple of cases, but ['l]I
just say. In the US., the Nnth Grcuit has ruled
twice that a U S. defendant nay be sued for allegedly
contributing to the infringenment of a copyright in
anot her country. So the courts are just beginning to
grapple with these issues.

| think that not all Berne signatories have expressly
recogni zed any theory of contributory infringenent, and
sone of these nations m ght not recognize contributory
i nfringenent as actionable at all.
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So | guess this all says that, Ue's point is a good
one, which is that we need to | ook at these things on a
wor | dwi de basis. Looking towards the future, the peer-
t o- peer phenonenon appears poised to continue its rapid
grow h, and not just with Napster, with other peering
systens such as Nutella Freeneet and | am sure there
will be nore this afternoon, and it seens |ikely we
will not receive rapid and clear answers fromthe
courts to these new P2P issues. Over tinme however the
current debate regarding the substantive issues raised
by the peer-to-peer nodel as well as the inplications
of that nodel on extraterritorial application of
national laws will likely drive sone additional

devel opnment of copyright |aws within and outside of the
United States.

And finally, to the extent that anbiguities remain, for
exanple by virtue of sone nation's lack of contributory
or other vicarious liability provisions, | think we can
expect to see sone further anmendnents to internationa
treaties, either GATT TRIPs, or perhaps Berne, to
account for the changing realities of the digital

world. That's it. Thanks.
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PAUL GOLDSTEI N

Thanks very much, Hank, and we'll turn our focus now to
one particular case that raised many of the issues that
we' ve been tal ki ng about in cross border again between
U.S. and Canada, the i CraveTV case. Qur first speaker
on that is Mark Hayes. Mark is a partner in Davies,
Ward & Beck, where he works with the firm s technol ogy
and comruni cation's group specializing, anmong ot her
areas, intellectual property matters relating to

i nformation technol ogy and tel econmuni cati ons, new
medi a and broadcasting. His work gets himin the thick
of activities as counsel to the Canadi an Associ ati on of
I nternet Providers, Canadi an Cabl e Tel evi si on

Associ ation and Bell Canada. Mark.

MARK HAYES

Thanks, Paul. [I'mgoing to talk a little about

i CraveTV in the context of the issues that we've heard.
And Hank has really done better than | am he had
Canadi an flags all over the place, and | don't even
have them | feel really terrible, let's all wave
towards his later on

| want to first of all say I'mnot here as an advocate
for any particular point of view, and I'l|l use the

JR/I b/ sg



| LPF - Annual Conference
- 292 - Sept. 12, 2000

usual disclaimers about the firmand any of our
clients. Wat | want to speak to you today is as a
practitioner who tries to deal with these issues
practically every day. As Catherine Kessedjian said
yesterday, we have to be able to intelligently assess
jurisdictional risk, and I think that's really the
issue that we're going to see when | talk a little bit
about i Crave here.

| don't want to be in a position where | have to do one
of two things, one is either give the very popul ar
answer, we've heard the |last couple of days, "I don't
know'; or else have the client on one phone and the

ot her phone calling nmy insurer every hour. W really
need to have sonme nore clarity about jurisdictional
advice, and I'mgoing to talk a little bit about that
as we go al ong.

The i Crave situation presents, | think, a case which is
very much at the margins of sone of the issues that

we' ve been tal king about. Utimtely i Crave fail ed,
and as | think I may be able to denonstrate, | think
they failed because of poor execution rather than poor
concept. The interesting nature of this dispute |
think is that it involves the world' s two | argest
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trading partners, and probably the two cl osest
countries in terns of the way that they interoperate
with each other, the U S. and Canada. And as | think
you'll see, there are fundanental differences in our
copyright law, and that's part of the reason why we
have a probl em

So what do we tal k about, where did i CraveTV conme from
and why can't | go onto the next slide... don't tell ne
it crashed. No, it should be, let's try next. kay,
here we go. Were did i CraveTV cone fron?

Vell, it's a convergence of a nunber of different
hi storical points. First of all, there's an inability
to obtain audiovisual licenses, i.e. TV, and that's not

really because i Crave didn't want to |icense them
It's because nobody has the rights, and that includes
t he peopl e who sued i CraveTV, that is the notion

pi cture studios, the tel evision broadcasters, the
sports | eagues, none of themown all the rights to be
able to put their content on the Internet. And so, as
aresult, up until the tine that i Crave began, it was
sterilized, the content could not be legally done by
anyone except if you could fit into an interesting
regi me which we had in Canada, and that's a conpul sory
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retransm ssion reginme for television, it also applies
radio, but that's not really rel evant here.

And what this nmeans is that there is a regine that says
that you are allowed to retransmt television that is
sent out over the air, this does not apply to cable
channels, it's only over-the-air television, and the
copyright owners and there are lots of them are paid

t hrough a regul atory system whereby noney is put into a
pot and then is divided by a board appoi nted by the
government to all of the various collectives who
represent the copyright owners.

Now, before the U S. |lawers and the crowd say: "Wt
a second, how can you guys possibly do that?" | want
to point out that this reginme was pursuant to the terns
of the free-trade agreenent entered into in 1998
between the U S. and Canada, which specifically
provided for this exact regine. So this is not
sonething that came as a great surprise to the U S., it
was sonething that in fact the U S. insisted upon in
the negotiations for the free-trade agreenent.

Now t he other thing about this regine is that it's
technologically neutral. Unlike the U S. reginme, which
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is specific for retransm ssion on different categories
of retransmitters, such as cable and satellite, the
systemin Canada doesn't tal k about any specific
technol ogy, it just tal ks about retransm ssion.

Now the last thing is Tariff 22, and | thought it was
interesting that Thonmas Vinje in the | ast panel said
that there were no pointers as to where copyright takes
pl ace. The decision of the Canadi an Copyright Board in
Oct ober of last year, which | was heavily involved in
on Tariff 22, dealt with all of these issues in great
detail, and decided that the comunication to the
public of copyright works took place in the | ocation of
the server, not in the location of the recipient, and |
invite you all to take a | ook at that decision.
Unfortunately, | didn't know it would be an issue so |
don't have the URL, but if you just put into any search
engi ne "Copyright Board Canada", it'll come up with the
great site for the Copyright Board, and they have al
of the, all of their decisions are there in PDF format.
By the way, | know that that decision is very very
simlar to the two-tier rule that Professor Koizum
tal ked about earlier on.

So what was i CraveTV? Well, it was specifically
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designed to conply with the Canadi an retransm ssion
regine. And just as a precursor of what Tod's going to
say, | put the Pirate Ship, just to show you what they
really were. They started stream ng over the air
broadcast signals on the Internet in Novenber of 1999.
And | think there were four inportant points, wthout
going in all the details, | think there were four

i nportant points.

First of all, they were stream ng only, they were not
reproduci ng, they were not caching, they were not
archiving. Now, obviously the reproduction aspect of
stream ng as to whether stream ng does enconpass a
reproduction is sonething that is controversial,

think, globally and certainly controversial in Canadi an
law. W require the reproduction, what's called "in a
material form' and if what i Crave was doi ng was,

i nvol ved reproduction and every cabl e operator and
every satellite operator is reproducing too, and that
woul d i ntroduce sonme really interesting problens into
our law. But in any event, that was an issue and
probably will be as we go al ong.

The wrap-around of advertising was anot her
controversi al aspect because i Crave produced the TV

JR/I b/ sg



| LPF - Annual Conference
- 297 - Sept. 12, 2000

signal inside a box and then had advertising around it.

| don't knowif this is a copyright issue, but it's
certainly a business nodel issue because all of the
broadcasters and the content owners said that they were
conpeting with their own advertisenent, which is
probably correct.

| put "intended for Canadian viewers”" with a bit of a
guestion mark, because i Crave's public position was

al ways that they wanted to limt reception to Canadi an
users because of limted bandw dth, targeted
advertising and so on, | think I will be probably fair
to say that unfortunately their actions did not always
coincide with their public statenents.

And then lastly, they had a really really porous filter
system And essentially what iCrave did was, they
required you to put in your area code, which was, what
was t hought up by the president as a really good

bl ocki ng system so everybody, wherever they were, put
in an area code from Canada, and so anybody had access.

What was really a problemin addition to that was,

because people lied and so on, was that they didn't
bl ock the back door. And so, in the litigation that
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was conmenced in the United States where an injunction
was obtained, in fact, the plaintiffs never showed all

of the various conditions that you had to lie in order
to get in, because they just linked directly into the

dot ram the Real Audi o streans, and unfortunately

i Crave never closed the back door. And that was a real
probl em

So what are the issues? Well, the iCrave situation, |
t hi nk, highlighted a whol e bunch of issues, the choice
of custoner and terns, reach of national regul ation
sonme jurisdiction issues, | think the power of the U S.
to set rules for Internet IP through their donestic

| egislation, and we'll talk about it alittle as we go
al ong.

But what I'd |ike to do is rather than tal ki ng about
what happened with iCrave, 1'd like to tal k about
assum ng for the purposes of discussion of these three
poi nts, what woul d happen? And the three points are
the followi ng. Nunmber one, that I|nternet

retransm ssion is legal in Canada, and that has not yet
been decided by the courts, but let's assune that.
Nunmber two, the retransmtter, unlike i Crave | would
submt, actually makes a bona fide effort to prevent
peopl e from out si de
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of Canada from accessing them so they try to erect a
wal | around Canada to only have it to Canadi an users.
And thirdly, | want you to assune that the bl ocking
efforts are only partially successful, and so there is
in fact some reception outside of Canada.

Now, if you look at this, there has to be a continuum
of success in ternms of blocking. iCrave, | think, it's
fair, didn't block a | ot of people, though they naybe
bl ocked 20 or 30% there were sone people who just
didn't bother to put in an area code, but didn't block
very many. And | think it's generally agreed, you
can't block 100% there is not any technol ogy there
right nowto block 100% But in that continuum between
basi cal |y doing not nuch and bl ocking 100% there's got
to be sone point where you ve done a bona fide job,
you' ve done the best you can to try and bl ock soneone.
And if that happens, then will the courts outside
Canada take jurisdiction, and | say, i.e. the US.,
because | can tell you, in Canada, we are the
proverbi al nouse |ying under the el ephant, and when
clients cone into ne and say: "Do | get sued?" what
they mean is: "Do | get sued in the U S ?" And
secondly, if in fact they do get sued in the U S.,
woul d Canadi an courts enforce any judgnents? So that
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isif it's a Canadian with only assets in Canada, could
t hey get sued?

Now, Ute said in her presentation that it was |ikely
there would not be litigation unless what was happeni ng
outside the country woul d have a strong market effect
on the users, and | don't think that's necessarily
true. In the iCrave situation, the plaintiffs spent
hundr eds of thousands of dollars to crush a conpany
that had only put, at a maxi num broadcast signals on
the Internet to 3,000 sinultaneous users. There were no
mar ket effects whatsoever, but it was very inportant
for them for market reasons and a bunch of other
reasons. So | don't think that that is really the
case.

So let's talk about limting jurisdiction. The two
things that we have in front of us, that we've been
tal king about a I ot are the ABA Study and The Hague
Convention draft, Article 10, and those two in this
particular situation we're tal king about, and this is
one of the reasons why I think we're really at the
mar gi ns, produced different results. What the ABA
draft jurisdictional rule says is that:
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Good faith efforts to prevent access by users
to a site or service through the use of

di scl osures, disclainers, softwares or other
t echnol ogi cal bl ocking should insulate the
sponsor from assertions of jurisdiction.

The Hague Convention as we've seen in draft Article 10
woul d permt jurisdiction in a state where effects are
felt. And | thought it fascinating to see the
conparison of the tort panel that we had earlier in
which the U S. |awers were saying they were terribly
afraid that there would be, the Effects Doctrine would
be used to sue themoutside of the U S., and then, you
know, Paul earlier on describing how U.S. courts would
apply the Effects Doctrine to take jurisdiction. But
in any event.

In international cases in copyright, |I think there has
been a tendency sonetines stated, sonetines not stated,
to apply an Effects test, certainly in the i Crave case
that was the case, the judge nmade it quite clear that
he was saving the Superbow for the U S. when he gave
the initial injunction. And there's a case called LANS
and CBC, which actually | think the actual site is a
little bit different than that, it's... | don't have,
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yes, it's LANS and Conus | think, GONUS a
California case, and this involved the CBC broadcasting
t he fanobus Rodney King footage froma Canadi an station
to something like four mllion Canadi ans, and the court
sai d about 3,000 Americans, and it was perfectly | egal
in Canada, but was found to be an infringenent in the
U. S. because of the | eakage across the border by the
border, CBC border stations. |In any event, | think
there has been certainly a tendency in sone cases in
the U S to do this.

So the question is, would the Canadi an, would the U. S.
court take jurisdiction? | think it's likely that they
woul d, even if good faith efforts are taken, | hope
they wouldn't, but | think they probably would. But
|"ve got two notes about that. Nunber one, the current
retransm ssion systemfor what | would call legitimate,
peopl e who are al ready doing retransm ssion include
satellite, and satellite broadcasts from Canada can
certainly be picked up in the U S.. Now all you have
to do as an Anerican citizen, is sign up with a
Canadi an satellite provider, and give a Canadi an
address, and then take your receiver, go into the U S
and hook it up, and as long as you're in the satellite
footprint, you can certainly receive the retransmtted
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signals that are broadcasted pursuant to the Canadi an
retransm ssion system Exactly the way you could if
you managed to get through whatever bl ocking system
woul d be used by a new i CraveTV that cones al ong. Now,
nobody has ever sued any of the satellite providers,
and you've got to wonder why it is that the situation
woul d be different.

Secondly, | think it's really inportant to note that
Canada is not, despite what sone people m ght think, an
outlaw nation with no copyright law. W' ve got sone

| aws that are different fromthe U S., that's all it

is. They all fit within the Berne m ni num st andards,
they all fit within TRIPs. Wat's really inportant is
that this is not a situation where there's an outl aw
nation and sonebody is going and using that state.

Now, | don't want to talk too nuch about Canadi an
enforcenment of foreign judgnents, but we have a little
different test, we use a "real and substanti al
connection" test instead of a m ninumcontacts. And |
think it would be quite unlikely that even if a U S
court were to take jurisdiction in a situation where an
Internet retransmtter used bona fide efforts to stop
it fromgoing into the U S., but neverthel ess was
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hacked into, | think it would be unlikely that a court
in Canada would find there was a real and substanti al
connecti on.

Now, the question is, where do we go from here?

think there's a bunch of different places and a bunch
of parts to the solution. Nunber one, we can have a
zoned Internet, sonmebody could create a way that we
coul d have geographical restrictions.

Now, first of all, this is a short-term sol ution,
really what you're trying to do here is recreating the
off-line reginme that has existed for many years for the
exploitation of copyright works. There's a bunch of
pl aces out there, one you may not have heard of,
www. bordercontrol.com | encourage you to try it. It's
a test site that sonebody has put up with a technol ogy
that attenpts to identify people as to where they are.

| don't know exactly how it works, but it's cool
because it comes up with flags telling you where you
are, and you can type in a URL and I'Il you where it's
| ocated. Having said that, |I'msure that nobody is
going to be able to do it perfectly.

The second way that people are going to try and protect
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this copyright content is by technol ogi cal protections.
And if you have a technol ogi cal protection to protect
sonebody from prevent sonebody from doi ng what you
don't want themto do, they don't really need any
jurisdictional concerns, and there's very strong
prevention or circunmention of these technol ogi cal
nmeasures in the DMCA. Qther countries may not go as far
as the U. S. has because the WPO copyright treaty
doesn't require themto go that far

The next option is what has been variously referred to
as Whack- A-Ml e, and that is where these things pop up
| i ke i Crave and Napster and so on, and the various
copyright owners whack them over the head with a | arge
mallet. And any of you that have played this gane at
fairs where people just keep, the noles just keep

com ng up and you have to keep whacking them it's a
really fun gane but I don't think it's very good for
the Internet community. And | think the reason is, is
because it really creates a huge anmount of uncertainty,
because you don't know whether you're going to be a
nole or not. And when sonebody conmes in with a

busi ness plan, they really don't know whether they're
going to be a nole or whether there’s going to be
sonething they are going to be able to do. And this
has
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a whol e bunch of inplications, including unavailability
of capital, because people will often not want to
invest in you if you can't have sone kind of an idea of
what your potential liability is going to be.

And interestingly, what this ends up doing is it
favours the established players. 1t favours the people
who are | arge copyright owners. It favours people who
al ready have a business nodel that's established on the
Internet, that they' ve been able to negotiate with

| arge copyright owners. And | think it really inhibits
investnment and | think it encourages extravagant rights
cl ai m by copyright owners. | think what happens is if
peopl e are uncertain, let's have a go at it, we' ve got
t he noney, they don't, and as a result, you can whack
peopl e over the head as much as you want. |'mreally
not sure this is a logical way to try and devel op an

i ndustry.

Is I egal harnoni zation really possible? | think it's
going to be a problem because while we can have the
Berne m ni num standards, we can have all the treaties
that we have, they only set m ninum standards, and it's
clear that the way in which they are inplenented, the
devil is in the details. And it's the way in which
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they are inplenmented that are going to show
differences. And so we've got Canada and the U. S.,
very close trading partners, both signatories to the
sanme copyright conventions have enough differences in
their copyright laws that it can lead to nultimllion
dol lar lawsuits which receive a lot of ink in the
newspaper, and if those close countries can do that,
you can i magi ne what kind of disputes we're going to
have anmpbngst countries that don't share the sane
continent, the same sort of |egal background and so on.

| really think that the only way to go is sone sort of
i nternational cooperation and this is really what we've
been tal ki ng about the past couple of days. And if we
are going to do that, and | think this is an inportant
point in considering the way we go in terns of the
international treaties, is everybody has to be able to
give on their sovereignty a little bit. And so when
we' re tal king about what rights are going to be, and
how you're going to protect themand so on, | don't
think you can start fromthe point of view that your
copyright law is always going to be protected no nmatter
where it is, because sonetinmes people will have
legitimate differences of opinion that say that it
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shoul d be anot her way.

If you take the test to say that you're going to be

| i abl e wherever the copyright |aws are and wherever you
can show an effect as U e suggested, what you' re going
to have is a floating up to the highest bar that is
created around the world. And right now, the highest
bar on copyright is in the United States, and that's
for a bunch of political reasons that have to do with
the power of the U.S. copyright industry and Congress,
and | think that it is probably unreasonable for nost
peopl e around the world to think that the U S
political interest should dictate what the, in effect,
m ni nrum standard is going to be for copyright

i nfringenent around the world.

So, | think what we're going to have to ook at is
sonething like the ABA rule which I had up on an
earlier slide, which would say that as |ong as you nake
reasonabl e bona fide efforts to limt where your
activities take place and you conply with the laws in
those states in which you have tried to limt your
activities, you shouldn't be | ooking at the possibility
of liability somewhere el se. Thanks.
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PAUL GOLDSTEI N

Thanks very much, Mark. Qur final concludi ng speaker
is Tod Cohen who is Washi ngton Counsel and Director of
Governnent Affairs for eBay. Tod also has a fornmer
life, alife before eBay, where he was Vi ce-President
and counsel for New Media for the Mdtion Picture
Associ ation of America, where again his work got him
into the thick of activities of high-profile cases,
including the just recently deci ded DVD DECSS case in
Federal District Court in Manhattan, and al so the

i CraveTV case. Tod.

TOD COHEN
My nanme is Tod Cohen, thank you, Professor. It is a
pl easure to be here with you today. | have a different

position than nost because now |I' m suddenly with an

I nternet conpany and have to determ ne where | was
wrong in the past and how | need to be properly
reeducated on many of ny prior positions. Before |I was
with the Motion Picture Association, | also spent two
years in London doing anti-piracy work for the Business
Software Alliance in Central and Eastern Europe and in
Nort hern Europe. There was a very interesting problem
of how
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you deal with 95%piracy rates in places |ike Bulgaria.
When you get it down to 93% you declare that you have
done a great job and nove on.

| amgoing to talk about three things today and three
points that | feel are inmportant. One, how this debate
real ly has been played out and how t he public debate
obscures what | consider to be the real debate between
ri ghtsowners and others. Two how this real debate
relates to jurisdiction and who are the proper people
to assert jurisdiction. And three give sone exanpl es
fromm own experiences with the i CraveTV and the DVD
DECSS cases, and sone di scussion of the Yahoo! France
auction case.

Ri ght now, the public debate is that there is a grand
worl d of fine international users, academ cs and what |
call “Internet purists.” eBay’'s PR people in San Jose
made me change this line. Oiginally the line that I

put in the presentation was “charl atans” or
“anarchists” or “freedomlovers,” and they said that is
a bit strong. So let us call themlInternet purists,
and the public debate is themversus greedy U. S.
content owners

JR/I b/ sg



| LPF - Annual Conference
- 311 - Sept. 12, 2000

(copyright, trademark, and in our instance at eBay,
dat abase owners).

Wth regard to trademark, the public debate is “free
speech”: individual domain name registrants versus

| arge entities such as, Yahoo, NatWest, Bridgestone-
Firestone and the Gty of Barcelona. Please |ook at
the two little graphics on the PowerPoint slide. The
bottom one which | especially enjoy because | cut and
pasted it wi thout perm ssion. Wat | call the "Tod
Cohen fair use test”, which if they conplain |ong

enough and | nmake any noney fromit, then they will sue
me. But until then, we will do it. The top graphic is
a nicelittle piece froma conpany out of Uruguay

cal |l ed Yahoo.comuy. , Yahoo sued this conpany that had

regi stered around 41 different domai n nanes of Yahoo
and variations of Yahoo. Yahoo succeeded in getting
back all 41 except this one, because under Uruguayan
law it was not part of the I CANN Uniform Di spute

Resol uti on Procedure (UDRP). . So Yahoo! had to nmake a
decision, do they want to try to obtain the domai n nane
under Uruguayan | aw or whoever regul ates the country-
code Top-Level Domain .uy. They have not done that

yet.
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Wth regard to copyright, the public debate is the
“peopl e,” Napster users, iCrave users, |lan Johansen a
15-year ol d Norwegi an who cl ains that he broke the DVD
encryption system and O fspring who made T-shirts with
Napster on it versus corporate entities. The Mdtion
Picture Association of Anerica, ny fornmer enployer, the
Recordi ng I ndustry Associ ation of Anerica and Napster,
whi ch sends “cease and desist” letters to Ofspring to
stop themfromselling the Napster logo T-shirts. And
as | understand it, when people conplain about it,
Napst er dropped the conpl aint agai nst O fspring and
allows themto continue using the | ogo.

A VO CE
That's very wong on all counts.

TOD CCHEN

Okay, well I amonly reporting what | read in the Wl
Street Journal, an article which | have here, which
di scusses whether O fspring had the right to use
Napster’s | ogo or not.

In my eyes, the debate is really a corporation versus
corporation debate. In the trademark area it was

Net wor k Sol uti ons versus AT&T. AT&T was denmandi ng pre-
screeni ng of domain names versus NS
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whi ch was saying: "No, we are not going to pre-screen

dormai n names before they are registered.” The
copyright debate, its Napster, i CraveTV, hardware
conpani es and tel cos versus, TinmeWarner. Well it used
to be TineWarner, | do not know about AOL Time Warner.

In the database debate, fromeBay' s perspective, it's
a conpany cal |l ed Bi dder sedge whi ch had been engaged in
scraping our site, which was 10% owned by Lycos which
i s now being bought by Terra versus us.

| really believe deep down that, in many instances,
this is a question of corporate entity versus corporate
entity. Once this is determned it nakes it nuch
easier to determne howto deal with jurisdictiona
guesti ons.

The first question is who nakes the noney from Napster?
And unfortunately, from Hank’s perspective, at this
point it is not Napster. But there are many conpani es
out there that are making lots and |ots of noney from
Napster. For exanple, if you take the position that
Napst er has increased overall Internet usage from where
it was at a certain point in tinme, we know that all the
phone conpani es are naki ng noney off of Napster. W
know cabl e conpani es are maki ng noney off of Napster
W know backbone
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provi ders are maki ng noney of Napster for the

i nt erconnection charges, as well as |SPs,

i nfrastructure conpani es and hardware manufacturers.
Al'l these people right now are nmaki ng noney off of
Napst er, because you have to have a way to get to
Napster. And in nost instances, you have to pay
sonebody to get that.

Who paid for your telephone or cable line, or your

I nt ernet access, or your conputer, or your MP3 player,
or your server, or your network storage? |In every one
of those instances, sonebody paid for that. But for
sone reason, when it cones to content protection, there
has been a debate that has come out in which it has
been said, it is okay for that intellectual property to
not be protected.

Thus, how do you solve the jurisdictional puzzle, where
will you be subject to liability? WIlIl, unfortunately,
it is pretty much wherever anyone can hold you |iable.
And it's the sane nessage | gave five years ago when |
started ny Internet work. And it is the sanme nessage
that | used to deliver to ny clients. Wiich is -- you
have to know where your assets are, and if your assets
are located in a place where they can hold you |iable,
they are going to. And that is what we have seen.
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Whoever can assert jurisdiction will assert it.

Because everybody in every country in the world has one
i ssue where he or she believes that their national |aw
must triunph any international agreenent. So it may be
chil d pornography, it may be Nazi paraphernalia, it may
be ganbling, it nmay be violent video ganmes, and it may
be alcohol. But in every one of those instances, there
will be a nation state that will assert jurisdiction
because you have nmade avail able the material in their
country, either for sale or to access.

For intellectual property and jurisdiction there are
different regines that could be set up to deal with
this. You could set up a “free” systemor as Andrew
Sul l'i van advocated in an article in the New York Tine
Magazine earlier this year pro “Dot.Conmunism”
However, you will have a very hard tine convincing
content owners to accept this regine.

You can go with the “conpul sory |icense” nodel, which
is hard to internationalize w thout very |arge
bureaucraci es, and Thonmas tal ked earlier today about
the difficulty of dealing with European collecting
soci eti es.
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O, you can have an individual |icensing nodel, which
is in nost instances, by far, the nost difficult to
inplenent. It is nuch easier to inplenent conpul sory

| icense nodels, but it allows for countries to, in many
i nstances, enforce their own rules. The i CraveTV

di spute was an issue MPAA was very involved in. Mark
Davis has made the statenent that i Crave was legal in
Canada. That is an open question. No one has ever
officially reached the decision as to whether he or she
was | egal in Canada. But for me, for ny representation
inthe US. of MPAA nenbers, it was a: "So what -- it
wasn't nmy problem” Al | knewis that there was U. S.
access and U.S. contacts, both by U S. users and by

i Crave' s owners.

There was anot her case that cane out at the sane tine
that has not been discussed at all — NovaTV. NovaTV is
a Czech television station, which also started to
stream Czech tel evision over the Internet w thout

perm ssion. MPAA sent a “cease and desist” letter to
them and they stopped.

This slide shows what i CraveTV | ooked like. | always

enjoy this slide, because this is the one where they
took it down, because it says at the bottomthere:

JR/I b/ sg



| LPF - Annual Conference
- 317 - Sept. 12, 2000

Sorry, access to station is not avail abl e at
this tine.

It is still not back up. There was no doubt it was a
comercial operation. As you can see fromthe top,
there was an ad, and Mark tal ked about, for a nmonent,
about the ad information and the way that it was done
with the web pages and vi deo stream ng, you had a | egal
fram ng question there. And | will tell you, fromthe
MPAA' s perspective, the frami ng and the advertisenents
running around it, was a question of copyright
infringement. |In addition there was a very inportant
noral rights issue here. Again, the question was

whet her t he MPAA nenbers had an obligation to the
ultimte creators to not disturb how the materi al

| ooked.

This is NovaTV, the Czech stream ng situation, and that
is a screen shot of what they were presenting to
peopl e, but they took it down. They stopped after
about a week when they realized that they were no

| onger going to receive content.

Yahoo! France, the case is Nazi paraphernalia; it was

di scussed quite a bit. It is also interesting to note
t hat LI CRA
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not only went after the auctions that were avail abl e,
but they also went after two GeoCities sites owned by
Yahoo. , Wether Yahoo owned these GeoCities sites is
anot her open question. These two GeoCities |ocations
had links to the Yahoo! Auctions where the Nazi

par aphernal i a exi st ed.

Unfortunately, fromeBay's perspective, in the first

i nstance, the way that Yahoo! canme out and said:

"Look, the First Amendnment trunps.” Well that left the
French court with a fairly easy answer to that, which
was, it was not their problem And part of the problem
that we have as Anerican conmpanies in many instances is

to say, you know. "Well, we have a First Amendnent
here, so just live with it.” WlIl, that's not an easy
way to deal with the problem Again, this goes back to
the lesson that | tried to give, which is: "Werever
you have, wherever you have assets, you are going to be
held liable.” That is the reality. ." | al so do not
necessarily believe that Yahoo! woul d have been any
better if they had said: "This is not accessible to
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French viewers.” and if they put that in their user
agr eenent .

The DVD DECSS case is an inportant case. As you can
see, there was a little picture in the right-hand
corner of the 2600 web sight that said that MPAA want ed
everyone to submit to the MPAA. This was not our goal,
nor part of any theory. This case was not about going
after every single user of the CSS DCSS software.
Instead it was really a question about preventing
comercial users and conmercial nodels from com ng

al ong based upon the encryption hack. Under the
Digital MII|ennium Copyright Act, the MPAA and its
menber conpani es had an obligation to protect the CSS
system as an “effective technol ogical protection.” |If
they did not, there was enornous fear that you could no
| onger protect that material from going online and
bei ng distributed worldwi de. And renenber it was the
Nor wegi an police that went after Johansen, nostly
because he bragged.

This is a screen shot of the 2600 archives and how it
was internationalized. | have highlighted a Polish
site, an Australian site, a German site, and a Romani an
site, each with the DECSS code. One of the questions
that we had, both in 2600 and we've had, when | was
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with the MPAA, with i CraveTV, was whether we coul d use
Section 5.12J, Injunctive Relief against U S ISP's to
bl ock access to those sites. Very simlar to the Yahoo
France situation of going beyond your borders.

So what are the possible outconmes? Again, as Mark
said, there could be a “zoned” Internet. One of the
things that i Crave's founder had clai ned was that he
was able to get a patent to zone the Internet. Akamai
has software called Edge Scape to limt international
access vs. sites that pronote anonymty such as the
AT&T “Publicis” project or Freenet. You can go with
strong technol ogi cal and password protection. However,
even as much as ny friends at MPAA would like, it is
very hard to elimnate private piracy. It is going to
be al nost inpossible to elimnate Freenet. However,
there is no econom c incentive for people too
necessarily trade on Freenet to the point where it
harms MPAA's nenbers. Ute’ s point about comrercially
significant really cones down to trying to elimnate
busi ness nodel that are based upon sonebody el se's
unaut hori zed use of protected content.

Finally, you can nove to an AOL flat rate subscription
servi ce.
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| see Yahoo! this past week signed a webcasting |icense
with the RIAA that is very simlar, or you can play

Whack-a- Mol e. As you mght know, I amthe eastern
Bet hany Beach, Del aware regi onal Wack-a- Ml e chanpi on
Content owners are willing to do that. At eBay, it is

our VeRO program where over a thousand different
entities have signed up with us to work to elimnate
infringing material on eBay. They are not just
established | arge conpani es, but they are individuals
that want to protect their rights, and we work with
themto do that. Thank you very nmuch.

PAUL GOLDSTEI N
Thank you, Tod. W are past or ten mnutes past our
closing tine, you ve been extraordinarily attentive,

and our panel has been, | think, riveting, which may

account for that. | need sonme gui dance on whether to
continue with questions. |Is there a feeling, yes, one
or two questions? | see one hand going up, so | think

there's certainly one.
CATHERI NE KESSEDJI AN

It's going to be a very short question for Mark Hayes.
| was a little bit surprised about your interpretation
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of the ABA report. | have it here and | read it as
applying to contract litigation and not to tort
litigation. So perhaps this is a clarification...

MARK HAYES:
| think the portion that | cited was in the general
rul es of jurisdiction.

CATHERI NE KESSEDJI AN

Yes, but it's basically applying to contract, but if
|"m m staken on that, and it does apply to tort, then
ny second question is whether the foreseeability test
that we have in-built into Article 10 (1b) in The Hague
Draft woul d not actually be hel ped by the ABA attenpt
to carve out sone jurisdiction. And I think, instead
of perhaps looking at it through a contradiction
concept, we should perhaps ook at it as a

conpl ementary thing, and that was just ny question

MARK HAYES

| think as we've pointed out earlier, the
foreseeability test nmeans that you're going to be

| i abl e everywhere, | mean, as soon as you put up a Wb
site you can foresee that sonebody is going to receive
it. And | really think that the 10 (b), 10 (1b) has
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got to come around to, as opposed to a foreseeability
test, I think it should be nore likely good faith bona
fide attenpt not to be putting content into that
jurisdiction because if we leave it so that it is
possi bl e that everybody who is hacked by anybody and as
aresult their content is available in another
jurisdiction, is then going to be liable in that
jurisdiction, it makes it inpossible to be able to
choose the jurisdiction you' re going to go into.

And it would seemto nme to be reasonable, that if |
for exanple, want to obtain a |icense for Canada only,
whet her under a conpul sory regi me or under any kind of
a regime froma copyright owner, | should be able to
say |'"'mgoing to get a license for Canada, |'monly
going to deal with Canadian users, and |'mgoing to
make every effort | can to make sure that users from
outside the country cannot get to it. |If sonmebody is
able to get to it, do | then open nyself up to
liability everywhere, even though | foresee that it's
possi bl e t hat sone hacker coul d have gone around ny
nmet hodol ogi es for stopping it.

It seens to nme that's an unreasonabl e way to operate,
and |'mjust speaking froma business point of view, it
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just seens that that's an unreasonabl e standard to put
onto it. But finally in the bal ance of that, and
again, | don't think foreseeability works, but finally
the bal ance of that, | think the test of good faith
bona fide efforts is probably a good one.

PAUL GOLDSTEI N
Peter Harter.

PETER HARTER

It's a question that I'mgoing to try and pull together
a fewthings, and this nay | ead to the next
jurisconference. You think about all these |awsuits
going to Europe to sue a 15-year old that probably
didn't actually break the encryption schene, but took
credit for it, fromwhat people tell nme, and for the
record, as far as | understand it, the famly owned a

| egitimate DVD pl ayer and bought |egitimate DVD di sks,
just in the wong country, and due to the crazy schene,
that you can't buy a disk in France and play it in sone
ot her country on a device bought in that country, that
goes to lack of foresight by the Mdtion Picture
Associ ati on of DVD schenme.

But | think an interesting thing about free speech,
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copyright, security and jurisdiction, is that an
econonm st pointed this out in a recent article, that
for years and years and years, professors were trying
to teach cryptography, encryption security in class and
post materials, and where the posting of encryption
topics would, violate U S. export controls, which have
since not changed, or violate inmport control laws in
France and sone could download into France, was a big
debate. And there's a lawsuit here in California in
the NNnth Grcuit, Bernstein, and that case talked
about how conputer code as a human expressi on we can
argue whet her object code or nachine code is al
protected under U S. |laws or what the Human Ri ghts

i ssues are with that worldw de, but the interesting
thing is, Bernstein won, you can post encryption
schenmes to the Internet. But the DVD case is saying
you can't post decryption schenes.

And that's a very odd result by Anmerican courts, and
The Economist, the British publication said: "It's

very Owellian that we live in a world where you can
post encryption schenes but because of the facts in

anot her case we can't post decryption schenes.” And
goi ng overseas where the laws are different, because
they don't have the First Amendnent, or the copyright

JR/I b/ sg



| LPF - Annual Conference
- 326 - Sept. 12, 2000

law is better, | think it's a pretty sad case for an
econony in this country we depend upon exportation of
intell ectual property based products. And | think,
there's sone real hard thinking that has to be going on
by the short-termtechnology at DVD if they don't work.
| nmean, the problemwith DVDis that the encryption
schenme was created at a tinme when U S. export contro
| aws forbade nore than 40 bits, and for those who know,
40 bits is a very weak encryption, so it was only a
matter of tine before it was cracked.

So | think, as lawers in this forum we really have to
t hi nk about to advise our friends and col | eagues on how
totie all these issues together in a better way,
because to have two opposite results is really quite
strange, and any comrents from Paul, the panel, Tod,
took a few cheap shots at Tod's fornmer enployer, MPA,
but anyway.

PAUL GOLDSTEI N

Thanks Peter. | don't know whether that was a coment
or a question, but if there are sone responses fromthe
panel ?
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TOD CCHEN
The reason there are zoned regions for DVD s i s not
sinply to nake life m serable for people who buy a DvD
pl ayer in the United States and want to bring the DVD
pl ayer to Europe. Regi onal coding is based upon the
theory of “wi ndows.” Wndows allow conmpanies to fulfil
their desire to localize content or to tinme it better
attendance. For exanple for children's novies, you do
not want to release a children's novie in June
wor | dwi de since in Australia children are still in
school in June, their school holidays are in Decenber.
So there has al ways been a reason why you do that.
Plus, there is a lag tinme between the ability to dub a
new novie into a foreign | anguage versus the ability to
only provide captions. Captions are nuch qui cker, but
dubbing is preferred in many countries, that takes
anot her period of lag tine

It is not merely that the novie conpanies desire to
make |ife mserable for you, instead there is an
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econonic notive to exploit the filmas nuch as possible
and the added benefit of putting it locally transl ated
dubbed film

Wth regard to “software code as expression” in Judge
Patel’s decision in Bernstein versus Judge Kaplan's
decision in the DVD, in the Eric Corley's case, | think
both of themare very consistent with the First
Amendnent . Judge Kapl an was renmarkably thoughtful. If
there is any decision in the last year that | think
really frames these debates very well; it's Judge

Kapl an's decision in the DVD DECSS hack case. Judge
Kaplan really westled very hard with Professor
Turestky's statenments to himabout the First Amendnent
protection and the expression inherent in software code
There are one or two exanples where | think that Judge
Kapl an made it clear that expression is trunped over
speech. For exanple, a political assassin is engaged

i n expressive conduct, but that doesn't necessarily
mean that we could allow that to occur under free
speech theory. Judge Kaplan’s theory is, that there is
a continuumand that with regard to decryption versus
encryption, he said: "Congress nade that decision."
And, Congress made perfect sense to protect copyright
in that instance.
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It was not a question of whether an individual can use
the DECSS to decrypt, but it was the question of

whet her you coul d distribute and create the decryptor
itself.

| think that these issues will work thensel ves out.

t hi nk Judge Kapl an's decision is probably the nost
presci ent and thoughtful about why copyright is
protected and why | amcertain that Judge Kaplan woul d
have cone out exactly the sanme way in Bernstein as the
Ninth Crcuit did. So | do not think there is any

i nconsi stency between the two.

MARK HAYES

Paul , can | make a qui ck comrent about DECSS. Just
from sonebody outside the country, the U S. has inposed
a technol ogi cal neasure circunvention | aw and the DMCA
whi ch may or nmay not be followed around the worl d.
Certainly in Canada we're westling with the issue of
how far to go in order to inplenent the WPO, sorry W
|-P-O for the WI-P-0O people here, copyright treaties,
and it really is a difficult issue as to how far you're
going to go in, essentially as Tod has descri bed,
permtting people to inpose by technol ogi cal neasures
things to preserve their business nodel, and whet her

t hat shoul d be sonething that we should throw people in
jail for.
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And so, it's a difficult question from outside of the
U.S. The U S. has taken a policy decision which is
clearly right based on the political situation here in
the U . S. and the support of the copyright industries,
whet her that's sonething that's going to be fleshed out
in the sane way outside of the country in inplenenting
the copyright treaties is a difficult issue. And then,
you get into all the issues we've just tal ked about in
terms of what happens when sonebody in Canada or in
Engl and or in France does something to circunvent a

t echnol ogi cal measure, which is perfectly |egal inside
their country, and then post it on the Internet. Does
that mean that they are then inmmediately conmtting a
crimnal act in the United States that they should be
charged with? O do we have sone flexibility for being
able to allow people to do things that are legal in
their country that nmay inpinge on the political

deci sions that are made in other countries in the way
that they inpose, in which they inplenent their treaty
requi renents, which nmay be inposing a higher standard
that is required by the treaty?

UTE DECKER

If I may add sonething to this fromthe European
perspective and fromthe nusic industry's perspective.
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| think it is worth renenbering that in 1996, the

i nternational conmmunity and W PO agreed t hat

t echnol ogi cal protection nmeasures need efficient
protection. And it has been understood in Europe as
well as in the United States, that this covers the
prohi bition of circunvention as well as the

di ssem nati on of devices, and the DCSS code functions
as a circunvention device.

So | think that in recognition of this agreenment of the
i nternational conmunity one can hardly argue that this
should be legal. | also think it should be renenbered
that this instance actually destroyed that version of
the format effectively and caused huge financial harm
So, as the judge in that case recogni zed, it's not
really about the First Amendnment, it's about whet her
t echnol ogi cal measures are given a chance or not.

PAUL GOLDSTEI N

Thank you, | believe that Chairman Katoh has sone
cl osi ng renmarks.
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CONCLUDI NG REMARKS

MASANOBU KATOH

Thank you very nuch, Paul and the distinguished panel.
It was a very interesting panel of course, and |I'd

like to see nore of the debate, but because of the

time, we have concl uded here.

Before we really conclude, let ne thank again for al
panel i sts, speakers and friends who cane to the
conference. This has been a great conference, we are
very glad to have you here. W confirned the inportance
of substantive | aw harnoni zati on and consurmer
protection on the sectorial analysis and so on. As we
all thought, this has been a very informative and again
i nteresting discussion.

| liked the lively debate about The Hague Conventi on.
And thank you very nuch for the people from The Hague,

i nternational and national governnments, and again al
the experts. On behalf of ILPF, I'd |like to thank you
all again. It'd be very nice if |I can say sone word to
sumari ze or conclude the two days of proceedi ngs, but
because of the tinme and conplicated nature of the
issue, it may be very difficult.
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| just renmenbered the experience | had about ten years
ago, when | was in one very serious litigation.
Actually it was the experience of nmy friend who was an
expert witness in that litigation. He was very young
but a very brilliant engi neer, who was giving al

t echnol ogi cal explanations to the parties and the

j udges, and he was very persuasive and everybody was
very much convi nced, inpressed by his words. At the
very end of his speech, by the way he was working at

that time, still not using PowerPoint, but with
transparency or the, you know, OHP files, and at again
the very end, he said: "Your Honour, I'msorry, | |ost
ny conclusion.” He obviously lost his final file and

he forgot what he was about to say. And, | probably
shoul dn't go on what was the result of the case, but
pl ease don't worry, don't worry, we are going to
transcri be everything, all proceedings are here. You
all will know the conclusion, or what the concl usion
shoul d be.

W'd like to continue to talk with you on all things.
And again, in addition to the transcript, | urge
everybody, if you have any additional nmaterials for the
conference, we are going to put everything on the Wb
site. And again, we are going to put all proceedings
transcriptions on our Wb site.

So, with those words, thank you very much again, and
see you agai n.
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